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o SIEM BYBHEHFE | IRIHBUEEFRERTS.

- BT : EEETFE 26 X ERIKAIRE. SIEM MRIRBMBIEEHERNER.
- BiESHIREIER | EERIEAIUEARERRE, XEFIREMLE SIEM £EREFER R,
BUES HIREER R A NEZEN BB TR 1717

BEXBEZER, BEABESHEE R,

March 24, 2023

AFEEXHFIEER
SRR, fiE. @& ShareFile HIBFERIE X B A REX BB AF NaLhmARER
RE LA M. LTRE Active Directory P8 S BDFATTF -
.+ BRfL
o Hhft
GRS
. BiE
i

. 4847

=/\

SHE SIEM AR EREXHHIEREZL. BXFAER, BFERAFPEEX .
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MNP ERUERBREISB 2N
HHETFRF R MR AENEHRNENERR, EATUTAE

- BENER
- BEXNPLIEIR
{ER, 3%t Event-Type # Clipboard-Operations 4 EHIEESE NN EIERIER T H,

BEXBFAER, BERNAEREER,

March 21, 2023

Bimik, HEIMNAZR StoreFront™ HHRIR

BURRETIE 5 IA T — MBI E R, BUERTIE EREINEREREFNE T A KM
StoreFront HIEENEE 4, ©EBAFPEMRIAZAM StoreFront #iER, HARPIRMET —1iE
I, UEEHBERINAFE ] BREIER,

BEXEZEMER, 1BEIREREET StoreFront 2&E,

February 23, 2023

B8 Win@
3FF Citrix Apps and Desktop hlk7Z > 1912 B9 Citrix Apps and Desktop 2PE, R{ELRM. TEF
AN E T EREERVIREPE A T ki@, LtRmIEE g,

HEBNARFNES—KE, ‘NAREFNRHEBERSER THEERZ TN AEFS A
ERFERSEMN, RFBLEEERT Linux FFPImARAR Citrix Workspace N B 2R Lo Lthia] @il
B8,

2022 £ 4 B A B2RE 2022 &£ 5 BE, 3B Secure Private Access IRSZSBIA R EE I REEEM
Citrix Analytics 1P FRARAT A, LhRIBAMNEEE .

February 22, 2023

=8 B ERRYI83RTIRE

Citrix Analytics =& X5 F B FIp4EH, FEBESEALNTENRHO. SRABFIFEEE
S TEHSIGH
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- REAP KRS HAE - —FARAINAR S8, SXAFEMIERZEFRR
- —ARLENEGEHK

- —ARMANIEREE

- —ARRITHRESE

- EFBHIELENEIEREHK

BEXBZIFAGER, 52 HEEBFHrE,

79 App.SaaS.File.Download S4B RN T “ T E N &N FER

TR BERNEE SRR BMRSERTIEF, 5 App.SaaS.File.Download EHFERRMT
— N TENERI TR, Bt ER, EMETUNTHXERR FERECE B E X XTE
¥R, BAILUHZFERIEASHE CSVIR—EB0#H TS Ho

BEXEZER, BEANAREFNEHBMRSER,

R ARk EF BRI

W, ‘ERRSEFE RESS NEE . NABTBRA T NEERBRA TR, BTRFNL
BME. B2, NTHEENEIERE, IUEX=VFRERSR, HEEBRSE
%\ EEMIRTRR R AR R SEAERS CSV FHP S M B A R
',

BEXFAER, BEANARFNEENBEMRSER.

February 16, 2023

BEfE & iR

FERNEFREAFLBEREE, RERBMNTAXEREFSNESEBFHERRIRMm. Fit, AF
5%, BEEREET 10 HHEENSABRFHE. —BERXRERE, EEEANARKESEBFH
o WRFIMEEE,
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February 03, 2023

SERTFREER M AR SR AY Citrix Secure Private Access™ ARSI
X

Citrix Analytics for Security IR7E M 23R B R 8 3t X FN L K g EB it X AT FARY Citrix Secure Private
Access NP S, MNREAVALR MR X I AFEERXANA Citrix Cloud, MAIUAEFIETE
8 Secure Private Access BRSSHY A P BIXBEAZER,

BXFARR, BERBER.

January 11, 2023

M Secure Private Access FFEER Web 1 5EIHEE

Web i3 EINREE M Secure Private Access 25| R, HT Secure Private Access R TE T
5H9 Web i3, Citrix Analytics for Security _EFIA T INREZ BIRM

1. “ZERIE". “SEH"FI“URL (EE"EHIEFERTE Citrix Analytics for Security #EH#ik_EARBAT Ao

. KFHERIEN S XML iGR et ERR, HERRATF A,

. ERIERBIEFTER (K54, XE5IM URLEE) NHMEXRBOIA BE X NSRS T Bt
Ko

. AP BER A N ED .

5. SIEM SHF4k4E7E —ERBYBIAE S urlcategory. urlcategorygroup 1 urlcategoryreputation J&
M, HFHEEUTELE :

N

w

N

o Z5HIFNSEFI2H 79 99999
0

A

o
i

EXFMER, 153209 Secure Private Access B BIEZR,

December 27, 2022

B BhE SRR TR THIZIRRIE

BEERNEPHNEIERIKREEN, RUANETHAREMAERNARFMRE. 5N, HEEoE
BEINER, FRZEED, RANMEEIERZEAR L,

BXIFAMER, BEH BEIHEER.
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December 13, 2022

AP ({RARIB5RTIRE

BRI ERRBEESHENERET 70, UBPHEEREEALSNZERR. HHERMUREHRE
RUARP. MANXIERMENBRENFAER, TRHE X BISMNETIEEE L, UE
BTN, BEERALRATERHMEBIEE, HASMIIEAER ETXHEXNERR, U
FHITEIRBIXL 3o

BXIFAMER, BEH AP &R

December 05, 2022

IRIRENRIR - B RS

T BERMEED, REUTHEAEAER

« SRFERFTAR P #tkAE X B9HR,
- BRERFIANME—RHEFNALE FMEH.
- AFRERANENEZA VPN IRESERIFAER,

MAXLEFNMFAREE, BEERAURIEAAERIEAGER, FBRAPERNEARNZEM
Ho

BXEZIFAER, BHEANRREMNER.

November 18, 2022

B & R&
. BESEREEMREFIER FREIZE N BRI R,

November 08, 2022

EenRiR(E

Citrix Analytics for Security RN — LR EEE B LUREEBMIIRAE, XERESE -

« ENEER - BAEER
- YIERF - BERF KA
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« AHAP - FHEEDRIE
- HRBAP - A KE
- 2BARF - XRAFKRF

BXFAER, BEAMTARIRE?

BfE & MiaE

 SNRMBFEILIRIE FRIFIRAER—TIEI, W AMAERFEIREE, RABRMNAE
HAR M, ERAETERFRAR Firefox B, HRAREE S,

« HardDrive. harddrive #1 HDD Z5I&H 7—1~%5!, Bl Hard Disk Drive, FF Apps and
Desktops #IERHY B BNARS51E3R Y Download-Device-Type FEZ,

- BiY, =M Microsoft Graph RZIEBHEEER ID WEE:EX, XZFHEZEEEHNLE
fro NARRFFESLMEE & BHEMIFRALHILAR L L),

October 19, 2022

B REHERNSH

IR DA BFNEIESHSEIER, RTYNSFIENNNCRRSEHNE X BIEHN, &
AU HBIERE .

XEREMELITE (SOC) EIEGIRENS !

« F¥ Citrix Analytics RBVEIES R EELZ2ERMEHEE (SIEM) R LVEIERE M XEX
[P

o PERIPLBIESARR SIEM AL EMERA

BREMHHEEREMARN SIEM ERMEBIEERS, FESRINNBMRSEHERIEFAA
AR R —.

BXFAER, 15217 M Citrix Analytics for Security S HE] SIEM RS HIBEESE 4

October 18, 2022

RIFEBRTE Citrix DaaS™ It R _EETRIARIERHIIEE

EERAMECILE Citrix DaaS s ESTHISRIEREIRE, HSRFBEPNEMSIE, M(]a

LERE—1 kA&, LUETE Citrix Analytics for Security ¥R 45E A P BB ERNEY B shFF A R 5l B
1%,
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BXFAER, BEHA TLRERE?

October 14, 2022

o)z i i=t e g

Citrix Analytics for Security B RIME R OB EIEIMFAE SEik LIRIER G, AP XQIER
RENERANTH, EEEEREBIRGIRIR. BOMEBMAIEIRNTIN, H5HMEERT
EFEZ T, 5, TRNXRIETTEMNEFP I EILFRE, FEBFRRITNEFTRE

BEXBFAER, B2 NAR KRR R R

September 26, 2022

ThIE RIS R ER A= P L 5 2%

‘R BB Em+ 2R IZEE IR E R,

- ZEUEMIEEE=ABTIRAIMREIN EE Xt E =Kz S 9i51E.,
. feffIEtIZE= A B T IRIEA R ENIT AN H %/ MeL B P hRSERE.,

ZeMEltEE =R EE B MR ER B E XX iErE# .

BEXFAER, BRI EAMEE,

B£ £ B9in)H

« Citrix Cloud API FEFEE FERFIEX R ETREF B IE, BFEHHERERIERXLERERA
FBFERFIEX BB &R

« Citrix Gateway #3EEE7E Citrix Analytics for Security # Citrix Analytics for
Performance™ 2 8] @ @AM, HIBLIERETIAR Citrix Analytics for Security i, FEXF
{X#8H Citrix Analytics for Performance #XF|MZE A S Bifiif.

« I Citrix Cloud EIUREIZMYFERRS, TEE# Redis ZFNIHMERBER. EXMIER
T, —PFLERSEMBIEEFR, HROUSER, EFMEEE, IEREEFFRIFAAEN
FHR.
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September 13, 2022

HEFR(URIRIBEIIEE

HEHEENKRIREEIHEREMIFAREHTT 7 S0HE. BEAESIRERNHAZENMNLREH
HE, FAGEEIS|IACIEE. EEit. FMWIERE. R, HEXBMRNETEFRENE, NE
ERREHETESER, EEAAULIREFERASDMHA—FHE, HESIRMUINESEEUAEER
BB EUE.

BXFARR, BERAHEEERMNER.

September 09, 2022

S H{TIE R 1258ThEE

S EITENREREFENIGR, AHREE PG P A TMALRMERHAEE, XEHFERERFR
[E| ISR IF A EN & X3 SIEM BUHEIRIFAE R HHER A,

BXARNRBHNESER, BEHAUTXE !

o R RPLE,
« SRESFNIR(E

August 19, 2022

B R VDA ¥TENE
1% Citrix Apps and Desktops FEaHFTENELEY, A& —1 %79 VDA Print WS4, VDA $TH]
=4t a7 2R BEX Xeistrom L1k E,
- BBHERK : EALIES VDA Print ERMEFAERMEIFMAER,
- BENXRAIEIR @D EventHub /3 VDA ITEMENIRME T HEH, FEXEEHHAEREN
R ER. EUERXEEHRMEXRECE B EXIERMAR,

EESATELENHFTENR EE4E Citrix Analytics for Security, EEEQE IMRINAERE
VDA, XEFTHIHERME T B XITEESNEEREE, FIITEINIE. FTENXXEZFMITENZEG
. FALZLEER, HoUFERAXERERSITRRFFBAERF,

BXIFMER, ESIRAA Citrix DaaS ERTELE M,
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August 18, 2022

B & MiaE

« 7£ Apps and Desktops HY BBIERUNIFIRMREMBZEGIR FTHRAFRERIEY, THH CSV
X Workspace M ERZFRAEEZRA NA (FReIA) , MIEMAEFNETA, Lo@me
B8,

August 17, 2022

BRI EEXRL AP B

EHERALURRIR B E X AR L RELAFNBEFEERS. BARKE, SEEILZBRELAA
MR R IEERS A P IR P BT IR IEIR(E (BIRN AP M BERF") BUREEE, NARERIYAX
HERARFNEFHAERTSETBEEXH.

B XEREEEXZARAFHARNFHRER, BSRRKRMNEZE,

August 11, 2022
% F HinfRE - IBALE A9 ERNE BRin@ XEF, BXEZFMAER, BFBHE E000

o

B & MiaER

- "BEMEENZHNEEREETRIEEHERIRE https://citrix.cloud.com/
notifications #=/& B FHFHFIERE,

June 17, 2022

A ERTEIAE ABELE

L HT, #8F Citrix Analytics for Security F{d BB IR E P AESE SRR R R EHIEL
I8, FREFF IR IEX LR IRAVENIE,

TEUEhRAA, HFRAD Citrix Analytics for Security BIFTI 2 #ZAXES, LAF Citrix Cloud BRSZFEAAFF
EHIEIE

« EARRENHEINR
« Citrix AEHE™
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BXEARER, BBHE Al

June 09, 2022

B£ & B9ia)

B Azure AD BR3P0 Microsoft Defender for Endpoint &£ B Microsoft Graph X\F&ig+R AT 8E
K7E Security Analytics FZ R ER, LRAIMEEE,

June 02, 2022

BEfE & iR

- ERESHBBNIERD, HERREWTEE KRB HEEURESMH, RAZEWNTURE
SIRUA KRR & DB E AR,

- BB P, Windows Citrix Receiver BY X TEH SHMNTHXEG R/ NETRAER, HINLE
BIAMERESEFRMEMN KB REBEAL, MUl SZEMAIFET, SEEARETRNERER,

May 24, 2022

HHERFABME. Citrix DaaS # Citrix Virtual Apps and Desktops L4
X Gateway #HE R A sERYITIE M BRIEIR

NRAR MR THEEXIZMEEAEIERBIRESENABER, Citrix Analytics SAFLEERNE M A
FIREMITIETI R, HARRAIRENITRENICIEIT. B X AR RRITEXKRIEIINESER, B8N
MUTFXE:

« Citrix REMMERLIEIT
« Citrix Gateway X F2gHR
o BAREBIN AN KEMBRDaaS NLIET

May 17, 2022

ERNAMKECEwR AN AR

ELZEOEFIRMIRSPUREZ LS A IXE) SIEM BREBIVEEEF, FrE Virtual Apps and
Desktops FR&EIMBEEFH A Apps and Desktops, U5 E¥ RGN~ RATMRE—.

Ban, 43R TIE L, Virtual Apps and Desktops FRE B E £ 9 Apps and Desktops.
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Apps and Desktops tR&ELIRIELALAEY Citrix A3y Citrix Virtual Apps and Desktops #1 Citrix
DaaS (LAEIFRA Citrix Virtual Apps and Desktops AR3) o

BIE 8 =

Citrix Analytics A= BRI 5 & Citrix Cloud 1tk % B£BY Citrix DaaS Cloud Monitor 2% Director
ﬁljj/'ﬁo

April 05, 2022

HIBThEE

Z2IEXnR BEERA REMFIHA

7T Analytics #ZEHIRFIRE S, FiE Secure Workspace Access 1R I EE 7 Secure Private
Access, U5 BHEN™RBEMMFRR—,

fFlan, 71 HAEIR T1EA BBNIEEETE £, Secure Workspace Access 7% EE %7 Secure
Private Access,

March 21, 2022

BEIE 8 &
- 75 IRRIIEE TED, MREREWNEAREQSHERSRIAEE, NEEMEEH
By RN AR PR

Blan, FEUTEIRS, FEEZERTA san Jose &, BMENHELTIE, LtRAMEE
g,

App-Name = "calculator” AND City =["San Jose"
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March 10, 2022

HIBThEE

BHETE 5 B FHRHB5RTIRE
- BANEER BEREFEHEM IR H 5 MR X XS T XERIFAER.
- BAUEES R XBRNESTRLERRRN. EMERFMAL B,

- BREENRIFMERTE Citrix Analytics PTFHRFIYEIZTIH, HEEMARBRNEHX
OtetT. ERPNEIZNE L, BIEATUEENZAF A RFRE KT,

WA EIE 5 BB AR 41858 TN AE (/en-us/citrix-analytics/media/notify-email-enhancements.png)
BEXBRBEEARENESER, BESRERNEE

BfE & MiaER

Citrix Analytics F5i&M Secure Workspace Access FiERZEWA R B4, R, SEMENYEBIE
ENEPEARTAPE S, k9, EFEN Secure Workspace Access HBUHEREIE B E X XIS
o

March 03, 2022

HIBThEE

FRIR ARIERRL AP R

e, SRS IR RS AP KA A A RRLAFP AN 12, TEIlthRASH, ETUMBR
B E)4 LBV RIF IR PIEFIZIEME, HIFDFFILRIEN BT XPLIETT.

B X ZIREURMNEF N AIRENESER, BESREEMIRIE,

&R R A P I F5i(/en-us/citrix-analytics/media/request-user-manual-action.png)
FRIRHIE R R A P InRR5RThAE

HIZOIE T ERELAP MM RER KR, BRERUTIBRINGE !

o EFRBHEERMFAT—MEERE, COENUEFRHEENERIANE 82 B FapaEi
ZEIE
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Create a policy to take actions based on a user's activity

IF THE FOLLOWING CONDITION IS MET

Risk score AV is | Greaterthan N Q0

(® Add Condition

THEN DO THE FOLLOWING

Request End User Response NS

Configure the next course of action to be taken on the user's
account test

. . Security alert for your <User ID= account
If the user does not recognize the activity, then:
Hi<User ID=

Notify administrator(s)
l y (s) e We have identified the following event(s) on your account. If it

wasn't you, your account is at risk

Select the email lists who will receive notification

. L . Activity: < = as defined by your administrator.
Citrix administrators -default list Selected N . v vy
Device: < >
Date and Time: < =

« IRIMFERTLURE Citrix Content Collaboration 3§ Citrix Virtual Apps and Desktops # Citrix DaaS
RREMEEEAN T — MR, MUaT, BREEEIFELBIRIES Citrix Gateway ##1EZ—,

THEN DO THE FOLLOWING

Request End User Response N

Configure the next course of action to be taken on the user's
account. test

. ) Security alert for your <User ID= account
If the user does not recognize the activity, then:

Hi <User ID=,
Disable user N . .
We have identified the following event{s) on your account. If it
GLOBAL ~ wasn't you, your account is at risk.
Add to watchlist . o
Activity: < = as defined by your administrator
| Motify administrator(s) R
Device: < >
Remove from watchlist Date and Time:
< =
| CITRIX GATEWAY k Settings > Alert Settings Do you recognize this activity?
! Lock user
Log off user
Unlock user ot .
CITRIX CONTENT COLLASORATION Successfully accessed locations:
Disable user
. . LOCATION PRODUCT DATE
Expire all links
Change links to view-cnly sharing = > < > <
Remove folder access permission
Remove upload permission to folder = = = = =
= = < = <
CITRIX VIRTUAL APPS AND DESKTOPS
Log off user - 4 3

If you do not respond to this email in the next 5 minutes,
services to your account might be interrupted. Contact us for

BXRENEZER, 1525 REMIEE.
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February 23, 2022

HIBThEE

RESIEFRRYER SUR(E

Citrix Analytics B EFE N AP AR LU T KBLEtRIS N AL TR BHEERA. ARIMBIMEHIRN
CIERRE

. FEBMIBIEARI (Content Collaboration Z(1E:5)
s FEBMIIELK (Gateway FIEIR)
« TJEFE S (Citrix Virtual Apps and Desktops #] Citrix DaaS #1E/R)
LR R P e R IR R X IESREY, eI U BIURE S EEFIE B INBRE,
N, ERESMIIERKREIEIRF, EIUEFEUTENIRE -
Unusual authentication failure @)
Source: Citrix Content Collaboration
Logon-Failure-Based Risk Indicators

WHAT HAPPENED

1 logon failure from 1 IP address without any historic login success from this subnet.

RECOMMENDED ACTION N

You can apply one of the actions below in order to improve your security posture.

£ Notify administrator(s)
Citrix Analytics sends an email notification to all Citrix Cloud administrators. You can also select the administrators to whom
you want to notify.

@ Add to watchlist
When you want to monitor a user for future potential threats, you can add them to a watchlist.

For additional actions please refer to the Actions menu at the top.

tEINRetR i, FENERIER A HRIIX ™ EREEFRFIRIAEE. B2, EHrILUREX
P A REGZ NG R NG L 18 1Fo
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BfE & ir&

o INRIFAIALEITAREEREXIGMA Citrix Cloud, N Citrix Analytics RIEET7EM B RIS IEEIE
FERWAFEMS. FHitt, A TEAEENNBBRSERTEREIRAFP S, Lio@eE
£,

February 17, 2022

HIBIIRE

BG# T Citrix Virtual Apps and Desktops #l Citrix DaaS ¥UE RHNEIRMENIRS
TELbRRAR, EFERIUTERN -
« BUH T KB Citrix Workspace N FFEFE P im# Citrix Monitor ARSI EHRIBUIBIRE. X BEA
&

- ST MWAPNZFIRARZINENRE, TRTEMRSER. BEXNFERMERR L
gl

SRARMEPRIESEHNN AEFREAHN ETIXNER

EERSERIIE L, BMEAUERENSXXY. X4k, 2iF. EENRFEHHEXNFERD
FAER, EHHNRMEAFEREMER.

FlEn, EeIUEE File.copy BHRUTIEMAEER :

« Xt ID

« XHEIZE ID
o X

- BARXHFREE
« 1D

- X3 ID

XERFMERBTEENSERITARXNABAIKFPHITRIEEM 2, EAILLRATEE
UERHEFRERIE.

BXXEFERNESESR, 55H (REMMEEER) .
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February 10, 2022

HIBThEE

BRE XK PEetnp4E R B siEE

FEEXNEIEFRIES, HEERF=PEFEENERSENN, HEHETZEENE, &
AN BHEIGIRPER—ME, SRBEENAFIFHRMA—ME, HERAEN, iERFATH
BYPCESE RS B BN,

NEEBUNENRBEARBIEEFEFEX (BHNE) B, BEARETHEEHN.

fIan, HIEEFEERE Event-Type MMETHEFNE, HEHENENE, ERILUREZEER—
MEo

BEXBZER, BEHEEXNLIETR.

“ Create Risk Indicator

° o

Select template Configure indi

When the following event(s) cccur, Citrix Analytics genarates custom risk indicators on the user risk tim

Apps and Deskiops R

Ewent-Tyg |

Aseount Lagon

App End

App Saas Clipboard
App SaaS Erd

App SaaS File Download
App.Saas File Frint
App.SaaS Launch

App Saas Url Navigate

App Stari " a
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February 09, 2022

FTIBINAE
EERNFEEXAS

EREBTEIHRMNR Citrix Cloud BE5R, EAILBIEHMEESEERARFERE Security
Analytics, ZEIMERILUFUTEE X ABHRATHEIRR !

« Security Analytics - T2 EIE 5

« Security Analytics - RiEEIER

ERBEEXAR, ERIUNEERRMHRIRNFTEIHRNR, FHOIFMI1ERE Security Analytics AY
B HhIhEE,

BXXEEHEXAERNIFENRNESER, BBHEE Security Analytics WEZRAE,

@® Customaccess

Custom access allows you to determine the exact part of Citrix Cloud your administrators
can manage.

® Switching to custom access will remove management access to certain services.
Deselect All

Analytics Allroles selected V-

Security & Performance Analytics - Read Only Administrator

Security Analytics -Full Administrator

Security Analytics-Read Only Administrator

=D
Cancel | Send Invite
- /

XFRFBESGHREER KB TR H-EA

MRBEEBBEXIAE (RiESsTeinn) NRUERE Security Analytics B9 Citrix Cloud EIE
R, TIERERITEA

« XTENARPRNRNZENeNEEEN. BXEZELR, BEREABFEHRFEN.

- SFEIVANARBMAEBNERRIZEN, XTXMIETEN. BXESER, FBAKRE
M{Fo
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January 28, 2022

HIBThEE

AABMERM X BIRIRS | ARTRE R X PEIEHR
Citrix Analytics for Security I7EIRIEZ M ETXRE (Fla0) @ NARLEAIRNARER

s ZUBBENTHARMARHLIERERANRE

« RIEAPMARFE, ZIRERANZRIEN.
« RIEAPMARFBE, ZMBERIANZFRIEN.
o 1R4E 1P EAMBIRIR, 1% IP HILERIN A Z PIEERT,

HAAETXERRMWASMATR L TXHERE, RitaRiERES

X e REFEVL T & Citrix Content Collaboration # Citrix Gateway #3ER X BX NR E LB S
B NLIERER. ERET NEBAUB R XIEREENINA RIEET B o R I X fes R es
“BIERE R

BXNIETBNERZELR, B8R II5EE R - Content Collaboration”#] BJ5EE R - Gateway,

B X XeIETRes RN EZER, FEIA Citrix Analytics SIEM H#EE .

January 20, 2022

FIBINEE
IR Azure SERNE REER

ISIMIE R LURE Azure Active Directory 5 Citrix Analytics for Security ZE#%, X :
o AL HPHAFIFMERFAF AT AR Citrix Analytics for Securityo

- EREMIFAER (PIRNERfL. HAR. HRt=. BFEHEHENEKRAN) FERPEEXH, X
BB FEHIT BB 2,

BXEZEE, BB Azure Active Directory 5%
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January 18, 2022

RATHEE

SRR AR ERBEIR AT E R R

LT, SR SRR MERSS X BRI T E T HERERINIEITN AR ZEEIR(F—ERR
S AN R ESOAREEHE

- ERBRAZERTH

- IZHHEFEETH

- IBPXHGHE
TELRRAR, EIMERTUNERBNERS X BRI TET AP XL ISR A H ZHERIRE

« NREAEE

« WRERXFRIEE R
« IZBHXMHEE

SN TH
SRR (MR
o MBERIEX MG

- FRREERINAIEDD

- RESMIIERK

vl
ol

XA LI E R B EIRSS X BXRY B E X K Petatn i A H ZwE i (Fo
BXRENNREINESER, BERNUTXE !
o SRESFNIR(E

« RBMERFEFER
« BEXXBEIETT

5 siIiEM NERIBIER &R

IRBTLURE Citrix Analytics for Security S8 Z2EEMEHEIR (SIEM) BRSERK, HNBFRLUE
M Citrix IT ESHEEH SIEM, thER AT EE X BEMNZMRERENKIE, H2m 7 HEARN
BRI,

Hai, A LU Citrix Analytics for Security S TIRSER :
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° Eﬁ\ﬁ
0 %ﬂ ﬁ
« %Kk Sentinel
o SEMIER
- Hfth SIEM iR GEIERET Kafka 3 Logstash FIEIEIEESS)

BXBFAER, BEALT2ERNEHEE (SIEM) &£/,

December 23, 2021

FIBIIEE

S R EATIR B

BT TRBIRE

« EIRERI LA B RSB R T RN RIS IT IR 5,

- ERBRERAETENRETEENRNELRBHAEEETH, URAERDAHETEHRX IS
#To

- TETRNLIETEESRNTEHREEZTH, WHHKD AHEEENLIER, FARESE
FRPHEEX G TR LIEIRE D K.

BXIFMER, S Citrix HEFEE X PR,

December 21, 2021

HIRThEE

FIFE Citrix Cloud BEERRZXE X NEHEFRE9EH
EIMER LUEREMNEE R IR EIREENHAL HIIE Citrix Cloud EIE S,

EEAXLEEER, BEBEFMEINAY IR, MIEREER] Citrix Cloud B ERIE AR ISR BB FHB 48
MASRFHNEIER, NEEBFERMIIAEBEFEREE, NAEMNERRIRERN, EFRESIE
Citrix Cloud EIE 5By BB FHE @il A5k,

BXIFAER, BB TFHA@NAYR.

© 1997-2026 Citrix Systems, Inc. All rights reserved. 64



Citrix Analytics for Security™

December 20, 2021

HIBThEE

AERNABIMER P &R1XEA P RESEH
BR T Active Directory AP 24\, RITER AT LUHERRL PR EN A F &/ Content
Collaboration BB,

2 Citrix Analytics 12 WEIFAFRY Citrix 1K REERIREEME, IHRERRAP &KX B FERfHE
Mo BXBRRLAFBMIRFNESFER, BERARKNIEF.

hREE BERN B2 TIEXAIR

7E Security Analytics Z&I¥RFMIRE T, Fi Access Control I IMEEFH N Secure Workspace
Access, U5 EHEN~mAIMRET—H.

Flan, EREEREIE. BRI TIE E, Access Control tR&EEE %/ Secure

Workspace Access,

BfE & R

« ¥tF Apps and Desktops #3ER, HIEFHERIRE T&A CSV XHE, CSV XHHRHNELFES
BEETARATR (NA), REENERABEN, 540, Download File Name . Session
Launch Type #1 workspace App Version FFEMNEERTEBIERIIE L, BETHHN
CSV X, BRBIXLEEETARTR (NA), LRERBEE.

December 09, 2021

HIBThEE

EREREAACE B E XX Paistn

B LRI ERNAFIERE— TR F I B E X NPutEtR. XERBIRETEXERNS
HRIESE. XEELEBEX NIRRT IENITEE.

BEXEZER, BEHEREXNIIET.
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December 07, 2021

B & ir&

« 7E Citrix Analytics for Security 1, EASWE)EA 2021 & 9 B4 #H Citrix Secure Browser
MEFHNEY, HILtRBENERZ, 72021 £9 BAHE, EVBBERRRTE Citrix Secure
Browser FARA I, ELTEFRLLE Citrix Analytics for Security £/, LHRIAMEEE,

December 02, 2021

FIBIIRE

KN B K PLIER
I7E, HAFE Content Collaboration 1 EE R REFCHET, IERTLUIKREIEHR.

HEXERIER AR BRI (PIIAS. HENEAEMERED) BRI MG, EREEEX
FEFAER, PINIXHREE. RELTIXHAHLE.,

S1ENBTBESXH X Eistn * BRI X LR R 2B T XA X BLIEHR.

B X XPOIERU RS e U N BIIRENEZE R, 52RRNEIEE XS X EIEIT.
Content Collaboration #UERNFIRE

LI P AR RNB) GBS X PO TR, SR LU LU R(E -

o BFRSCAIEIHIEAER, &R LE EERRERRHAPRIERNIR, ZAF T ANR LERR
R

o MFRSCAR EEIBR, &R LE EERRRHNAPH EENIR, ZAF T EFX M LEE)
R,

B X Content Collaboration 1Z2EHNEZELR, 1BEERREMIRE,
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THEN DO THE FOLLOWING

S
GLOBAL CITRIX CONTENT COLLABORATION
1:? RHequest End User Response Disable user CITRIXVIRTUAL APES AND DESKTORS
Log off user
Add to watchlist Expire all links g
Start session recordin
MNotify administrator|s) Change links to view-only sharing ' €
Stop Session Recordin
Remove from watchlist Remaove folder access permission 0 ' £

Remove upload permission to folder

November 29, 2021

HIRThAE

FA P B B9 B F BRI B IR 5R T RE

EREER, EIMERIUERP L B FEHARRPANEREIR. TUSMIIEIXA, XEFRIE
5RY EBFHERFRVEIANE, MR T%Fﬁum%¥M#M%EFWMf

BEXEZER, FEARLAFRBFHHIRE,
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Email Settings

BANNER IMAGE
Upload

HEADER

Type the text you want in header

Type the fext you want in header

FOOTER

Type the fexi you want in footer

USER RESPONSE SETTINGS

For the Request user response action, Citrix analytics considers No response as
the status if the user does not respond within:

60 ‘ mins.

Save Changes

Type the text you want in footer

November 26, 2021

HIRThEE

B X R PR SRE SR A

LURIheERY SR E B
- BEXMNIET | B RE Be > BEXKKRER AR,
« REE D EIREE BE > R EALLINEE,

Security Performance

Users Share Links Access Assurance Custom Risk Indicators Policies Reports

© 1997-2026 Citrix Systems, Inc. All rights reserved.
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November 25, 2021

FIBINEE
RLEBMEHEE (SIEM) £RIBBIIHE

IHE &R B AL T T B B R

1RIPTERT LA Citrix Analytics for Security 54T SIEM BRSBER :

« R Sentinel
o HHETMILARS (80 Kibana) #1 SIEM BRSS (40 LogRythm) BY Elasticsearch
« {FREMEERR Logstash #IEWKES 2K SIEM RS

RIEEM TR, AP EIEM Citrix Analytics for Security S AZIER SIEM BRSS . EERER
MR LITERPARED XBE. DRMERALR SIEM RSHARE BEEEE, MMmEBMthi 1385+
RIE o Z 2 XU B,

BEXEZER, BN R2ERMNEMHERE (SIEM) E£l.

November 09, 2021

BEfE & iR

« TV F, BPREARER. SEMNAREFNEREERSZEFTHEN, IHILLE
o IERFMEMEE

November 02, 2021

FIBThEE

& HF Citrix Virtual Apps and Desktops f Citrix DaaS AP HiAREENXHMERIFAE
l%\

£ IBRGREAE (NERR L, EIUEREEREBNAREFMELMSENAF G REEXANE
FIFAER, WEREBTEHITREMBAEM D,
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« IFREENX G ERH T FmEUE
SRAATIBEE

“« Access Assurance

- ARERNERHEMNEEMLES

“ Access Assurance

Access Profile User Logons

Filters Clear All

AP IHREE, ErAUEESARNE—RARERIES

REEBNANELYUSENARERIFARER

Last T Month N
Location

O india Type Query e.g. User ~ "Admin’
Bengaluru :
[ Indore India : Bengaluru
O Gunupur
(O Chandigarh

(O Romania

(O Australia DATA

[ United States
() Argentina TIME ~  USERNAME CLIENT IP

> 0Oct26,10:33 PM

0s
> Oct26, 6:24PM

Client IP Type
> 0ct26,1:38 PM

BXFAER, BBARRRELEZESR.

ERARIMENBBRGSERTE LEFEERHEE
ERBMMERBBIARS TUE

ciry
Bengaluru
Bengaluru

Bengaluru

£, EMEIUAEBETENRHEEMN File.

Ho HABRMERAR LERIETRENNHE, AR,

BXFARR, BEAREMERNBERSER

FILE NAME

eicar (1).com

Export to CSV format | Add or Remove Columns

COUNTRY

India

India

India

UPLOAD FILE SIZE

NA

TIME v  USEREMAIL cITy COUNTRY EVENT TYPE

v Oct 26,10:31:46 AM w NA NA File.VirusInfected
Client OS : Not Available User Name :
Client IP: File Creator Name :

File Owner Name
File Size: 68 B

File Path
Virus Name : {HEX}EICARTEST.3.UNOFFICIAL File Hash :
File ID: {

Shared Folder Name : test-2
File Creation Date : 2021-10-26T01:01:41.173

0S NAME

mac0S 11

macOS 11

mac0S 11

VirusInfected NEXELH

DOWNLOAD FILE SIZE

NA

© 1997-2026 Citrix Systems, Inc. All rights reserved.
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BfE & MiaEd

* TEXLIE Citrix Analytics PRIEMHET, —ERABMERFKEIRMIRENIFR T, RHit, XEAPR

AIRFINELKMABF. LREREEE

October 20, 2021

FTIBINHE
RIERHIIRSBEA

XFIERY Citrix Virtual Apps and Desktops # Citrix DaaS Z3E, EHErRIUEBRIERFIRS3RU
TR PS4 %3XE Citrix Analytics for Security, XEEFAFEBHESIE, AREE X BT

1RE LA,

ERER > RenE L, BIELNANRELR . ARERBESFLE, BEEEERS
(1), REEFRERRERFIIRS R,

BXIFAMER, BEH EEEIERHIEE,

Session Record Turn off data processing

Session Record . .
0 Session Recordiny Connect Session Recording server

Received Events: 0 H W

Mo data to display
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October 19, 2021

FIBIIRE
BHETE 5 B FHpHRARIBIRINEE
BEREN NSRRI R RN FIFENEEIIEE, TRMRERRN RS,

« BAIMEREE XA KIIEREN BRVRIBAIFAER. Hl0, ERIUBERRIAMBEXX
PFOIETRBI T E MU R A A BB, AREWEIHE, DURE AR,

- EERNAERNUERNEFHFBRPILEAFPNEL, HEEE XXNEEHFIFAER.

« BHIRAINT RIFHED, EMEETREEEGNOE, FiRIER S FEEENAR.

B X BAEEARERIFARESR, 1F5H RBRMIERF

APEREEIBRIIAEE
« EREAIUBELKEAAERNERU—ARERNARERES (EASTE) .

User Logon Summary @
From September 21, 2021, 12:02 IST (UTC+05:30)

30| . 1s016 6.4 3
Worldwide Total User Logons Worldwide Unique User Logons Countries have User logons
0 total users outside of geofence 0 unique users outside of geofence 0 countries outside of geofence

- BE—ERUERFIREIERTHEVLENHK—BAAERN LA TREEL,
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Unigue Logon Locations

Top 10 Locations l Unknown Locations

LOCATION USER COUNT DEVIATL..
Bengalury, India 4 -2
Mew Delhi, India 3 +3
Jaipur, India 2 2
Unknown City, United... 1 +1
Chandigarh, India 1 +1
Hyderabad, India 1 +1
Moida, India 1 +1
Sydney, Australia 1 +1

(D) Learn more about the unknown locations.

XLEIEAT A BB IR T AP B RE L —HIEELNT( (FRWRSTER) . BIRET AR 5E8 Citrix
Virtual Apps and Desktops # Citrix DaaS ZRE3RX B YA 14,

BXBFAER, BEMBEMRELEZESIR

B & MiaE

- EinRREMEZEGR L, ZREAFAMNEEEXENERE, BARERBEFTEAETARP
Rt (EAPERZY. 2XM—AFREREURERAFERNERMIX) o L&
BIEE,

October 01, 2021

HIBThEE

7£ Content Collaboration FWEBEEHPEERXAE

7 Content Collaboration B EBIERF, FMETUETEHZAE. XLEHERMET Content
Collaboration EIE G 3 Pk P N BRI PRFIIR(ER AR, FIFXLEHIE, Kol IEIE Content
Collaboration B AR EXNEBFIIKFPHITT BSURE. FAZLEIERA, XBBTFEHITXICHE
B

EXxEHEZAENEZELR, 15217 Content Collaboration BB BN#E 3,
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BE & ainE
LB HARIE ID 5HHRIE ID —EHIEY, 8 Azure AD &R Citrix Cloud NEIE R AR
Citrix Analytics fR5. ItREIMBEEE,

September 29, 2021

FIBIIRE

WinREAEEFIRIEER LT
ZIEHINRIR M T 589 Citrix Virtual Apps and Desktops #1 Citrix DaaS AP IBRIA i, EaILUGE
HERMIBEEERIRGIMERENAF, HREGE SR L E R

BEENEKRR, BRT T2 > HiRE. EREEEERMUEFAERHIRER.

BEXBEZER, BEANRREMLENERR.

September 15, 2021

HIBThEE

B X X PLfEtri8sRThsE

- HEEXXRIERKALEN, ERTMNEREAFNELZE, B2, AFXEEENXLITS
RENDHE (KD 15-20 D) Ei.

o WNREESINE BE X NSRBI, Blansfr. KpaEnl. BN, EMATUER
FEiE% EEFNZAFP AN EEXNFETN A HRER (FEIREMY) .

« INRIEMIREE X XLIERR, AR UERPREIZ EEENZAF KRB E XX ISR
Fean HIE .

BXEZER, BEHRBEXNLIET.

September 14, 2021

FIBIIRE

H#eH AT RS RN EIER
Citrix Analytics for Security IERIBEBUTZ N L FTXRARNAR LAISRARER !
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s ZUBEMTAFRMNARGEIERBAANRE

s ZGERMTARMNARGELIERBAANRE

« MEWIAA AR FARAERREFIEN

o 1R IP EAMSIRIE, P HULHHIA AR
¥ Citrix Virtual Apps and Desktops #1 Citrix DaaS i FiRIEX LK RAVAE S NAT 8 E T XERAET,
& XS HE 280

RS HET 28NV T 5 Citrix Virtual Apps and Desktops #UER * BXRy MR E A BIH ) XI5 T
2. EAET MNREAEHIN X eiE RIS RESERT B oh R FII RIS RS - RS
R

B X XRIERBmMESZER, FEFCitrix Virtual Apps and Desktops # Citrix DaaS XS5 25,

SIEM B 21858

Citrix Analytics for Security IM7EfF RIS E R XI5 R 2R A EMIFME A XREM SIEM BRS. &
AIUEEE TR EENEMU R AIRER XN EHIFAER. BXEZER, BEN
Citrix Analytics SIEM #3E#& o

BfE & ir&

« ¥F Apps and Desktops BEIARSSIERR, THRY CSV XH4FRDVEF K IP H, L)@ EE
g,

August 19, 2021

HIBTIRE

#EH5ERT Splunk B Citrix Analytics N FBTEFF

%N RIERF T IS I B

iEATF Splunk B9 Citrix Analytics N FIFZFEIEEERTE Splunk EUAEBRARINNRIRFEEAEEMN
Citrix Analytics for Security WEERIEIE. XLENRIRIEHE 7 AFR XEEEIRAR, SR LUF
Citrix Analytics 1B 5 M\ S E MR RIKEN B E X BEER, XBEEMTERNESH BN X RH
T B SRERTTEhIARIFIZ Y 1T 34K,
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ETHUINAIER, 5% 3 Splunkbase, 7EERY Splunk #ERKPLZEILNBIZRF,

BXFMER, 152 EHAT Splunk BY Citrix Analytics N FETEF.

SIEM BB E X Rt 251
E1889 SIEM BRSBH, EITERIAEF A Citrix Virtual Apps and Desktops # Citrix DaaS €898
EX RIS RER09ZRM, BRI EEIEEA T AR T 2 XK.

B X BEXXRERREMIFAES, S EMAT SIEM B Citrix Analytics BRI

F ¥+ Citrix Director {EIEUIBTR

IRINTE R LATE Citrix Director ERCEAMIIL S, LUFEHLXE] Security Analytics, XEEHAF L
IE#ER Security Analytics IR, HBERF1%%& _E% %/ Workspace N AIEFRA
HINBRT, ERMLREEBMIELIE, T8 FLE, EoUEEMEEENLS,

B X WNfaI7E Director LEEBILRAVFHER, 1ESIA Citrix Virtual Apps and Desktops # Citrix
DaaS #iEIR.

TRl CREENL B2 HI MR P e ER EIA= AV S5

ML R A R ERAR P p IR I E KA E N E AR X, BRAMEEEE, HERE
THIREEXE (ERMX) UkkREMEEENSHANSNARER, kIEEER‘CVAD-RIETE
MEBEE=NSE NERBREERFER,.

BXFAER, BEE pRRELEERR.

“FF"EEMN Workspace MARFRE
AP TE L, EITERIUESE Citrix Analytics X589 Citrix Workspace Bz 2R % FimEIR S,
ZIUEZTRUATRE :

« RZHF

« BB HF

« R3ZHF

. RAIF

« JEETN
RS AT EBNEIRA B P EANERAARZFNE P inhkd, FENARNEZPEAREIRZF
BURRAN, RZFNE F ik AR AP E 4 A& Citrix Analyticso
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EEE Citrix Workspace MAREFIRE, EHIE A Citrix Director #iER, TN, & Citrix
Virtual Apps and Desktops # Citrix DaaS Fi P BUIRSER B T AIEESD.

BXIFARR, BERAPNER.

%} 1S EMPTY B &
RIEEBEX NIRRT, EIMERIUESLRERFER IS EMPTY BRI ELEHEELAERE,

WEBEFCERTFTRERLERE, AINNAREFLIN. NEHRMERMXK,

BEXBFAER, BEHBEXNLIETRER.

SOARI KBS

TERAFNEELE, SHEAUEERFHNNREE, NORBRESHFSHEXHXRRERRE
. XREERAEBEIRFBAFREHPNRERE, HAENKITS. U TEXEASR :
o BETIZEMINIETT

o ETFIERNLIEIT

o ETF IP FIXEIEIT

« BEFEREMHIRLIENT

o EFHIEHXPRIEIR

o EFXHHNLIETR

« BEXXPIEIR

o HtXFEHEMR

ERFEMLE, SRERUNARESR, BIENRRREEAFRE M

BXIFAGER, BEEAUTER :

« Citrix AR KX FLIstR
o R X LAY 3MAN BB S 14
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July 29, 2021

EFARIHEE

5 Citrix Endpoint Management™ 18 X BB FAHR(E
LUF#21EE M Citrix Endpoint Management 2B RFRR, ERREEEHX L EN BT X etRa
R XLEIREOI R L,

- BIEIRE

« J@X0 Endpoint Management EIE 5

- BHAF

- MIFRE

- BiRigsE

EEIARRES, IRXLRFEEFERSR, SIIEMNERNFTMBITRRIIRIZE, ETUNR
SYRAEZIERF,

July 14, 2021

HIBThEE

3 IS NOT EMPTY 5TEAF

B B E X XFLEtRY, EIMERIUTESRMPER IS NOT EMPTY SRR EHLERE A NE
(3EZER) o

ZTERGERTFREERLEE, FU App-Name. Browser Fl Country,

fign, UTFERENREEAERMRNABRERSENS, EFERMXETNZE, REER, 5E
T ERMX BT,

Event-Type = “Session.logon” AND Country IS NOT EMPTY

BXEZER, BEHABEXNLIET.
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July 06, 2021

HIBThEE

FERAPMUFRIR EERIEXAF

FRAPMERE, EMEAUEEMMARBRAENRAFNEE, XELIYAFRIEFEE
BRHE XD HRIRAIAIENEAR . REIENRARFAAEERENRITIAENAF.

BEXEZER, BEHAPNER.

User Risk Distribution @&

As of Oct 27, 2022 : 29.7K 2 8 297K

Total Users #A High Risk n »" Low Risk Mon Risky

July 01, 2021

HIBThEE

TR REENL BN RIRIBIRTIAE
 7£80 10 ME—ERABERF, EAIUEERERNUENH—AFREREE. H7IXRZH 10
TH—ERMENFE. EXATLIRENIERMBREURIAIAE - BRI FIEET i&o

Top 10 Unigue Logon Locations

Tep 10 Uk e Lascatnns

Unknown City, Country 2

Location with Private IPs i

,_?_. Learn more aboul the unkidwn Lecalions

- FEBHRMIERE L, MNREFZMIE, EIUEENLBREMENE. fIEMIENERED
UBHAF B RNELIFHAES.
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Last | Month
Location

Japan
4
India

@ Austrat Country: 4 Filters
% Australia

0s

Timeline details

All locations Top 5 locations. Bottom 5 locations

- EiAREMERE L, ERUERBRESE, PINERMEREET. #FERE (FEMRER
) o XREDHEFEZREBLIEHI A IHIEEH-

HRE 573 E(/en-us/citrix-analytics/media/access-assurance-nested-facets.png)
BXFAER, BEARRRELE.

EH 7EATF Virtual Apps and Desktops B EBIIREZEFRFHIRIERASE

1EMIE ] LUE R IR ERIRER S EIHIE Apps and Desktops B, ERGIRERS X XM EERR
FIHREBRRAR, HLUBASRTHES . BXIFMER, BBIFERT Apps and Desktops FIE Bf
RSZIEER,

BRIERAHRE 77 E (/len-us/citrix-analytics/media/virtual-apps-desktops-nested-facets. png)

June 30, 2021

HIBThEE

# Apps and Desktops B E X KEFEFRSEMA4RARINT Workspace NFATEFFARAS

3F Apps and Desktops #3EIR, EINTECILUER Workspace-App-Version EEERIEBENX
RBSIEFREYE X &t B X ZEERMIFHAER, FBIRER T Apps and Desktops FIEBIARSIEER

o

CWA ki (/en-us/citrix-analytics/media/cwa-ci-cvad.png)
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June 23, 2021

HIBThEE

SIEM jH 23858Th5E
LR FEIMERINE X FIErRa 2R -
« indicator_vector_name - &8RS XEIER X BXHIX R E, XERESERE T IEEHXLIE

i BFUBNXRIER. BTERRMBKLIER. 2T P BXLIEIR. ETEIERNXIE
R BT XABI XL IERIA R E At X BLEtTRo

indicator_vector_id - SX&MA=E X B ID, ID 1 = BEF§EMIX ISR, ID2 = EFNIE
HIXPOIEST, ID 3 = EFEREMBIXLIESR, ID 4= ETF IP IXLIEIR, ID5=ETF IP X
[T, ID 6 = ETFHIENIXPIEFR, 1D 7 = HXFEIstR, MUK ID 999 = Ra]H,

B XIFMER, 1EBFCitrix Analytics SIEM 3B,

June 07, 2021

HIBThEE

MHEHEE R R{FRI8R

LB BB IR A T XIS RS (E A IZIR (FRZREREY, EIMERILUEEREE XBR X
FRIT BN EES, B XIZREFAEER, BTSRRI,

1BINT X RIRHFRIER TR

WMRABAEEHEXM, Citrix Analytics R AXGEEREXLIEIR. MBFRBRIXKRAELZS, &
AR R EEESON QIR EREN A T EHENLIET, SRR UEHZ T X Y
B EVREHREEE FNV AR, RERIIEEMAR TH. & fIZHTMESHZ 0 XX
X BXRZIRFENFAER, BRHRBEEF.

May 18, 2021

HIBThEE

FRRIAREFEARTERS B B E XX PLIETR
BURBGAR B EAR BB R FRECERY B E X K FEFHEIT.
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BRIARBEIERR BUER AL BN B E XX LEHR
BRI EIHIA Citrix RN B EmE CVAD-B X MNFTIKE IR
Citrix DaaS
BERMET IP 1A Citrix [ % Gateway-EXMF1 IP 517

heE TR BEXNLtEtS, BIARPLIEIRAIME X W SRFE IR EAERKFTH.
RN B E X RPZETARIE I TR ER A%

« SAPBXRNIIREIRR, SINEEY 90 XARERNIEIKEIHIR,
« HAPBEXRMIPUER, SIAEED 90 XARERANILE IP #ilE RET,

BRTYFECESRMS, EIAEERIUAXESEXXRIERAIE 2BISM, LIRF! Citrix HIEPRIE

Ao LEETEIE AT AR TEIRIE R £ FKECE B E X NPLIETR. SRR UCIZREE, WXEAEX
RBLFEARAE T E B KB SR 14 B2 FR R 0o

BR, ERAFPIELS, ENATTUBEEZAIfANIIARLIETREE G,
B XLEBRINRPEIELT X BRI SREE & B oh iR AN A TECE B & XX EHETT.
BXEZER, BEAMEERNBE X XPCEtnil kg,

Gateway B BhiEZRRAVIBRINEE

- FHEEHERNEEMRNIERER, EEUTRERIER Z—RMELNEMH | VPN_AL
VPN_IF 1 VPN_ST,

- ABUERT, BAAFEANTUEERNHNEMRE, SHREAUEUTZ— | SMRIE.
ICA® X ERIEEHo

TR T IS RFERME AT 2B X B

ioR¥ER E i3
VPN_AI SR IIIE
VPN_IF ICA X%
VPN_ST RIEFH

BEXFAER, BEREM X HEHER.
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BfE & MiaEd

- BEXNPHERBRIBFRAENANEERMM L, f0, L SITFNRPIKE IDBRE
e, BRBIUTITAN

o SNRIEHA Device-ID HERVNEE, BEXIEREHFHA.

Event-Type = Session.Logon AND Device-ID NOTIN (“1621d2cb-f598-5ef7-
abbhf-81747496ed2e”)

o NRIENFE—IREWA Device-10 HENKEE, NARME B EXIET.

Event-Type = Session.Logon AND Device-ID NOTIN (“1621D2CB-F598-5EF7-
ASBF-81747496ED2E")

LRFMEEE, TRFAHERSXDANE, A BEXKFLETR.

April 29, 2021

HIRThEE

BE X MRS HIFAER

ERAFBXRNELIE L, SMEAUEEMEBEXRNIEIRNSEMS. Ual, EREEEEE
MXPRIETREIE XS, M MIARL SRR, Bl FHER UEEFS5 AP MXBLIETR X BREE 14
BR. BXEZER, BEREEMKRIET.

B & R&
- BEEERNBINRARREERESHRLEER, AR EE X RHIET

April 16, 2021

FIBIIRE

SIEM jH 2I1838ThEE
BT U TEXPLIEFRZRIE NP EB L TI858INEE ¢

« BRI IP MU I AR R TRRA LA EXLIEIRRIZE . LUET, FF i 1P i {CER T it
IR XL FEAT

o EPA kg
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. BHRIERNRITS

. RETE P BS

o NRBE{IEHIT

- RESHRIEEN

- EEHBHTTH

o EERIEER
- MBEHMEARFHETTA, NHENER 099, AR, "latitide” = -999
. MBFHEMELLFHETTA, NHRNOEA NA 1, "city"= "NA"

B XIEAER, FEIH Citrix Analytics SIEM #ER .

March 26, 2021

FTi8ThEE
SIEM jH 2R

Citrix Analytics 2B M NPLISITFEMH RS 1000 MEHIFMERLXTEDN SIEM AR, XEEMH

BEEMBEIREFLZE, B XIFHAELR, F50R Citrix Analytics SIEM #HEIS .

£ SIEM SHRFRZRN T #ETR 1D Mistndes! ID FB
LR FERE NN EIMR RS R E I AE R R H,

FER iR
data_source_id S5 #iER XM ID, ID 0 = Citrix ARE, ID

1 = Citrix X, ID 2 = Citrix s = &8, ID3 =
Citrix FEE#INFBAFISEM@E, ID 4 = Citrix 15]0)#22 %!

™

indicator_category_id B RPLIEFRZER X BXAY ID. 1D 1 = #UEMEE,
ID 2 = NERELAD, ID 3 =RREAF

B XIEER, E2IH Citrix Analytics SIEM #EE .
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March 18, 2021

HIBThEE
I EREEALE IR

HETHRERL T IS Bt o

“IhEREE(L B MR T Citrix Virtual Apps and Desktops #1 Citrix DaaS fF 7Ei%E KB ER A
BRMMIE, Citrix Analytics M 188 _EZEEM Citrix Workspace N RREFEEXLRRERE
o

BEENER, BRE T2 > HiRE.
BRI UEEMAR BRI TER -

REFEMENFABEMENARERSE.
FRrEMENE—RAREREH.
RARPERNERMEEZE,
HE—RAPERRBRZH 10 MIE.

BXFARER, BEHA BRRELE,

Logon Locations Unigue Logon Locations

Add/Edit Geofence
Top 10 Locations Unknown Locations

LOCATION USER COUNT DEVIATL..
- Bengaluru, India 4 -2

New Delhi, India 3 +3
? "
4 (P g Jaipur, India 2 2
L ° | ‘
"'*-m\ 4 f Unknown City, United., 1 +1
\/-\-l'— -\.:.
’ Chandigarh, India 1 +1
- )
\ : ' Hyderabad, India 1 1
Moida, India 1 +1
f’_“‘r":g &
o o Sydney, Australia 1 +1
L
. @ Learn more about the unknown locations.
+ @ Unique user logons (scale of 1 logon) \

@ Geofenced country
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F§%F NOT LIKE (I~) STEF

Xt F BENERE A A E XX IERee& M, TIMERILER NOT LIKE (I~) S8/, ZTE/FE
ERPEHPETASTIEENCRER, ©EEEHTHETRISIEEERNEL,

540, & User-Name !~ “John” ZRBER John. John Smith S EEI'E S EEI TR John”IFE
ZNBEH,

BXIFAMER, BEH BEIEER,

EESFERNRERFRE

FF Citrix Virtual Apps and Desktops #1 Citrix DaaS &R, FRHEEMERENIF N 0S-Major-
Version. OS-Minor-Version ] OS-Extra-Details 4ifE, 1RIEFRAFHIRIERFIFMER, Citrix
Analytics RTEEMERTE L ERXLEHRE,

IE AT LU A X e 44 [ SRE X B RE X P R8s B S o

MF 2z eIER B E X XEIENR, MNRIEENF Platform 4ERESMF, Citrix Analytics & BT
Platform 4E &1ty 0OS-Major-Version, OS-Minor-Version #1 OS-Extra-Details, ItEHAS
IS TE XIS RSE RS,

BXFHEENERZER, 15217 &R T Virtual Apps and Desktops FIEBIIRSS £,

E# T Apps and Desktops FIEIEFER
#E5EAT Apps and Desktops FIEIBNRSS 85, 18IE b TSRS E BHIHIETE,

BFIEMER, 15218 EBT Apps and Desktops BB BIIRSZ1EE,

EFAIhEE

MBEBIBRSSEETE MR T VPN_AF #l VPN_SU =4
1E Citrix Gateway ZiE RN BBIRSZSERTIE L, UTFIERERIMEMPBR,

ioRAR BREM
VPN_SU RIEEFICHE

VPN_AF N RER B MiE R

Fit, EFTEREXLICRERHENEES N, EAETXEIERERNEE X XL E
1E3E1T,
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BFIEMER, 5B Gateway BIBEBNEER,

March 11, 2021

HIBThEE

F P BT 53 SR A B9 = R B TE) 24

AP XIEDZRMENPARINT — N FER last_update_timestamp o UtFERIETR EXREFXE
FomEtEl, BXEMRIANEZER, BFEH AP XRITD%EM,

March 03, 2021

FIBTIRE

AR IP E RN PLISIRAVIBERTNEE

EAPHXEEATTE L, SR IP EBRXICIEGRERT — NSO AT IP, IR
(=

SUSPICIOUS IP: Event Search

LOCATION : Patras, Southwest Greece, Greece

POTENTIAL ORG-LEVEL RISKS Brute force behaviour detected Unusual access by multiple users

COMMUNITY INTELLIGENCE @

86 Proxy, Spam, Tor

Threat Score Known External Threats for This IP

KMB)ATEE S RIERNEY 1P Hitik,

FRPBfIE,

Citrix Analytics BT 7EERVALR FHLNEIRERIATEE 1P FEEHR T
X T 1P B X R IB IR IR

BXIFAMER, BB A8 1P R KHET.
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R ENMEIS N XIS 2RI8EINEE
« 7 Citrix Content Collaboration FI® & IE 5 RIS RET, EEHFRTPANT TEAFY.
MEHRFRIRR T IEN KRS, B XIFHMAER, 1EEIF Citrix Content Collaboration XFEET
230
« 1£ Citrix Virtual Apps and Desktops #[ Citrix DaaS IR BB AR X LR+, EEHRF
N7 8% ID FEKERSERT), B XIFMER, 7BE I Citrix Virtual Apps and Desktops XI&
NN
EATF SIEM B Citrix Analytics BB
XE NMB7T Citrix Analytics A1EHY SIEM BRSS 4 BI M IEEIRAIZEH

BfE & MiaE

« ¥tF Content Collaboration FEF, 2158 Is Employee &N null, MZAPAEERELXIMHN
BFR7&RE,

February 18, 2021

HIBIIRE

B E XKL T 88 B R MNF L& R B2 F5
EIERI AR X FutE a8, = Citrix Analytics BVRMETSRIMRIRSE TR A . SRIARI—ERfa
BEFE 1P, WHAERMX,

FRIEEREIIE L, PEERAT, SAEREXFRE, HIREZIERNIIRPIZE—TER
KE, BEFAXEDEERFIEE. Fla0, MREMNTIRPIEFET, WESHHAFREXNFIRT
B REY, Citrix Analytics =l & X FOIETR 28,

BXFARER, BE5H SIEBEEX NS TRER.
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“ Create Risk Indicator

When the following event(s) occur, Citrix Analytics generates custom risk indicators on the user risk timeline and on the Alerts panel. -

Apps and Desktops

Advanced Options
Every time: Generate the risk indicator every time the event(s) occur.

#) First time: Generate the risk indicator when the event(s) occur for the first time.

(I First time for a new ®
Excessive: Generate the risk indicator when the event(s) occur time(s) in
Frequent: Generate the risk indicator when the event(s) occur time(s) in and it repeats time(s).

B B E X XS e T2 B R APRE
EIAERZAILILIE 50 M EEXNRiER. NRABILERARSE], WAAMEREmEEAINEBE
X RPHEIRF BE QI HTHY B E X XL FEHT.

B XIFAMER, BBHBEXNIET.

3K H Citrix Virtual Apps and Desktops #] Citrix DaaS K P I B#E

FBPERTIEL, Citix Analytics II7EER3EE Citrix Virtual Apps and Desktops # Citrix DaaS
BRRI AP AIE,

BXRAFUERFMAER, BERBFEEXH.

ZHHEFF

EEMERTE L, EIMEAURSMIINAREETHF. REHiRaiE, AN5MBEFIR
Fo BENAUMAREHFHTHF. BRISEUTLGRNASFIURITESIEF.
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Sort By
TIME

Then By
URL

+ Add Columns |

Cancel  Clear All

BEXFARER, BFEHAEHER.

EFAIhEE

“PRANR T S KB EtR B FF A
Citrix Gateway XFLFs#T - BIRKME S EFH. ERETESUIIETE X B9H L8R,

FESERTIFA ¢

« Citrix Analytics R4 Bl X LE X BL 15T
« Citrix Analytics N4 B LOXLE K PFETR1E I SRRV SRR,
o BUIAZERE, MNRLUXLERGIEMRIENSRY, WRBER.

B XFMER, BB Citrix Gateway XFEIEIT.

January 27, 2021

HIBThEE

S BB X EHEIRRI8EIIEE

¥+F Citrix Content Collaboration. Citrix Gateway #1 Citrix Virtual Apps and Desktops, HFEFM\E5
HERMXFSERMURNNERMUER FETAFIRHT X KN P it SR, iR REAE AR
X e3EtT. EMRRTIIER P WEAB MK FEUREBLR FFRE AP MNZE TS RAE SRR,
TEFRBEBAT, ARUERLIEREETIE 30 XBERED.

BXNPAETNESER, BSHNUTER
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« BARRBEMERPLIETR
« Citrix Gateway X F2gHR

o Citrix 2N A SEEmA Citrix £EENARS XFLIEIT

January 20, 2021

B & WiaE

o XMFEAZAM StoreFront B Apps and Desktops #3EJR, BIfE StoreFront EREBERINIERE, K

ELEBRKM,

January 19, 2021

BE L&A
- EEENNRIGFAED, HERTRIBELNRNE, HiHIRBEEIEN,

FEn, EEAT — Nk Client-IP = 10.10.10.10, EIFILZEFHIE AN Client-IP =
"10.10.10.10" f5, fhitfl&3REEiE %G ML,

R - RIFTEEXIERUE, ARERAMSEMLEBE XS,

January 13, 2021

HIBThEE

Citrix Analytics Add-on for Splunk NFkRAE X%
Citrix Analytics Add-on for Splunk i 2.1.0 I E#EH ., 3 FEH U@ FEXHS

F18%+ Splunk Cloud Inputs Data Manager (IDM) #1 Splunk 8.1 64 fAThRA<AISZ 5

IEIMIE R LUK Citrix Analytics for Security 5 Splunk Cloud IDM #1 Splunk 8.1 64 I iR AER. B *

EZER, BBHESplunk &M
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EFRANHE

BRI Splunk 7.1 64 (IARARZ i

18T EBIT Citrix Analytics for Security 5 Splunk 7.1 64 IhiRAER. B % Z3FH Splunk iR ARIE
/§\: i%%l?ﬂSplunk %Ejzo

January 11, 2021

BEfE & iR

« T Virtual Apps and Desktops it A £, 7% ZRNEFIRAR EEa% N BEVCREAR
HEH. T8 FIFNEFIRAF EEmaN TEBEBCRBEAFRNES

December 17, 2020

HIBThEE

EAMEEN A EX N Ris R NRE I RE R BEAEBAAR (CHIEEE)

Citrix feft 7 —RFIFNECER B E X K UHE R ERES, PIFEBNEESHE Citrix EMZEMNRZ 2%, &
Xt RERERES, ERIMELIERE AR BB REERMEUNNERMXBIGE. FIAER
T, BRMIKIgENEE" EUuIZEEIRERRRNERMX,

LFEECERY B E X XFLfsras 1 5RE

« CVAD-RIGFTEHIEEI=SF TN
o GW-HHIBEHE 2P

« CCC-hIBE =27t

- RIEEHIEE=S S 5D

BXIFMMER, BERAMEERNBE XX aai R,

AP B FEEPEFHIRME

RN B FHHIMEERARETE 15 PHRIARNAEAE, MARHAFIEN IP thit, i
BBl <City>, <Country> BT, MNRBHHERMXAATHE, WAENERZRKA,

BXIFMMER, BB BRAP .
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EERBRRMERPLIETER - BXMFAIE IR
Citrix REMMEXLIE R8s BXRMFAIEIAR EE6%h ARBEAEHR,

BEXFAER, BEANEELESL.

EFAhEE

R PR RIR

Rpeteres RIGHHE EBR. WRABMEXRIETES - NRBAIERRHREIRARA,
R EM S MRRFFR AR5

December 07, 2020

HIRThEE

BERIES RN e TR
X XL fE R 2RI T 7 AT 858

« RETHA BOPHNEREEH. HERIEERUFRE—E1%.
- REUEFRETRESFHIIRS,

B x NpeiemammiFraEs, 558 BEEER.
HARMERLIETER - BRMFALE RIS
ERP KRAEE L, ZEF BXRMFAERR UEBUTER -

- BRMUE  EFAPERNELNREUERIEMERE,

ERTER

o TE 30 KIMWNERMUBERNAE | EAFPEEE 30 KRERE] 6 NE RMAENHEMN

E, EXERTMNXEMEZRNEGFHE.

- REUENFHFAER | REAPAREUEERNEMHIIX,

B X NRETESER, BERBERMNFIEAR,
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November 30, 2020

HIBThEE

B Bh SR I mEaiH
7852 BBNIESRVEM AT A, T T MU Tk

s BREETEWTRA, e NARAZECSHNES,

73}

Apps and Desktops Type Querye.g. App-Name="appl" AND Country="U

Last 1 Month

« £ macOS F, #EFIFR ERUREIFRIERIAE T,

Apps and Desktops Last
App-Name
) ) App-URL
line Details o
Browser
of records )
City

Clipboard-Details
Clipboard-Operation
Country

Device-ID

Domain

Need help?
A ¢port 1

- MANmERMERTASH.
Filters Clear Al Save Search View Saved Searches

Reputation

] Clean Access Access Control Type Query e.g. User-Name = "User” AND Action = "ALLOW" Last 1 Month

/| Dangerous Access

Action

o “BINSBIERI TR T+ BT,
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Apps and Desktops Type Query e.g. App-Name ="app1" AND Country = "US" Last 1 Month

DATA Export to CSV format | Add or Remove Calumns
TIME v  USERNAME any COUNTRY APP NAME { APP URL [SA EVENT TYPE DEVICE ID PLATFORM
> Nov132, 735 Bengaluru India NA NA Account.Log.. version 10.14...
> Nov9 1229 NA NA Account Log microsoft wi

BXFARR, BEH BB,

ERB&SH

REETIEINE 2R 5 BRI A HIERES Citrix Analytics BIEIRIR X BXHIZERE, WITERZRAR
RIHBIERE X T SRR, X FEEREERNEIEMIER SN SREETIE LRI R,

BXFARR, BEH EERBMIEE.

November 04, 2020

HIRThEE

S ESHRIIELNK - Citrix Gateway KPEHET88

HHAFNRE IP Ut RKKES, Citrix Analytics 2ICMEIETIHREM, HitLiRESHREIE
KM NPT ERo

HITZARPRAFRNFEE IP B RAN, BIITASMINERTAREE, SMLIERER
#o

BXHHAER, 1S Citrix Gateway KLIETRER.
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Security Performance

“

Risk Timeline

Bisk Seore

Unusual authentication failure

Unusual authentication failure

1041412020
o500 @
1041312020
azsso0 ()—
nnnnnn
10122020

Unusual authentication failure

Unusual authentication failure

October 20, 2020

BIE & &
- REHETEE ERMBIRE IR A T AR RIEER R IE,

October 15, 2020

FIHEE

Unusual authentication failure

ree: Citrix Gateway

WHAT HAPPENED

1 legen failure from 1 IP address withaut any historic legin success from this subnet

EVENT DETAILS - LOGON SUCCESS AND FAILURES

UNUSUAL AUTHENTICATION FAILURE DETAILS

10/14/20 02:43:00

9915588 64

Settings

Ji Userinfo  Actions v

$an Jose. California, United

Help Search

Last 1Month

Event Search

Bad(format) password pass.

MNREALEIAIR - Citrix Virtual Apps and Desktops # Citrix DaaS XfEIETR28
Citrix Analytics 1R#ER B Citrix Workspace IR B ERICNEFIARIBIER, FHALLHENX TS

TéRo
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B

Security Performance Settings Help Search

“ e & User info Last1Month v

unusual location

WHAT HAPPENED.

2sign ins from an unusual location (San Jose, CA, USA) occurred between 00:30 and 00:44.
4/10/2020

osaso0 (| P Access from an unusual location
SIGN IN LOCATIONS (i
282000 =
2 &, _® Known Locations @ First Time
2246 Added to Executive group @ N :
22729 Removed from Executive group 0
.
& /

120200 =

coaasy (— 2] Unusual time of application usage (SaaS)
D

o @ I Access from an unusual location _
ovasss (- EEE3  Access from New Device(s)

NUMBER OF SIGN INS FROM USUAL LOCATIONS - LAST 30 DAYS

ovsss () 2] potential Data Exfiltration
Iy 5 18

004459 4 [ Attempt to Access Blacklisted URL ® Africa (Unknown city) ® Strezhevoy, Russia

244

wuss (- [ov | [ Unusual Uplosd Volume Alaska, USA (Unknown .

RIFAER, EEIF Citrix Virtual Apps and Desktops 1 Citrix DaaS X528,

HEFRMNURIRIBRIIEE

B

S

X

“HZ URLIIM BB AN HE ID'F, 8T HE URL IEEET—PHZ ID #1785,

SRR BB ENEEINEE BB IR, I, MNERRETNESRSEI TIPS £Z 5,
A B E HA 8l B HERE

A HEZHER AR, SHERTEENINFHF. RINERT, KEiERSEHTEESH0
HEFE BRAEYIRINER.

REEsEZREERER KNLITHRED R, EARRETHNERE. RABRT, XEiErE
TR S XL BRESIRINER.

‘LR ZEER RN PR EER FRNEBIER BRI,
XIFAER, BFEAHEERNER.

HE R R OB 2838 ThRE
FORTE] A IME B HE ID MARHE URL, BXFAER, BEREZIHEX LB,
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EFARILEE

EFAMEERZZRRIERS (0S) HIRE AR XLIETER

Citrix Virtual Apps and Desktops XIfeiER 28 - NEBFZRZIFRRIERS (0S) Mig&isin EF
. ZREEEE S IERE1E X 53R,

WFESERTILFA -

« Analytics B4 XX SR 2R,
« Analytics FE4 R LUXLE X FoTERERE S RIRER,
o UKL RIS R EN M BUAEE B E K.

B XFMER, 15805 Citrix Virtual Apps and Desktops #1 Citrix DaaS X\ PE3ET85.

September 10, 2020

FIHEE

StoreFront j58

Citrix Analytics TL1E 2 R1E T & StoreFront EEE XA Z B AUH N FOREZMTR. BEEBREHH
RIEBRTAEREER, IRREFEFEER, WEETHEEXH. EXIFHAEER, 15E Citrix
Virtual Apps and Desktops £EiR.

Connect StoreFront Deployment ) 4
Configure and connect your StoreFront deployment to Citrix Analytics.

Prerequisites

What is your StoreFront version?

l®

Can your StoreFront deployment connect to the following addresses?

() StoreFront server should meet service connectivity requirements

I:l StoreFront server should have connectivity to hitps://api.analytics.cloud.com

|:| WorkSpace app users should have connectivity to https://citrixanalyticseh-alias.servicebus.windows.net

|:| Do you have any proxy servers in your network?

BEIER - XFAEFT (1=-) BN
TIERIUE A T RPN ERRERAEFT (=) TER :
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« BREXNXFZFETR
- BEER

BRI LIRS B AT I T &RA

56 HE
ABME ERMX. . EFHRZERS
T IAlZEl ERAX. M. #2E. URL. URL 25, 1§

2. OMREER. BIFERS. ’RE

N REFNRE ERMX. HWH. NARFAI. Btk
B Hsigs. BIERS

(RES SMWIEMER. &AM IP
FRIZSERF, SIEEEENME (flWl“Country 1= XYZ") MBEXERERER, HEBRAFYIR.

AECIERBBLUN BRI, PIRIARMEIMEIIR. BNEERNERAAR. EEAIUEEEBIER
BB BBk SR PERZEE R RIRIER A FEH.

EEWTFRALEEN, BERHRIERNEPRSERTE LERHNEHRE. £EEXDIKNE,

September 08, 2020

HIEE

FP XEX
Analytics ILFERT LUK BX N B EHERAMBAF . WANGIER T AMARIIRFHIAZSHEES A
Fo Analytics F&IBYAF AR ERME—R P 5 R REBIERM R PLIETT.

Flgn, FF“Joe Smith" Al URBEHEERIAE Z AP RIRRT - JosephSm. <joe.smith@citrix.com>
0 joe.smith, Analytics BU/EE A ME—IRRRTBICRIRGILL A, . PREEMAFIMRRTEE X B,
F EMNEMEERRKEIH Joe Smith HHEEZD|LHE—2TT. BXFMER, BFER ZMAR

BIE 8 &
WARIE IR, ERREETH RS RATE, REFHBEL.
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August 11, 2020

B & ir&

o« I&TCERE Microsoft Graph Security 5 Citrix Analytics 25, HIRLIEIERRZE A Microsoft M7
KRBEEFEME Citrix Analytics,

July 31, 2020

B£ & B9ia)H

- BEXNPIERE PR MR ST AT E—X B E X KPetEREE L.

July 09, 2020

FIBIIRE

Virtual Apps and Desktops iR 2R EARZHNAZZ/EFHNBAR
FihmFE, SOEIUEETHGR EFASZIHFMAZZIFMRAR Citrix Workspace N FBERF
3 Citrix Receiver™ B iR AP #E,

. BEEEHEPROAR R RSB ATRR B T,

« BREARXFEFIHNAFTBUIATH CSV Xt XHFIHT AR REARZXFHFNE P ikhk
Ao Analytics FRMNARZFNEFIHRERAFR SN, REFSRXERRMINELRIRA
Fo R CSV Xff, ERILURB NI EE P InARRIR IR ARIA R, LUE Analytics AT
RENHITANZ 2T,

EEEZTHEFIHRNGIER, iESIFCItrix Virtual Apps and Desktops ] Citrix DaaS #3E R
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i
Virtual Apps and Desktops (&
3 sites | 2 StoreFront deployments
2 supported client users | 1 unsupported client user
Received Events: 22 1H 1w
Events
I
11/20 11/ 1422 1123 1124 1135 1136

Latest event: Movemnber 20, 2018, 11:00 IST (UTC+0530)

XREREABRIARRMIETES
+ Citrix Gateway X fEignas B RMNFAIBIGR EEfd A REREMUBRIFIR,
o EAFPXKEELS, SHFMAERED5 AT HIEMEFGHE,

o BRAE  WEDETRAFERNREMUENMIEMENE, ERANREMERIHIEE
A LANEERIEIET. ERTUERSTIEE U E LS EERE,

SIGH IN LOCATIONS (7)

S =l o e, - s @ Usuzl Location @ Unusual Location
) e Y s
e = X
S 4
— o : e
.':\I,n""-- I e _l-’l‘-’
I £ F , : v -. 5
.. .. :/! R _‘.‘_Fg' = ;_..?}‘ﬁ:ﬁ o i
PB-LY el e TRAL
oy " T ] R Eﬁi f
Rty RO ANTY 2 A
S LLE A S W
S AR LAy '.l';-_ | B e ey,
e T (s P
\_.-,_H .__f\‘-l,‘ i P o, | W
Ju \ [ ;
-
I i
A L
= 1
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o WRME - & 30 X ! AN ER—1E, HRERTRAERINEIGE 6 IBNER
fiIiE, 8MUEEHBRENEEREIRIS, ErILURUBM AR #HITHF, LEREFmE
ERIFANE,

USUAL LOCATIONS - LAST 30 DAYS

5

® Unknown Location

2
@ Eeijing,Beijing.China

BEXEZER, BRAKEREMUERSIE,

P U RIR IR

FTIeTER P SRR A P SUE LRI R RN, #REREE 13 TEARBNKRAR. ERXIA
F. AP MNRIKRFHBFAEE, SEERNERN, XRETRINEIIRESZEZ.

EXBEZER, BEHARNER.

Users User Access App Access Share Links Reports

User's Risk Profiles | 4 Risky Users 60 Discovered Users 8 Privileged Users | (@

# High Risk Users M Medium Risk Users “@* Users in Watchlist

3 11

E¥ngitNAFTE
BRITEESINEE, UREEFNAF AR, SRIEAFPXRTD. BIERMAFERRERR
EHHGERE.

AT ZFHFEEFHNER, APUETENERP LS TERTD, AL SRR, ERILUEERM
REYE1E B E XA ESEE N A A E 4.
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Use search box to find Select time period to view risk indicator Click
users oCourrences Search to
find events

‘ | based on
Filters [

| i search
Rak e R “— query and

time

© Users

Select
facets to
filter
events

Click +to
S | [ — S

| | Chvn Virtual pgs and Dieskiogs. Active Divectony remove
celumns

Cirm Comment Colaboration

£ i by, Actrve Divectoey

5 & 0 i Virtual Apps and Desktogs. Active Directory

(Tt Virtual Apps ana Deddogs

| Page 1 of 30 (] Srows v |

Click a user name to view their
risk timeline, risk indicators, and
applied actions

User marked as Privileged Navigate page and

customize page display
User in watchlist

EEERAPH
- BIZR2 > APUEERAPUERIRATFITUATERE
o BRELFHEENFRZ—

Users Share Links Reports

User's Risk Profiles |12 R|sky Users 21145 Discovered Users 6 Privileged Users

#A High Risk Users #" Medium Risk Users =." Low Risk Users 7@ Users in Watchlist

1 E

- ENMARPERT, RLHEEES,
o EMRIIRPHNAFERT, RHERES,
o EISINARERT, RLHERES

- HRIgE > BiER > B, RHEARERLR T ENBFRRE,

BXEZER, BEHRAF KR

KBz P P B AR BR T BE
BRFI BB N RRIENRT . KBRHEARS 2R A e B A B KB AT IR

ﬁ?&@%t:m_.\: ﬁ'ﬂz |ﬁ|ﬂ|}_£ﬁﬁ):lo
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Risky Users

WS FR DAY F B AR IRERThAE
B BB RRREEIRS . KEREIRS) Em A P R E R B R AR XL AR H IR

BEXBEZER, BEAMEINRTVAF,

Users in Watchlist G

)

.
L

’)

’)

I P E AR I85RTIRE
- “ERHIE BN KEIENRT, “RIHEIR7 2R P RS E I E BRI B S KBS AT IR E

- AEEEEZUEE AR TH, ‘AP THETNEERNSERNAFRNIIR, FITELE,
&R LRSI RS AR P o
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BXEZER, BEASNAR.

Privileged Users G

m

RISKE INDICATORS LSER

1%

EFARIHEE

ik

See More

“BIRTHEEMEFRA, HETRBE Analytics BF RE LA,

Uiser Security Alerts

Bisk Score Change

Rigk indicator

[ N/A

Btk Scone Change

um

Rk Score Change

Jai

FRilsk Score Change

e Marne

Nests

S
Scong jumped 76 pes ower the Last 12 hours

— —
[EPA, 5can Failure

— —
Sood jumped ¥ pos o ihe Last 13 hours

— _
SCove jumped 85 poy ower the Last 12 hours

— —
Seon jumped T4 ois ower the Lt 12 Bours

S A P FXRR SR A E

‘REAPMNMRIR TEEFH. SNNEBERN AR TIH, ZUELSTFRENMRAR S
MEFNRPBIAF o
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“ Risky Users

Filters

Clear All
Risk Scores
0 100
Score Change
-100 100

O [

Users

£ High Risk Score

L]

Medium Risk Score

Low Risk Score

A

Users in Watchlist

L

B bo

Executives

Admins

e

“ Watchlist

Filters Crear a8
Risk Scores

] 100
‘Scare Change:

100 100
Users

5 High Risk Score
# Medium Risk Score
& Low Risk Score

"% Users in Watchlst

Risk Indicator Type
3] Access
B Cata

O Apphcation

Dbids: D g

perations

Showing 27 users

CHANGE 3] access

w
A
=]
[

i)
w

Showing 13 users in Watchlist

g

CHANGE 3] Access

0 B0

+55 45

¥ .
~

DATA

B oan

A

[ appucanon USER

O arpucanon TREND

NfA

USER

Settings

LATEST RISK INDICATOR

Copy file

Unmanaged device detected

First time access from new
device
First time access from new
device

Unusual time of application
access (Virtual)

First time access from new
device

“BESEE N REIEREL £+ E N KRR P &SR PR,

-

elp Search

GROUPS OCCURRENCES
N/A 2
N/A 8
N/A 1
N/A 1
N/A 3
N/A 1

LATEST RISK INDICATOR

Access from New Device

Access fram New Device

EPA scan failures

Unmanaged device detected

Alerts

Last1Month

(OCCURRENCES CHANGE

Last1 Hour
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Risky Users @

Highest Scone || Highew scone Change RISk InRCEtoF

Risk Indicator Change ]

SCORE CHANGE RISK INCHCATORS USE

'
[y
[y

RESAEIRE AR

s “RETLETFH BT EBIR

Risk Indicators @

9

See More

Todal Ooourrenoes Il Occumence Change

SEVERITY OOCURRENCES CHANGE

B Hian 1 -1
B Hian 2 4
o T 1
B van 7 2
o I 0

- “REERFAER TTEEFAH.
RS, ETTERE TR

TYPE

Default

Default

Custom

Default

Custom

LtEAT,

MAME

Excessive file downloads

Jatlbroken / nooted device de..

Status-Code = Login Failure

Excessive access to sensitive ...

File Copy2

See More

P =ttt ok = oy s T by 29 o 1=
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“ Risk Indicator Details L2st1 Month

B} Access from New Device(s)

Default Risk Indicator | Virtual Apps and Desktops

Total Occurences: 23

TIME USER EVENT DETAILS
Jui0g,2019,1213 View
Jul 08, 2019, 12:34 View
Jul 03, 2019, 02:41 View
Jul 09,2019, 11:58 View
Jul03,2019,13:37 View
Jul 08, 2019, 16:25 View

EHEME
FRPERERLE, ENBRERAF. “RREAF. “EREAF T NRIIRPEEF "+ H
BERA P T EEEE R E,

# High Risk Users

0

AF4ARE

“GEEN THBPETTEEFH. ST EBRAPANISHBRASIE, B2, ErIFED
BANNSBBRARSIAR. BXEZFARER, BERENAR.

“ User Groups Search groups Q
Filters 83 Groups
Source USER GROUF SOURCE USERS DESCRIFTION
AD :=] ™ AD 1
Organization AD 1
. AD 1
AD 1
AD 1
+ 8 more . AD 18
Domain AD 1
[
AD 3
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June 26, 2020

EFARIHEE

AR IR EE (BRlUSaas) REIEtREFA
Citrix Virtual Apps and Desktops XIfE154r - “N AR HRIR E i8] (BR) 1 M AEF AR ER
i8] (SaaS)'BEF A, EREEER S XLIgTRE X A £ R,
LUTFESGEATIEFA ¢
* Analytics N4 XL X FeTETR.
* Analytics B4 AL LUK EE X BEIEFR1E A S AU BR B
o LUXLE X POIETRENZEBRINEBERARBER.

B XIEFMER, BB Citrix Virtual Apps and Desktops #1 Citrix DaaS X 51T

June 02, 2020

B£ £ 1Rl

o TEAFXPORSE4H E, Virtual Apps and Desktops 1&ff (BFHRBEHFHNA) WRESER
KK, BMEXEAREERIINBTRAKS . flil, BRISIERFHRIEERIINATF R K
F, BERERAKRE,

Security Performance Operations ADM Analytics Settings Help Search Alerts [EVI:]

LI ~ 100 L: Cc 8 User Info Actions Vv LastlMonth v

Start session recording
Tuesday Analytics Admin Action

WHAT HAPPENED
151042 Stop Session Recording Action applied
User Status  Start Session Recording

14:50:26 ¢» Start session recording Action applied Date & Time Apr 7, 14:50:26

By Admin Staging tenant
143432 Stop Session Recording Action applied In Product ~ Citrix Virtual Apps and Desktops

Result Failure

14:33:12 Start session recording Action applied
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May 11, 2020

B & MiaE

« WTREAP, BETRBIVIFERME, HETEVARBEREGFIEN, S ID KRXANERF
LB, ZHILLRE,

- TENRERFZEEXNRIEIR. HEF ID KXRA/NEENN, SHIEH,

April 29, 2020

B & MiaE

« N FTF Citrix Virtual Apps and Desktops XIPSIETREVIRIEREEERN, RE Analytics 2R RI1EE
R IhR FARYE B 7 Citrix Virtual Apps and Desktops 7 1912 ki A< H 3 223 1tk 5] &,

April 02, 2020

FIBThEE

71N StoreFront B2 AHIELE

g B > BURR>“ZL">"Virtual Apps and Desktops"#iERitm £ £, MMREEREFA
StoreFront, N*ERAMELAE ZHEF2ER. ZaFitmF EET StoreFront RIFEE EEHES
MRIEG—AEINAMIL S, HEFL Analytics NFIEREIE, MARIIEEERF StoreFront
A Citrix Analytics, XA HARIEHIA P K =22 RIF,

7£“Virtual Apps and Desktops"it = £ &, EREBEES () FREH%EE StoreFront T, £
ETHNREEL, RERUATER StoreFront Bi&,

BXFMER, 1B5BHfER StoreFront # A Citrix Virtual Apps and Desktops Zsi#iih £,
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Policy configuration incomplete -
+1 more

StoreFront not connected—

If your users connect to a StoreFront server to
access Virtual Apps and Desktops, add the server
to Citrix Analytics. It ensures that your user
accounts are protected.

B1& & B9in)&A
« ¥ Citrix Content Collaboration AR, TEUTIBERT, BETFHREAISEREERN :

o EXBEXMPLIEtRs g
o BERAAFERXRIETR

March 04, 2020

B£8R

« Y Gateway FIF EXIIA Analytics BY, i 1=FEFI551= Citrix ADC TN HEERIEH, =
RE, MISERHEIR I IP iMISEBEEE.

February 20, 2020

FIBIIRE

Citrix Analytics for Security FriRtA9™= 5

Citrix Analytics for Security M EBIREMNATE. ERILLITIR Citrix Analytics for Security FFFRERIE =
mIFENIRE, BXIFEMER, BBE Al
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RS54k

Citrix Analytics 5| A7 RIEXHN T 2 HEE B SELRIHBIRPLX KFSFEMREIT O SERITNEE. L]
IR T KNSR BEMFZIU X IR X BRI EEAE, HTFERIAXLIELR, Analytics ZIRIEX
foRBEBEMDEMILER . T BEXKPLIETR, EAFHRIEX PSR EEE R SER,

Analytics 3L T XL ¢
. BuEER
o NEBELHN
R
R =

KH MR

BXIFAER, BEENXMKLER,

Risk Categories &

Compromised users

Total Occurrences: ne
Total Users Impacted: 8

@ Compromised users

196
Total Occurrences

@ Data exfiltration
@ Insider threats

@ Compromised endpoints

See More
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B E Xfetn U _E R X B350 5

E BEXXEIER TIE L5 AT RBRIEFIF, S LURIE XS EAEE A B E XX LIS RER XL
25/, AIREETEZENL IR FIESARICIRZHIBE X RPLIETR, ENRERE RPLERNERR
Eo

BXIFAMER, BBHRBEXNIET.

When the following event(s) occur, Citrix Analytics generates custom risk indicators on the user risk timeline and on the Alerts panel.

Access Control

Advanced Options
¢ Every time: Generate the risk indicator every time the event(s) occur.

First time: Generate the risk indicator when the event(s) occur for the first time

Excessive: Generate the risk indicator when the event(s) occur time(s) in

Frequent: Generate the risk indicator when the event(s) occur time(s) in and it repeats time(s).
Risk Category ™
Severity *

Indicator Name ™

Description

&
Remaining Characters: 256

C’ Disabled Cancel

R EIR A E
LUK Rstra e Bk

BRI |B&FR et

Citrix FERZ A £m RENARERFERER (B SENAEFIFRE (B
Citrix R HEEIARSS ) 1)

Citrix EEBNAMK®EM Citrix  FENAREFERER R BN AR E
DaaS (SaaS) (Saas)
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Citrix AEHE
Citrix RAWME
Citrix 18] #22!
Citrix [ %
SENAPS

BEXFAER, BEHXIET.

BIE & B9iR)

IB&FR

T ZHERKM

SEERIAR

il

w NH

il

BEREW

RINKW

SEERIAR

B

EZHERIIERK

MF AL EERIAIR

T ZHEHETH

T Z RS RIIERK

NEZETE N

BRMFAIETIR

« WFHELERF, BMEHIEREMINE AR StoreFront BEH, Citrix Analytics 2754 M Virtual
Apps and Desktops EWAERIEIE,

« Citrix Analytics F57&M Citrix Content Collaboration W F &S, Hitt,

5

o ERERAZETH
- IZSHEFHETH
o W ZEUERMH1717]
o IZEXHTH

o WFHIMABBFRF, 7£ Citrix Gateway X fe1str R AR Fohfl BT REEANRIERE .

« REAPTAEBER A LERER TR B EMEFTEF A UBERLL R,

January 09, 2020

FIhEE
R R

Citrix Workspace FEF EIRE—LLBkiE, EIRIH RS BIE/MEE.

SRR AT B tE

B RIFMARSS P RTERLIC
FEEN, MEBRHERREATENN, ARANSE T BRI KXMIRE,
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BRXENEHN—ETARRKEZSESMIIE. BRIRITRERENSE, REXEXEITLS AR
RTYESNZEYE, BeilERRIEEHFERHTE2NT 2T,

ATEREEMHBREFNAFAELR, Citrix Analytics 5| AT HFENPQTHBRF R, LRGSR
AIE SRS R P REX A, HERNEIXPLE IS RIS,

BEXEZER, BERHEXRITL,

MFA

Password and Smart
cards

| Restricted | Stops

Sign-in ACFQS; -‘ Update . : | Sign-out
application | useraction | i download
(Indicates access . Citrix Analytics avert
compromise) data exfiltratior

Continuous risk assessment

8.00 am 8.10 am 8.50 am 8.55 am| 9.10 am 9.55 am

Risk mitigation action
(Lock user)

HRBRECIE
Citrix Analytics AT #EBNEE B E RIS AL E, ErIINEBIL AR AP ik 2R RS

o BRIAEEER : Citrix Analytics T3 T ERIASERR ¢

o EAERLTHFI A

o ETEEIEME

o KRBT IP NREiAE

- REREBAUBENSENARIR
o EXFEFF - BRME 1P 48]
o BRMIEIAIE]

18R] ARIE I VB SRE SR R
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6 Policies

NAME STATUS DAYS ACTIVE
Successful credential exploit n 1w
Potential data exfiltration n 1w
Unusual access from a suspicious IP [ @ 1w
Unusual app access from an unusual location n 1w
Low risk user - first time access from new P 8 [ @] 1w

(o]

First time access from device 8 Iw

o BN
EFRBEHKILE,

IF THE FOLLOWING CONDITION IS MET

occu

RRENCES  MODIFIED

— PRSI USLSTOENERMS. XERMHRILOET KPLITF2 MR PLETRIA SR

AND

) Add Condition

@

- MINIBEX Rt | SRR UE £ VKA R BIMERIBEINAN B E X KN FEIREITE D,
BIZREREY, ERTLIERGAM BE X RFSFERETIFZ BT, HIRENXIERSREI.

IF THE FOLLOWING CONDITION IS MET

Custom Risk Indicators

Default Risk Indicators |

RISK SCORE

Risk score

CITRIX GATEWAY
‘ EPA scan failure
Excessive authentication failures
Logon from suspicious IP
Suspicious logon
. CITRIX SECURE PRIVATE ACCESS
Access from an unusual location
Attempt to access blacklisted URL

Risky website access

) W

Excessive data download

Unusual upload volume

CITRIX VIRTUAL APPS AND DESKTORS
Potential data exfiltration

Suspicious logon

CITRIX ENDPOINT MANAGEMENT

Device with blacklisted apps
detected

Jailbroken / rooted device detected

Unmanaged device detected
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« ERBRLAFMIA : Citrix Analytics 5| AT IERRLRAP MR IREE, ERALIEE, ERIXEAR
X X NEHXLEN B FEi @R, —ERP XA, ER0e] A E X HikF
R T—F M, ERRTLUKERFMREE, SNRAKRKEIMARZ, Citrix Analytics SIFFEHARL

AR,

THEN DO THE FOLLOWING

l Request End User Response ~

Configure the next course of action to be taken on the user’s
account.

If the user does not recognize the activity, then:

| v

If the user does not respond within 60 minutes,
then add the user to the watchlist.

To change the user response time, from the top bar, click Settings > Alert Settings
= End User Email Settings:

Security alert for your <User D= account

Hi<User D=

‘We have identified the following event(s) on your account If it
wasn't you, your account is at risk

Activity: < > as defined by your administrator.
Device: <
Date and Time: < =

Do you recognize this activity?

Successfully accessed locations:

LOCATION PRODUCT DATE
- - - - -

- - - > -

- . - = .

4 >

If you do not respond to this email in the next 60 minutes.
services to your account might be interrupted. Contact us for
further assistance

Regards,

- NATRETIEERME | SNAEHEAP SR SRR, ERENAR. RAZRAAR
XA ZEMFME DM B IR(ERRA. RFRERPEAAKARIARS, UMLEH—%

mA. BUMLGIARINKS, AFYEKREESRIREHN.
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THEN DO THE FOLLOWING

Log off user

Citrix Analytics sends an email notification to the user after an action is Action taken on vour <User 10> account
applied on the user's account. ¥

Hi<User ID=,
We identified that you performed the following unusual activity:

Activity: = > as defined by your administrator.
Device: < =
Date and Time: <

IP Address: < == =

To protect your account, we have taken following
action:

Log off user

We apologize for the inconvenience that this may have caused.
To continue using our services, please contact us for assistance.

Regards,
Admin

 ARHAMBEIMRT | ERT LUV RER IR B R HI S SR T

Create Policy
C Search... |

Enforcement Mode

@ e In this mode, the configured policies impact user accounts. Switch to
this mode if you want users to be impacted by the policy
configurations.

Monitor Mode

O [ ] In this mode, the configured policies do not impact user accounts. Switch to
this mode if you want to test policy configurations.

BXREBIERINENESER, BSIUREEEF.

BE A PSR PR E
Citrix Analytics 5| AT AT Gateway $21F :
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- BIEAR
- EBIAR
TR AF o X R, He]IUTEACE SRR I N A X L4,

BEXEZER, BEHAMTAREF.

THEN DO THE FOLLOWING

GLOBAL

1:? Request End User Response CITRIX VIRTUAL APPS AND DESKTOPS

Log off user
Add to watchlist g

o G
Notify administrator(s) Start session recording

Stop Session Recordin
Remove from watchlist I N E

ViR FIR
Citrix Analytics ZEB P #EHIIR L5 I A T IHREEER. ©E4% 7 AR =RXiARARRRRNE R,

BEXEZER, BBAHNEE,
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Access Summary @
61 - 19 - 42
Total Successful Failed
ACCass
L ] ‘f‘
i { o8 P 2 22 23 2 25 6 2
Time
SRR R (ERERIAR

Citrix Analytics FERF 2tk £5I AT SREEHEEER. EERTNABTAFEEXFHIaI A TR
MIRIE, (BRI LURYEIEE B (8] BRI BT SRBR AP HR B BUB# 1T HE o

BXIFARER, BERRENEF
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Policies and Actions @

POLICY USERS OCCURREMCES
Request End User Response if ekam@smarttools.clm ... 1 40
Session-start-outside-geofence 3 2

push notification policy 1 (&

Request End User Response if Unusual authentication.., 1 1

Motify administrator(s) if Jailbroken / rooted device de... 1 1

See More
NSRS

ERABEEREENSEEXNRBNAFSEM4. BEAJUEE Analytics IXEREEHN AR
F. EADEMERIERRFAIRIEM.

BEEEEMN, FERRKEFMNIIRFEZFRE, EEHEEKR, ARREEER

BEXFAER, BRHRBHBNER,

EFFAhEE

EMIFRET KT ERBEEISR M
ECERREY, BB ER NTHER X —E T RIEAIZM, Citrix Analytics R3Z#FIESM.

BEXFAER, BEIURBEMIEE,
ERFRSNETRIBHRE
FoERRES, EREEBNAZ MR, Citrix Analytics JE MR FH—ME(F,

BXFAER, BEEHARBNIEE,
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B & KinE
« FEIRE IR IR RIE IR B R A R R I A (SR ARBYE R 1R,

December 12, 2019

HIBThEE

Splunk fRAZHF
Citrix Analytics LT Splunk ARZ :

« Splunk 8.0 75+Pufiz

« Splunk 7.3 75+Pufiz
7T 3R Splunk ERMRALZEME, BN TEH NEARBIRIRAR Splunk MM BIER.

B X2 Splunk iRAMEZE R, 1EE17 (/zh-cn/security-analytics/siem-integration/splunk-
integration.html#supported-versions)o

December 04, 2019

HIRThAE

Citrix Gateway BB TE XX EIstn

WMIE, EeILUER BE X XBLISIRRE Xt & Citrix Gateway S X BGIEIRAISRMEMER, AP
EMHERME, Analytics A XIRIEIT. B X MNAEIZBEXNIIETNESER, HEH (/

zh-cn/security-analytics/custom-risk-indicators.html),

Create Risk Indicator

When the following event(s) occur, Citrix Analytics generates custom risk indicators on the user risk timeline and on the Alerts panel.™

Gateway

Advanced Options
o) Every time: Generate the risk indicator every time the event(s) occur.

First time: Generate the risk indicator when the event(s) cccur for the first time.

Excessive: Generate the risk indicator when the event(s) occur time(s) in

Frequent: Generate the risk indicator when the event(s) occur time(s) in and it repeats timels).
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November 22, 2019

HIBThEE

BRMNFI&EIIE - Citrix Virtual Apps and Desktops X &$gtR
Citrix Analytics 1RIEM\FTI&EHITEIARANA R R, FAtLEN X FEIERT.

HAFTE 90 XEMIREERE, AR RMNIREARIXIER. AR IIESEHZEA Citrix
Receiver TEid X 90 KAZERBLINEERAATLENERIER. BEXEZER, FEHCItrix
Virtual Apps and Desktops # Citrix DaaS XF251%.

e‘ -.f & & User Info Actions ~ Llastl Month

First time access from new device (&
1:37:25 First time access from new device source: Citrix workspace
WHAT HAPPENED
3

First time sign-in activity detected from a new device on Nov 19, 01:37:25.

s1702 £+ Stop Session Recording action applied
EVENT DETAILS
55 (€] Start session recording Action applied
181515 £+ Notify administrator(s) Action applied -
N ber 19, 2
144244 (4] Notify administrator(s) Action applied

01:37:56 XA Receiver Windows

BEIRMET IP i8] - Citrix Gateway XFEFeHR
Citrix Analytics 1R#E N1 IP Hnb#H TR A RIANIA R A, FHfb& B R B X FLTE T,

HREFTE 90 XGM IP It B REY, FALGEHRME IP iARXPLIENR. MAILEHERA Citrix
Receiver T£id % 90 XA KB LEFT 1P Mt siAR2K 1P S RicR.

BXEZER, ESFECitrix Gateway XLET,
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(—\ (& 8 Userinfo Actions ~  Last1Month ~
1 . -
174138 () Successful login from user custom RI custom
First time access from new IP (&
source: Citrix Gateway
172253 @ ~| First time access from new IP | WHAT HAPPENED
First time sign-in activity detected from a new IP address on Nov 18, 17:22:59.
7w :{ Successful login from user custom RI custom ‘
35350 ( :{ First time access from new IP ‘ EVENT DETAILS Event Search
= L]
03238 () Logon from suspicious IP
November 18, 2019
oosedl () Logon from suspicious IP
TIME CLIENT IP
-

1 172251

MATEE IP &R - Citrix Gateway X EIEHR
Citrix Analytics 1RIE AT £¢ IP BRI P BRI, FHitk MNBETEE IP BERXPLIETT.

YA EIXMATEE 1P HUHAFRRES, SR & X OTEIR. Analytics ARIBUA TR 1P ik
MARTEE :

o BITESEB IP EANEIRIEH
- BEEREREVENZTAFERIER
- BEEZMERKNZR, XrARBEERNKE

BEXIEAMER, FEIA Citrix Gateway KFLIETT.

“ c S Userinfo  Actions v LlastlMonth

Logon from suspicious IP (2
013238 Logon from suspicious IP Source: Citrix Gateway

@ 7ot ok bz

WHAT HAPPENED

oosea1 [ ;«{ Logon from suspicious IP ‘
1 logon reported from a suspicious IP address on 20 Jan, between 12:30 AM and 12:44 AM.
004624 Notify administrator(s) Action applied ‘
SUSPICIOUS IP: Event Search
LOCATION : Patras, Scuthwes! Greece, Greece
oozez1 (. f—{ Login failures ‘
POTENTIAL ORG-LEVEL RISKS  Bruta force behaviour detectsd Unusuat access by multiple users
Saturd: -
— COMMUNITY INTELLIGENCE (D)
’l‘ 86 ﬂ Proxy, Spam, Tor
013824 l First time access from new IP I Known External Threats for This IP

Citrix Gateway H{HBHEIER

{E 8 BEBNERINBERA T 2 M Citrix Gateway B RIEWRIAF E 4, Citrix Analytics U Citrix
Gateway AP FVEMH, FIIIBMDIOIEMER. TR, VPN 2IERE. VPN RIERE. FERPE
IS REE R R S HIRREM IR,

EEEFEH, FEERIEPMNTIRFPIEE Gateway, EFEITEIEE, FAFRE Search,
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BFIEMER, 5B Gateway BIBEBNEER,

Citrix Remote Browser Isolation™ B4 BEIEER

S BBERINEEEA T M Citrix Remote Browser Isolation Service ZURHIRI S E 4, Citrix
Analytics WS MNEPEENSHS, flliEEE. SIEE. EAGNNARER. ERBREIRE
2R, FRERIEERFESHHIEREMEBIE,

EEEEMN, BHEERIEPMNTRFIERE Remote Browser Isolation, %R |E)ER, AGE S

Search,

X FMER, 15201% Remote Browser Isolation FIEBIiEZ,

MESRFZR P BRR{F
BRI LB F e 7 ARE T RIS ERN AR NEATIRFMER. & XIFAER, 520 BiyIR

o

ECiE StoreFront EREEISCHIATER
Citrix Analytics II7EIREIATEE, UEEBNEECE StoreFront E33E :

- THEEXHE, EREI—FER, BER TENBIMNEUREF %, RIFLEDIEmL,
Download file %1% 29 Download file again,

Connect StoreFront Deployment X

Configure and connect your StoreFront deployment to Citrix Analytics.

Download the configuration file

@ ‘ Download file again

Configuration file downloaded on Nov 18, 6:06 PM by Staging tenant. Learmn more

o NIRRT StoreFront EBERRE, BB —REFTHER, BRERBREESBIREHREN
StoreFront 8Z 5 Analytics &E#%.
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“ Virtual Apps and Desktops

StoreFront deployments

Configuration incomplete. Follow the instructions provided in Connect to StoreFront deployment to complete the configuration.

+  Connect to StoreFront deployment

B XIS E StoreFront B3BHNEZEL, EEIR /A StoreFront # A Citrix Virtual Apps and
Desktops A3thid 5,

EFARIIEE

K PRIERER - NS &EIA R EBER

Citrix Analytics N EARLZ MNFTIREIHRINILIE T 88. B2, ERFMNERIR. B EZEMREEERR
E, EEIUEES X SR8 X B SE &R,

X FURITE T MEIRE AR CERRE, EUTESCRIREERFRI NS R E RIS &I
BIZ RS,

B £ B9in)
- BRRIENEBERTEETEN,

November 08, 2019

B1& £ p9in)&
 JFF Citrix Content Collaboration X\ fe15~as, B LETEXPLETIEIZ N BR7E,

o A7 1911 ZHIASER T Chrome B9 Citrix Workspace N FBERF T ENEMHIEAER L ZE
Citrix Analyticso

October 21, 2019

FIBIIRE

ARENBFE W

RIEBLMNEETRAFRRELETAHSRIEAIE, URBHEHAR, THALM Citrix Virtual Apps
and Desktops #HEIRES, Citrix Analytics =BRMER], HREERIBNATHENL S ECE RS R
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E. LWRIBEMNBIRRERBELSEEEER. BX1F4AE
Desktops #1 Citrix DaaS #3E/R.

B, B2 FCitrix Virtual Apps and

Demo Sitel

Policy configuration incomplete

events, install and configure a policy agent on one of the Delivery

Analytics is receiving events for your Site. However, to apply policies and actions on the received

Controllers.

Prerequisites :
= Delivery Controller 7.16 or later
= Allows outbound connections on TCP port 443 (HTTPS)

= Supports PowerShell 3.0 or later
- Firewall allows SSL traffic to Citrix Analytics on port 443

- Director 7.16 or later
= Receiver for Windows 4.11 or later

= Workspace app 1808 or later for Windows
= Workspace app 1808 or later for Mac

= Workspace app 1809 or later for HTMLS

= Workspace app 1809 or later for Chrome
= Workspace app 1809 or later for Android

B XIR &G ZAFH a4 E

EIERILOEE A x MR ES B E SRARIERT B S E T O H. RS IRIEFMERT 8] ERAYAYIE] (&)

RETKINEMHLEH &XNAERBIRENFAREE, BEBHEEXRS.
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e Add up to 2 Dimensions

Add Dimensions

iy e
City
Content-Category
Country

Device
Operating-5Systemn
Reputation
Request

Docnonoe
T

Time

B % B S IBERTNRE

BB EEN AP FEESE1852,

User-Agent

User-Mame

i to preview this chart

Last 1 Hour

s A UEERKAENE XEFNBRMNEFARER, HRFIEUEESRHNEZEE.

o &R LUBRRI A T i B ERIP A ik as

B XHERBUENEAER, 172

*;- E JENO

Auditlog o |

°]

L]

EVENTS

None
@ Trznsmission - On
© Transmission - On

@ Transmission - On

DATE & TIME

MNone

Aug 2011:00 PM

Aug 20 11:00 PM

Aug 2011:00 FM

PRODUCT
Select
Citrix Virtual Apps and Desktops
Citrix Virtual Apps and Desktops

Citrix Virtual Apps and Deskiops

DATASQIIRCE BY ADMIN
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BfE & MiaEd

« B Microsoft Graph Security BERIIEIA, Citrix Analytics BT/E4E R ES IP At X Qs R
2o

« Citrix Workspace app for HTML5 kA 1910 Z 5i oA E4IF4(E B & X E Citrix Analytics,

September 23, 2019

B2 & KinlER
< RIS L, RETEATRETRERN BBNEES,

August 30, 2019

HIRThEE

{ERIRRRIARS B B EEEL
MU NERARBIERINE B R E MR 1 /N ESRE 1 1A ¢

- AF

« XIFERYiEIZ

- AFiniE

- AR
- HEHER

« BIRAEIRER

WE, NERRNETEE—TANEMF. EAXENRRN, ENAFEERS |8 EK, f
o, HESTANBRERBRERRE, NERRRIAERIE—TANNARERHRES

ZRIABY 8] ER3%EHR (Jen-us/citrix-analytics/media/default-time-change.png)

B & R&
- HFHNEDERIIETE, BT EENRAAPIRET AR,

« Citrix Analytics T/E2 B3R E Citrix Gateway 13.0 FIE 4, HINLLIEFREREZ Citrix Gateway

13.0 FKRaetE&xH Citrix Analytics WEREBHHIRHEAF %o
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August 20, 2019

HIBThEE

B BhiE5RIBRINEE

- BEIRSTTHAAFARSEIER, EIME TR R KT E LM 8BRS IERTIE B T4
ti,

o BN BN EHHITHIF. FINERT, RREHERESHRTIRAE. P2 HEE
5 ERBER ENR, PIARIERFEY B SR R AT EN E 4 HTHEF.

BxXNAERABMERNESRER, BEHEIER,

B XiR &8 IhAE
« RinRER. REEURNBREFNKSEEIERNIT 4R, ErILUERXELEREREIZER
Ho ABUERAMT LUF4RE !
o hREE : BRNE, BR4

- RNBWE : BREFHMY, AFR%, tIE#E, kP ID, OAuth Fi% ID, E#4 ID, X4k
ID, X&E*£LFR, RIEID, X2 ID, EFiFIP

- NBEFNSKE  BF%, P, 1&& 1D, ¥, RIEEMEE, FERSSHEL, 1E
BFR%, THXMA%, THXAGRE, TS, THELFRERXMH4S, SaaS NA
BFERN URL, TIMGHRIE(E, BIMGRIFAERLER

- BEXIRGAARECIER, F0Mimitasay 2aRHER L.
BXUfAEAXEAESIBEEXIRENESFER, BEHEEXIRS.

K PetEtnzEEIAR

‘RpListR Gk ET AP NE L, ©24 T BPHARRKIANBEE X XLHETT. ‘BFE
ZHHERREEE AR KIS TIE, I ITERES X Pkt el B A4 R XL s AY ¥ 40
(E1=8

BEXFAER, BEHAF ZEHR.
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Risk Indicators

| Total Ocourmences || occurrence Change

SEVERITY OCCURRENCES — CHANGE — TYPE MAME
E High 2 -5 Default  Excessive access to sensitive ..
E High 2 -2 Default  Jailbroken or rooted device d...
E High 1515 0 Custom  Action Block

E High 13 -16 Default Access from New Device(s)
E High 7 ] Custom Login alert for user

See More

RS P 2R AR SR T RE

Citrix Analytics 7E“ KRB AP #ZEHIk_£5 | AT RBEIEFR 1 RPEISIRE S IR £, EA] LURIEX LK
MEEEFRABXCEF. ZEHiRESIA T REIEHRT). EERTAPBRKIEINERE,

“WBLBP"TIES | AT RERB M RERYERY], XL T BEXMBIAKLIETRN SR
EREUAT R R Ao

BXIFARER, BERAPERHR
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Use filters to view
different

combinations of data Click the
columns to
sort data Click a user name to

“ Risky Users view the user risk o]

timeline -

Select the time period to view
user data
wo | | 2 = ]
O A -
5 : ]
~
"
-
2 =
2 =
3 -
=]
(= B
A
Watchlist

user

Privileged user

HEFBRNOIE - SETH

Citrix Analytics RIEHZ#EE _EROT E THAN A RE, FhL TETH XRiETR. BIRIEN
RIEVITIRAIS E FHEERRE, ErUSEAEHERSFEBER D, XPLIEIRrAIEEBE
IRBE 2RI T HIED.

BXIFAER, BEAIETH.

B IEIEREER B BhR5R

fEAA BBERFRENE * B IRIEEARI AR, Citrix Analytics M Citrix Cloud BYS 313510 EIRIRSS
BREMIIEEY, AR ER. AR IENEPIRET. ZEREHE X BHIIEE4IFA
RS, EBRIRBERI S D IEIER B FHITEER R, BRI UE M ERETWUERATEIEE N E
HHIEMH,

BEEEMN, BNIRPERFHEIE", ERRER, ARREHER"

BXFARER, BEHASMEIIRNBIER,
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July 11, 2019

HIBThEE

BE X X aefstn
Citrix Analytics 4 BBIERIAXLIERE TR FE I E A, Citrix Analytics IIERIFEEIEBE X XS
fetn. ERILURIER P B4 E XEHHOIEBE X X EIEIT.

HWEEXHIZMES, Citrix Analytics ARSI T RIAXPAEIRE BE X KSR, HREERE
RPN a4 Eo BE X NBQEtRER F B X PZAT EH_E AR RT.

BXFAER, BEHEEXXIETT.

R BB (a1 4 _E RO BUIRTS
U AP W ER R TRARS R ETILE, AR KR MR R R TEY

- BAMEAITA

- EMNBITAPBER
- FNERANEER
- BEERFNEBR

HAPRNNPIERERRARRE, ERAIUFESEENIRSERS G XEKER. A4 E, &7
B3 B P ECE S N AR SE SR8 Fo

BXIFAMER, BEHAFXYE L,

HEFEIRRRE
Citrix Analytics E/EREBIHZRBRIRIETRUMIRE. Bol, TIHNRERITEETH,

BXFAER, F2F Citrix =R X R ER.

B BhIEFRIBRINRE

o ERBFWHPTIRFERR | FERTETEHAES () FRHAULRREEEFHSXAHZ R, 5
i, #EZEIM User-Name = "John*" 2R/~ John FkB9FRE B P &S M,

« AMEARM T “2ERER"ED | 55 EERRE R FRPAEEE RIE,

- EEHFIIRTPEERBHOIEIE | NEAHXRDRRTE, EIUERAEMIIRFEEENE
2. BIFRPHEHTHERRIRE.
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BEXFARER, BFEHAEHER.

iE S ENBIERIRRE

& Citrix Analytics 7Eid E—/\BYRAMNBIEFIZWRI S 4T, bR FaUAE BRREEIBEET
T, EERRERKEINEHHE, FEHERENNBEIERTIE, WINEEREERERERE
FEEENNEGHHOERSFEETABIBEEmR,

Bal, BEERMERTIHR. RBEMEURNBREFMREESIER.

BXIEMER, BEBIAE Citrix B3ERE LS A Analytics,

BIE & &
- SAFIPAEHSIER, ik ENERE S ERRS RS R,

June 19, 2019

BEfE & ir&
- HRZBEETEEE XKL Active Directory BIERE B REIEE RN B X AR
« AP{ERIR ERIRS R B SR BB R, ©EREBRHEIRER.

« AP TEM Splunk E#ZERIFHF BT, £ Citrix Analytics LIRBIEEIRES. B/R, FIREFERENHAR
KMo

June 17, 2019

#IhEE

StoreFront Edi&

WNRIEBVLAL R AM StoreFront, RIERLUEZE StoreFront LUEHEER| Citrix Analytics. ECERE
fEEFA M Citrix Analytics S ABECEXHFHITH. BLEBRINE, Citrix Workspace N FATEF=FAF
S &EE] Citrix Analytics, UERE X AP ITAREHEIEILR, XL REErIEEB IS NE AR E B
FATAFEDREBARTNLT 2. BEXEZER, 1BEREEA StoreFront # AZH Citrix
Virtual Apps and Desktops I 5o
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May 30, 2019

FIhEE

BREMRBLIZ

Citrix Analytics 1B LIS RIETNICNIG AR, FHitk S REKIELEZ Xeistr, HEFR%
REREF Content Collaboration LKES, itk tEXFCIETR, @ETEEUFIBITAIRFIEREK
KEEZHAP, BEARUSERFNKF 2SS EERNB T,

ERKMBEE NEERN BRBIERBREES,

BEfE & iR

« XJF Citrix Workspace 2R ERINFELR A EH, BUERHEEIRMIRG)7 Endpoint
Management M-z Citrix Virtual Apps and Desktops,

« BPERIRT SR 1 A EERAMEREE K. SAPHERSH, MR-, FXRLE
BRT, BEERREREER 601 HiXo

« Citrix Content Collaboration RK# &M AKIER, REBLRHEF1E Citrix Cloud 1T 7 ZAR

5o

May 09, 2019

HIBThEE

SIBBEEXRE

EIAE AT URIEE MR IEER OB EE IR, Citrix Analytics 1RIBATESIB IR (A RERIEHTS)
R EEFRBNSHMAMCRE UIRTE, SHE. TAERRE) RORRS. @RS
BRI EUER A AR HRIE,

ZERBEEXRS, BEREEN FHEHRE>SBRE . BEEEURCIENRS, BER
ERMFRELRE . BXFAER, BEHEEX RS,
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FSINA F aE

Citrix Analytics fE/ZREBE VAR FRHINAFANITARE. BTHNBAARZZIZEED,
IRMEX 2 bR B =B s G REs. Eit, [iAFNEREMKUR—ERR LM, Lt
REMEIZRENS T oh ISR I ASER), FXHENBAF KA REGE S8k, AP E AP YRR EUE
IR TR0

Citrix Analytics X #E LA T 2R RV
- BEHER - AN Citrix RS DECEERIRRIAF. Bal, Citrix Analytics 2 GEZEERB T
RSP EREERNRASIAF

« BE - 7E Citrix Analytics £, fERILUF AD AfRiE NS EH. ¥ AD A hEEHRFIZAF
HPRE AP ERARNER. MRAFBEEIIFAD AHPAFNITARE, B ZEANSE
LHRFEPR,

BXIFAER, BEABNAR,

S B FHRGRHE

Citrix Analytics SEREERAZX—HBEFHMYE, SEHAR ITMEFHNRENQRE, BFHMHE
BRSRAZAXAEIER, ERRHERTI—RARENTZL2EN., LBFHEIHREERATLE
B R Citrix Analytics IR TMEZ 2NN EE, B X IFHAER, BB RAESRABEFIMEHREE,

April 26, 2019

HIRThEE

EREER

Citrix Analytics IMEZHEREIERAHE, IINEEFERERBIBEEMEIEGAMAIER Citrix Cloud ik
P, UEAEIALEIR Citrix Analytics, INREZZERBTL1HRMBRRY Citrix Analytics HIEG, M
Al LU EE IR SR INEIERY Citrix Cloud tkF . XELEFANNERGMAEZREER, EEFIEIMUA
EREBRDERTIARNR. BXFHAER, BERAEZRKEER,

BE & B9in)H
ERMIERNRIBRN O BRRIETETREMER, NRMEUTFEARNKRIETE, THFRNK
BEAZIRER, HEFREHAETRIEMNERNE

« Citrix Endpoint Management X2$ER2R - RZEIRE. HIHE root IEEUREBERLERN
BEFIEE,
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« Citrix Virtual Apps and Desktops Xfe157R 88 - \EERAZZIFRVIRIERS (OS) RNIRHEHTT
WAl

« Citrix Content Collaboration X257 88 - 3 Eif 0 BUR S,

February 19, 2019

HIBThEE

Splunk £E5%

Citrix Analytics 5 Splunk 55, MUIBRIEHNEZLEHIEEMBIELRALR, LLEMFIA Citrix
Analytics for Security BIXFE 3T IHEEM S 6E (FIAIXPLIERes. KETED AR REXH) XKig5E

EMBEIEIR, Citrix Analytics JFX D HEESHEIEE, Splunk MILEEFIREAERIRIGE
=

/CANO

Splunk £ # B Citrix Analytics ERJEZE. Citrix Analytics Add-on for Splunk [ AIEFHI
UKRNAREFNEE. BARAZED—IHIBRFBEIELIE, XBBIT Citrix Analytics Ezh
Splunk £ FE,

BXFAESR, BB Splunk £/,
EhASIERE

Citrix Analytics 5| AT £ F 2&1 Virtual Apps and Desktops &i& LSt A IERFHIMITHEE, X
BYMTRHRXDINFARAVIERE, HREGEHWEHFMIIEHE, FIRkARIERELERF,

BEXFAER, BEIH RIS,

HEFENUFRMRA ISR

Citrix Analytics #R#EM Citrix Content Collaboration UgEERIEIE, NHZFEESIAT XA W, X
BT IRES AL XIS REER T B Z RN N RE,

BEXFAER, BRRAAEERNRR.

Bal, EEHEcMAELHREZ THXLIERE5, H Content Collaboration #&ME] ItE K FE1T /9
BY, Citrix Analytics RIEIEMH, EREERERBKEER, HEELBRREZTHNOIERIIHE
AINEHZ 3R X PO BT 8] 22 R,

BXIEFEMER, 152 Share Link XIPLETE]ZXA0 Citrix Share Link XFSFEHT.
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%R Active Directory 5%

1EITE T LU Microsoft Active Directory 5 Citrix Analytics ££%. IHEERGEITEAI. A48, DN
= BFHMEMEBR A RNEMINERIER T XAFI LT, ERLUIE Citrix Analytics B9 FEC
BX4mE LBt T R,

BXIEFMER, BB Analytics 5 Microsoft Active Directory 528,

Security Performance e - A .o Settings Help Search

« m Adam Maxwell Cc & Userinfo  Actions Vv Last1Month v

X

Sr SW Test Engineer 1
Bangalore

Ulsoor Road, Bangalore, Karnataka, IN, 560042 Citrix R&D India Pvt. Ltd

January 04, 2019

HIRThEE

JMAE R LSRRI SOURCE %
BEEMU TR EIEFRAY EVENT DETAILS 234 #5| A SOURCE % :

o XtFEEEZE
« XHETHIZ
« XHEHEZZ
o XHFEXFEMIERDZ

B XFMERE, FE Citrix Content Collaboration X FE3E4T,

B AP EEXH

BREEXH# LR BARERNEERRIgR, EENEHEEE AR NARF . g& N8R
ERER oI E LA, HENE EEE5 AR UEMINE LA, XEFERRHTAPERE
BBl RN B A SETT AR EIR R T, SRR RIX P a4 BiER nE SmE AP ER

B8, "SR A R B E R R B AR A,

BXIFAMER, BEHAF X ELMECES o
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AARINGAFSY Sr EW Test Froginess 2
agautsmEiben com Bangalore
Ulsaor Road, Bangalore, Karnataka, 1N, BE00TS Citix RED India Pl Lt

S Userinfe  Actions Lest 1 Marith v

Microsoft Graph Security R FEgHR

B & AB Microsoft Graph Security AIMAM\A T Z EIRIEERF— BB EIEIMFAER, FHNER

%] Citrix Analytics :

« Azure AD SR

« SERTAL A Microsoft Defender
BXIEFAEER, EEEMicrosoft Graph Security XPEFE1To
# A BBERITERN S E
SRR AE R LTI 5] B Bh#E 3R 01m -

o« TREREE © P ETNER= E Ry B AE R IH IR IEZR I H,

= cilrix | Analytics

Security Performance

Settings Help

- APREXHNE EHRENEL | 25 EHER UHNERTEHEE SR ERAP XL
B RENNBESF. BXIFAER, BEHEMER,

Security Performance Settings Help Search
“ m Lemuel Kildow (&) & userinfo  Actions v Last1Hour
s/a/2018 Excessive file downloads (&
Source: Citrix Content Collaboration
(O EPA scan failures WHAT HAPPENED
722.63 MB of data were downloaded between 8:00 AM and 9:00 AM. This
W Logon failures exceeded the Al-based threshold for this period.
M _I Excessive file downloads EVENT DETAILS - EXCESSIVE FILE DOWNLOADS()
Download size
151 MB
O Excessive file/folder deletion
143 MB

55 M2

48 MB
M (O Excessive file sharing
0B

REMERBBIER

08:25 AM 08:35 AM 0845 AM 08:35 AM

ERBEPRRRIATHREABTMEBRIEREXNEN. BEESEM, BMRTERREDE, &
EEEER, ARRERER. BXFEER, BEARSIMENBIER,
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R AR MR ER BBIER

ERBEMERRATRSNAEFNRELEREXNES, EEEEN, BANIRPEEF HHAE
FRSE", &FENER, ARREER, BX1FAEE, B2ANAREFNSENBPER.

HEBERSEMHFHE csv Xt

BRI BB REFEHFHE CSV XH THZXAHAUMNRER. BX1FAER, BEHE
BhiE%R,

u# T Citrix Virtual Apps and Desktops BYAM{EL

Citrix Virtual Apps and Desktops ZHERIIATMIEZMESU#H, UIREEFIAFFK, hm+FHA
MSBEEH, B XIFAER, BEBFCitrix Virtual Apps and Desktops # Citrix DaaS £1ER.

November 29, 2018

HIBThEE

T LB EBIER
Microsoft Graph Security @ — 1NV EEIETR, EREGRESNLZLREEFNKIE, EXRMETA
PR EEERIAIE,

Citrix Analytics B 8132155 tt##ER X BXAY Azure AD identity protection 1 Microsoft Defender
for Endpoint Z£ 12 {12,

BEPALLBIETR, TTM Microsoft A FERBMNIR. B XiFHER, EEfMicrosoft Graph

Securityo
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Microsoft Graph Security @

AERERNERFH EEREHFAEENAZIRNAR

HEFENELRFRIEEREHFAGRNARKE, fM, EANERFH EEEHHREZEHR
EMHFREENAR. BX AR, FEHERIERLERZH.
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Access Control

200 users
Received Events 1H 1w
Ewvents
Latest ewent: Movermnber 26, 2018, 11:00 IST (UTC+0530) )
November 16, 2018

#IhEE

THIRIBHER B Bh R

ISR LUEF BEEERFREA TREW AP BIAEEMEE, Citrix Analytics M Citrix Access
Control fRSZERFRIFIRIFHAER. A7 EMNERE IR NMNERLEREE,

BEABEBERTE, BNREENFPEETRGER

BXFAESR, BEERBPNEPER,
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Use search to enter
your query and
filter data

Select time period to
view events

View graphical representation
of user event

Nd Performance Operations Settings Help Alerts EL]
DATA SETS ‘ ‘
| |
View access Access ‘ < Lot Hou
data
Reputation ‘
Timeline Details | 9 Nov 2018, 14:10to 2018,1510 }7 Selected

Responder ActionType time period
No. of records

Location

Use facets to URL Category Group . | | | | | | | | | I | |
filter data k N ) B L

Content Category

Request

Response DATA

TIME ~  USERNAME DOMAIN URL CATEGORY
> Nov9308PM testingzlide test http://ftlonelabucitritenet/..  Computing and Internet L View user
event

> Nov9308PM testingzivu7 test hittps:/www.myworkdayc..  Computing and Internet
> Nov9308PM testingxno7d test hittps://www.baidu.com/ Advertisements/Banners

R BEtE a8 = ik

R Citrix Analytics ERIXIFRIS a8 RIGINEE, EAILURMA X NILis stk iR, SRR A B
THRIANFIRENZ 2SS M2 S .

Bal, LIRSS AR M EEIERARL N BREERIFIE XPIETER. WRIEXPOIEREEARERIE
H, ERILRERSMRRFRHER S EEATURE AR RT. Citrix Analytics RiHIRIEAY
RIGHIEFNER, KIELFEIT RN,

First time access from new location (i

yource: Citrix Content Collaboration

WHAT HAPPENED

1 unusual logon between 10:00 AM and 10:14 AM.

Report false positive @ Reported by on November 15, 2018, IST (UTC+0530)

BfE & R

« SNRIZER Internet Explorer 11.0 (A Citrix Analytics, NFEZRENFREREL,
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EHlin) &

Citrix Analytics for Security™ fZTEML T EX0 0] :

o ZEd Web J'%N 2T AN AREFMKEEHMNANE Fin LB ICA® E5hEY, Citrix Workspace™
app for Linux FoEfFFTEDE & 3XF| Citrix Analytics,

p=3

B XFrE & L Citrix Workspace [ FAFEF# Citrix Receiver BY4 63 B £ B BAF0 4 dn /3 #A
MER (£mELH. HPLIEMEmERRLL) WERZER, 1FE8H Citrix Workspace [V
T2FEA0 Citrix Receiver BY4 #p & B BIE B,
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par iV
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256 P

LY

FiEIRZ R Citrix Analytics & XEHERI=ARSS A mho

Citrix #UE R

TRFH T Citrix Analytics for Security Z#F89Z# Citrix iR, B X FHER, BERAMN,.

BiER
Citrix In R EIE

ES

Citrix 1R 2%

Citrix Z2FHFIHiA)
Citrix TN Y 23FR
B

Citrix DaaS (LABIHF
73 Virtual Apps and
Desktops AR%3)

BERR

FHERE

AR5

RAE

ER

AR EEAE

SRR A
Citrix i R HIE

Citrix Gateway
12.0.56.16 HEHIR
PN

Citrix B Mi5RE
picz)

Citrix Z2FhH117]

Citrix JZAE N Y 25FR

B

Citrix Workspace [
BiErF ERT
Windows 1907 5{ &
=ARA ; ERATF Mac
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Workspace app @

1 site | 0. StoreFront deployment

Received Events: 22 1H 1w
Events
I
11/20 1WA 1122 1123 1124 1U25 1126

Latest event: November 20, 2018, 11:00 IST (UTC+0530]

BREELER, BRFARTRERER REEIEERS. IRSHIANERRER

1. MREREXRABBIELE, SHFE—LIEFEER)X Citrix Analytics FRIEFHD. H
Citrix Analytics IWE|E 4R, RESHZABIBREEAT" . MWR—ERNEERSKENR, BRI
BRI DU

2. TEEE—/NBIA, Analytics RMNEIEREMERIE M,
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Workspace app (@)

1 site | 0. StoreFront deployment

Received Events: 0 1H 1w

Events

Mo data to display

EA3M Citrix Virtual Apps and Desktops _E/E 9T
Citrix Analytics MZINE] Workspace BYA G A K@i StoreFront™ ERE ARV SIRWHE R E
o

WNRIEALEEFERAAMIE S, MARERUTAEZ—RBEAENILS, LUE Analytics ZIiX
 {EF StoreFront FH A RAIA ML 5
« fEF3 Workspace # A &9 A ik =

TR

o IEWIRAEER Citrix Virtual Apps and Desktops A2 R A ZRFRIIE, BT RNAFFAER
Citrix Virtual Apps and Desktops ARG EE, 1B5EIH (/zh-cn/citrix-virtual-apps-desktops/
install-configure.html)o,

- BE RRER 857, HARETHEEK,

o {ZHY Director fikA7 1912 CU2 EERA. B X FMER, 1BEEH (/zh-cn/citrix-virtual-apps-

desktops/director/version-matrix.html),
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« Citrix Workspace T, 1RSI S7RINE] Citrix Workspace, N#4Z03HHE Workspace 77T
%o
EE Citrix Workspace 1Ji5, 153418 https://www.citrix.com/products/citrix--workspace/get-
started.html HEXZR R AEIRHEEBNAY Citrix Workspace £3%,

« B7INB] Workspace BIl&s, Citrix Analytics & BE &AL EZMNZ Citrix Workspace AL,
TEYXERTE Citrix Analytics EHTTEAZE, 1ERFRAVES SARINE Citrix Workspace, L3 i2#5
SRR E.

i SR A E KL L Cloud Connector, ACiE NetScaler Gateway STA BRZS 2 UL S
Workspace ZFIRHIAEBFINER &R, FAERILSARINE] Workspace, B X =R ESHIFHNR
BA, 1HEH E TEXPREAMELIN AEFNEH.

 StoreFront fiRZ&, MIREEENEAILSEA StoreFront 2f&, &R StoreFront kA
1906 3% & = hRkAs

5/ StoreFront & A Citrix Virtual Apps and Desktops A<t

BXRZEMPBPATSENEER, 5B Citrix Analytics FEXH4HHI Citrix Virtual Apps and
Desktops #ERE X =,

&5/ Workspace # A Citrix Virtual Apps and Desktops Z<itiif s

BEZINE) Citrix Workspace Il

Citrix Analytics & B &I &I E# 1% Citrix Workspace MIAMIIE =, FHIHE BRESIERILSF
ko

EERHIRR -
FETRERI=, B gE > BER >R

NAEFHREmE = ERRINE Workspace By m 82 U RE BRI X LI EF, Sdihait
HAERRMNE S, BERA AT AP TELEERIMBAR,
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Data processing on

o

Workspace app (i)

0. StoreFront deployment

Received Events: 1 1H 1w

Ime

KRAINE] Citrix Workspace AIlfim

IN SRR i R A 52 RN E] Workspace, Analytics S EELRIIEMIE S, R EREET 0B
ﬁmm 12O

ERFuE A2 Workspace :

1. BRRFR LR +

© 1997-2026 Citrix Systems, Inc. All rights reserved. 174



Citrix Analytics for Security™

Workspace app (@)

0 discovered sites

Add Virtual Apps and Desktops Sites

2. 7£“Workspace EBB'TIE L, S£H+ANNER",

< Workspace Configuration

Access  Authentication  Customize  Service Integrations  Sites

My Sites (1) | + Add Site

XD17HK

3. BRER LR R, BXIFAER, BERAETELEXRREAMELN BEFNRH.

4. AINMERIE, EFFER Citrix Analytics HREIFT BT TUE, UELRFH EEERERINATL
=

/TN O

FEEELAEHEERKIINENS

EJTIF Analytics FHInMRE A ML RVEEE, BRITMRFH LN AREIELE", ARERER
ERYRRIRIE,

WNRITZEZ NI RMNBIE— Workspace, Analytics 20I2H 7% Workspace HFTA ik s A1
1B, 3 Analytics TEFRB LS LR TIE AR, BRKEI—RMINHER.

You have successfully enabled Citrix Analytics on all the Citrix Virtual Apps and Desktops Sites in the same
Workspace.
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R TR ERSE—/NRRKEINES, XRIIAFEERE, EETLOER 1A 1 W) #EEXK
iE. RHBEBEINEAEE, TEANNEERTE EEESH.

BREELER, ERFRTRERER REBERBIEEHE RS, WRKSHEANRRERED

1. NREREXRARBIELE, SHFE—LHEFEERX Citrix Analytics FRIEFFD. H
Citrix Analytics WR|EHEY, REZLNBREAEBEAR". MR —ERHNEFRSKEN, &R
HBRIR DU

2. Analytics TES E—/ NI RARMNBIRFZIEIERAEHF.

Workspace app (@)

1 site | 0. StoreFront deployment

Received Events: 0 1H 1w

Events

Mo data to display

ANniG =
INRERF B — DAL SR INE Workspace, AJLAM Analytics FFRINTE :

1. 7£ Workspace ECETNE L, B +ZMNES.
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< Workspace Configuration

Access  Authentication  Customize  Service Integrations  Sites

My Sites (1) | + Add Site

XD17HK

2. BERERSLRRARMIGER. BXIFEER, BERTEIEXRREAMELN BAEFNRH.
. AR, ¥E Citrix Analytics FRIFTEIRIRDIE, UERF LEEERIMNBLER,

EER) AL R BY Citrix Director

Citrix Director 5 Citrix Virtual Apps and Desktops M I FEBERRIZHI &, ERIAfEA Director
73 Citrix Analytics for Security (Security Analytics) BRE AL, ECEiLsm/E, Director SFIEIE
F4 &% B Security Analyticso

WNRIRIETEER Citrix DaaS, Citrix Monitor RSB = E 4 NS =5 = & X E Security Analyticss

RN EESIEMAMIFENESIFES, Security Analytics &M Citrix Monitor BRSS AR TIE
Citrix Director £ ARIL S FWE 4,

FoRFHFNEES R
AR

- B#&l, Director BF REESRE Citrix Analytics for Performance™ (Performance
Analytics) X BB B, XLREES BLIEA T Citrix Analytics for Security (Security
Analytlcs)o SNRITHE Security Analytics BIBRX Citrix Cloud 24, MBI IAIRERX LS T

HEHEE Citrix Directoro

« FNERIER Citrix Cloud M EAT#EA Security Analytics #1 Performance Analytics B9 3AX
#, HBEEELZ A Performance Analytics BCi& T b=, NFEFB XA Security Analytics
Aici& Director,

\

BREAZGNEESBER, 15217 (/zh-cn/performance-analytics/data-sources/

onboarding.html),

TR O EENL SR NS
1. 7£ Citrix Analytics &7, HEIEIEIRETIE,
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2. BEREET+,

3. FNARFNRE - KRS FL, ERNEERMERSTER (MERENAE) . EEAN)
EE N R IEIRIE,

L ]
Monitoring (@)
4 Sites
Received Events: 163 H 1w
Events
‘ I .
o020 o021 022 0213 214 0215 0216 0217
Time
Latest event- February 17, 2022, 03:30 IST (UTC+0530)
#ix

* BRTE Director LECEAMILREY, REMFNSEAHTEFTELNE (K9—/6)
Freb B RSN AEFNIRE - H2ih <+ FBREEih i H IR,

- iR FLE, RAERTREREERSEL Director BERIEIELIE, EthaIX
RIEFEXABUELE, B2, BNFRISHIELIERE, LM Security Analytics 3k
SRR,

.

4. BHMRUERRARER,
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Discovered Sites for Apps and Desktops -Monitoring

Site-30
cloudxdsite
Site-57

Site-40

EEBIIERGIEE

(/zh-cn/session-recording/current-release.html) 73R Citrix Virtual Apps and Desktops #
Citrix DaaS FREMA R RIENRR/ED. ERaILUFRIERFIRSSFEEE AP B4 A XS] Citrix
Analytics for Security, AP EH4LTAIE, ATAREFBXEIT HRERTIRERN L,

FoREM
Frinal, Bl EREEUTRM

+ &Y Session Recording RS 250 VDA RIEBXAZZE 2103 SHE =hR Ao

+ Session Recording RSB 284 MBEBERRIFAIFHMIIL, B X URLHEZER, BEBRMNEERK

o

« Session Recording EREXIFTFIHO 443 LUHITHIEL Internet &3, M4 ERVERIMIEARSS 25
#HAMSDIFILLEE S Citrix Analytics for Security #1T.

« TNRIEFERMIZ Citrix Virtual Apps and Desktops 7 1912 LTSR, N32#%FH Session Recording
WA 79 2103 2 E =R Ao

{# M3 Session Recording IRSSH, 1ESHIIFEMIEREER,

ACiBIEM Session Recording fRS358

1. 7£ Apps and Desktops- Session Recording it =+ F, EE%EH# Session Recording R$52%

o

© 1997-2026 Citrix Systems, Inc. All rights reserved. 179


https://docs.citrix.com/cn/zh/session-recording/service/get-started/plan-your-deployment.html#connectivity-requirements

Citrix Analytics for Security™

Session Recording ()
0 Session Recording Deploymients

_|_

Connect Session Recording server

2. 7X¥#%E Session Recording fRS3ZBBNE L, EEFFTER, HEFEFAAREIMEENR, NRERERE
SRHIMEESK, M FHENH R RER.

Connect Session Recording Server X

Configure and connect your Session Recording server to Citrix Analytics.

Prerequisites

What is your Session Recording version?

Can your Session Recording server connect to the following addresses?

Session recording server should meet service connectivity requirements

Session recording server should have connectivity to https://api.analytics.cloud.com

Do you have any proxy servers in your network?

3. REHMEZHERIEARS 2R, BTE Session Recording ARZ25HY
SsRecStorageManager.exe.config X4 % A L IEE,

BOEB I F <Session Recording Server installation

path>\bin\SsRecStorageManager .exe.config

fBI40 : c:\Program

Files\Citrix\SessionRecording\Server\Bin\SsRecStorageManager .exe.config
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(=] SsRecStorageManager exe config 3 I h
1 <2xml version="1.0" encoding="utf-8"2>
2 <configuration>
<startup uselegacyV2RuntimeActivationPolicy="true">
4 <supportedRuntime version="v4.0.30319"/>
5 <supportedRuntime version="v2.0.50727"/>
6 - </startup>
7 <appSettings>
8 </appSettings>
9 = <system.net>
10 % <mailSettings>
11 = <smtp from="yourEmail@address.com">
12 <network host="your.smtp.server" port="587" userName="yourEmail@address.com" password="yourpassword"
enableSsl="true"/>
- </smtp>
14 - </mailSettings>
5 B <defaultProxy enabled="true">
1 <proxy usesystemdefault="False" proxyaddress=" bypassonlocal="True"/>
1 E </defaultProxy>
1 </system.net>
19 B <runtime>
20 <generatePublisherEvidence enabled=" false"l)l
21 r </runtime>

22 “</configuration>

4, RETEXEUTE SessionRecordingConfigurationFile.json {5

BEX A SHREER.

BRXARFEZEAENLE,

5. RN & BIBIEEERES Citrix Analytics for Security FIR

ERBIIRS AR

73
(=}

6. MNREHEBFEZ T RIERBIRS 28, WAITFFXH & FIZBERNESTRSST, HERRY

RECES TR %R

7. ERIERFIRSSEL, STUTHSUSARKRE !

&1t;Session Recording Server installation path>\bin\SsRecUtils.exe

-Import_SRCasConfigurations &lt;configuration file path>

BN

C:\Program Files\Citrix\SessionRecording\Server\bin\ SsRecUtils.exe

-Import_SRCasConfigurations C:\Users\administrator

\Downloads\SessionRecordingConfigurationFile.json

8. EFETHATARSS :

« Citrix R1ERHIDHTARS
 Citrix RIERFIFHEEIESS

9. BRBRLINIG, %% Citrix Analytics for Security UEEBEEENS

SIBLLTBIF Citrix Analytics for Security SMEEUE,

ERFIRS . ~EE AR
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_(-=x

AR

NRIEEANRRIERGIIRSESRA 2103 8¢ 2104, MHAELZE— Apps and
Desktops RIEF HETE Citrix Analytics for Security L EEBEHZENRIERHIIRS 2. TN,
BEENRIERFIRSERTEET. EERTERTRIERFIIRSBARA 2106 RE SR
o

EECEENRE

REECERINN, RSHAFEBFZETERERGMRF L, R FERES Citrix Analytics for
Security EIIEEZNBEERS R E.

SNRENMEECEMINRHARBEIRIERHEIIRSS SR, BSHABIER]E,

Session Recording ()

1 Session Recording Deployment

FiimFLE, BEABHEUEELS Citrix Analytics for Security ZE#ZHIARSS28R4H. Flg0, BH1 D
RIERTBEUETEEEENRSSRRSHRH. 8T ERFIRSSHFHLH—TER URL FI—
ServerGrouplD o

“ Connected Session Recording Deployments

Session recording servers

Session Recording deployment

The Session recording server is successfully configured and connected.

TTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTT

Site-2-v2103.smarttools.clm . @ Success Sep 21202111:26 AM

Page 1  ofl 5rows

ERBRINEHSF

R FETREERNRERFMEUREIE—/NTANZERBRRINEH, XE—/NIBIEIA
BYENERR, EERILOER 1 B (1 W) AEEEE. RElENEAEENTEERSERTE LE
BEM

BREELER, BRFAURRETREBIBHEAS. BIERSHERERD -

© 1997-2026 Citrix Systems, Inc. All rights reserved. 182



Citrix Analytics for Security™

1. IREBRABEIELIE, SHFRE—LHNIEIFEERX Citrix Analytics FEYEHH0. 3 Citrix
Analytics IWEIEHE, REFTABELEAE, NR—ENEERSKENR, BRIFTEE
7}?\ "TlHo

2. Citrix Analytics £33 E—/\BY PR MBHE RIEIEASE 4,

ANRIEREIARSS 2%
ERNNIERBIIRSS 2R, BRITUATERIEZ—

- TEEENIERGMENE L, RHEZDRIERFIIRSEE.

“ Connected Session Recording Deployments

Session recording servers

Session Recording deployment : ‘

‘ Session Recording deployment ; ‘

« 7£ Apps and Desktops- Session Recording it =R £ H E, BHEBERES (1), REEE

Connect Session Recording server.,

RERHEEE (/en-us/citrix-analytics/media/sr-connect.png)
BRRSBETHEBEXHHIEBERIERTIRS R,
R RIERBIARSS 25
EMFRRIERFIIRSS8R, IFHRITUATRME !

1. 7E Citrix Analytics for Security 1, %%%| Connected Session Recording Deployments T,
REIEEERFRARS 2/ EE,

2. BHREBERKS () Hi%E Remove Session Recording server from Analytics,

fBR = 3% R %1 AR 53 83 (/en-us/citrix-analytics/media/sr-remove.png)
3. T£BM Citrix Analytics FRIPFHIRIERBIRS 2L, BITUTHES !

&lt;Session Recording Server installation path>\bin\SsRecUtils.exe
-Remove_SRCasConfigurations

fgn
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C:\Program Files\Citrix\SessionRecording\Server\bin\ SsRecUtils.exe

-Remove_SRCasConfigurations

79 Citrix Daa$ B BITENEN

YA TE Citrix DaaS (LAHIFLA Citrix Virtual Apps and Desktops service) FHITITEN{ELL AT, &
BJLATE Citrix Analytics for Security FEESXLEATEMEIEXNEE, XEITHMAERETE XT
ELESHNEERF R, FIITENNRIN. FTENXERFITEN 2B,

tEINEE{X 32 5 Citrix DaaSs

£ Citrix 270, 8RN E L, ELEENARFNRESERREEITHNESE. (fARE
BEG, ERUERAXERRHEITRROHFNAFBEE.

RINBRT, EEMIRENIE (VDA) EERITEENTheE (BIXLEATENHERRENERE) -

ZEBTEMENHRTENEEEHE Citix T2 01, EFBELIEIMRINHEEERI VDA,

IEACE (& F Windows VDA,

TR

« %Y VDA RRRZA 205 Citrix Virtual Apps and Desktops 7 2203 LTSR %5 SR A Y B 2 hik A< 48
B, BXFMEL, i5E07 Citrix Virtual Apps and Desktops 7 2203 E£ 44+,

« R REERITEMRIEFHTL1HRNR.

FERREETEAFEBITEEN
EREETENZEEGUTERNELNHTIFR PC :

- BB EHE
o FEBRE

9 VDA hRA{ETF Citrix Virtual Apps and Desktops 7 2203 LTSR B & = YR/E BFTENZE
FEE VDA IHENH AR Lk SHIIRE,

1. &
2. BEIARMUTEMRIKEBITEHNRSHE :
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» Microsoft-Windows-PrintService/Operational

e ShowJobTitleInEventLogs

BXIMRIVESER, B2 IMRIL

3. ¥ VDA F4&F| Citrix Virtual Apps and Desktops 7 2203 LTSR B = RAMNE LA, B X%
M= R, 1EBFCitrix Virtual Apps and Desktops 7 2203 E LA 4,

4. XA BN BERAHREIRSHRE,

5. X3 Citrix Cloud, EZFIHENBER, RHEHITEN, AEREBEE LARAHTERE. §
XHAGER, BFERACIEITENER.

6. FRF 24 \BY, BEFTE 24 NN BEHX, MNREBEETRMK, WEFERF.

7. £ Citrix Workspace A BoISERIE. AR P mITENNAL L PR ETENSHERSE
Citrix Analytics for Security F“##3"TUE £ & To

3 VDA k&5 Citrix Virtual Apps and Desktops 7 2203 LTSR S E Bk AEENE YK E BT
N

T 1 : £ VDA FRARINFTEN AR EFELIE .

ir‘UI VDA l-l_g*ﬂr#ﬁULé H'J'{kn_.\ﬁl.]’l\;%,ﬁﬁo

1. &
2. BEEARMUTEMERIERITERSEE !

» Microsoft-Windows-PrintService/Operational

e ShowJobTitleInEventLogs

BXIMKRITNESER, BEHCIEEIMRI
3. X VDA I ENFHRBERIRNSHRR,
4. FREF Citrix Cloud, EFIHBENER, 2& EFTEN, ARERER LAIRBEHTERF.
5. f£F3 Citrix Workspace N BREFEIRERIE. PIBEREFmITENVALL NITENS A& AT
Citrix Analytics for Security B9 #58 TTHE LEE,

I 2 | R E IR TR AR B (OU) HEER GPO I MK

WE 2 FEGER TRESITEN. MFRNITEN, ST MRER 1 575 (WLrmt) -

1. BRBEEH SRR
2. BIAMUATEMRIUZ BITHRS BE -
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» Microsoft-Windows-PrintService/Operational

e ShowJobTitleInEventLogs

BEXIMRIWESER, 1526 QMR

EEfERS TR, SR EIMRIELE—RIEES

1. M Citrix Cloud E¥1E5) VDA it8#1.

2. fE£F Citrix Workspace N AEEF BIRHRIE. PIBERE P imiTEN AL TENS4E8 AT
Citrix Analytics for Security B ¥R TE LEE,

TEF B EBYK P S A FTEMEN

1. ERELWEEREFNEETESIZELAL (VM). Itk VM A AE VDA,
2. WBfRE VDA ERNIIEIFAFEH,

3. BRIE VDA FHEIRMU T EMRIRERITENRSBE -

» Microsoft-Windows-PrintService/Operational

e ShowJobTitleInEventLogs

BEXFAER, BRI SIBEMRI,

4. RESERT Citrix Virtual Apps and Desktops 7 2203 LTSR S E &ikAH VDA, & VDA i,
TR EMYR AT, B XIFMER, 1EEIA Citrix Virtual Apps and Desktops 7 2203 B4R 4,

5. WRIEEEEE A Citrix Cloud, B XIFARER, BEH BT REIIER.
6. EREMKRIZNBNER. BEXFAER, BEH AIEHEIER.

7. QIERMAHAMNTENBER. BXIFAEE, 1H5H BN,

8. ¥ 24 /B, ECEINTE 24 /NEYNHARELS | B,

9. f#F3 Citrix Workspace N BIEFEMRER1E. PIBFERE P STV L TENS4E AT
Citrix Analytics for Security B3 TUE LEE,

ERHITHRFEERNTTENFERTEEN
FAHATHRFEEENITENZEEEUTHROYIEITEN -

- IEYIE VDA
o FEYIIE VDA
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9 VDA hRA{ETF Citrix Virtual Apps and Desktops 7 2203 LTSR MG VDA 5 R$TEIEN
1. BEARMU T EMERIERITINRSEE -

» Microsoft-Windows-PrintService/Operational

e ShowJobTitleInEventLogs

BEXFAER, BRI SIEEMRI,

2. 3% VDA #£%| Citrix Virtual Apps and Desktops 7 2203 LTSR S E S ik ANELRAE, B XiF
MIE R, FESIH Citrix Virtual Apps and Desktops 7 2203 E£&4H 14,

3. FF 24 /N\BY, ECENFTE 24 R BHEE. REEETH, WEFFH

4. fEF Citrix Workspace N2 BohRERE. FIAERE P imTEIVALAL B TENSE 48R
Citrix Analytics for Security F“#85" T L& E.

FFTEYIE VDA B FBITHIEN
1. BIEYIE VM HFH B NFREIE %,
2. BRE VM F@I AU T EMERBUZ BTEHRS BE -

» Microsoft-Windows-PrintService/Operational

e ShowJobTitleInEventLogs

BXFARR, BEHLIEEMERI.

3. ZEEMT Citrix Virtual Apps and Desktops 7 2203 LTSR HRAZE ShRAH VDA, ZiE VDA
BY, EFIEAR PC IAIR]"ER,

4. S BHER. BXFEER, BRHAETEIAER.

WAEFT BN ERAKRHTHRREENTEN (B, METEN) .

5. QUERRMAHMIHBENBER, BXFAER, FSHEIERHH,
6. FFF 24 B, ECENFTE 24 /NETRERARERS B,

7. £ Citrix Workspace N FAZF BEIRERIE. PIB AR FimtT ENALL R TENSHERFE
Citrix Analytics for Security BJ“#58"TUE & To

SRR R
EER VDA H, SITUUTE—RIF !
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o FotlEEMRD, MAHEESHTE VDA UKEEFYIE VDA HER DB R,

- ERAEREXIR (GPO) I IMERIN,. SENEEFEAEYIE VDA HBEHH BELIEFEX
LB LB RITEENE, BERILLAE.

AMRITFHFER
FE FAMRIMATR FHHRAE EMFRIFAER
1 Microsoft-Windows- EEHEERTEA FMREERE | HKLM:
PrintService/ FTENARS BE. \SYSTEM\CurrentCo
Operational ntrolSet\Services\Ev
entLog
2 ShowJobTitlelnEvent  #EHBTENEW &2 FF2 AMRECEE T
Logs SOBEITESHH HKEY_LOCAL_MAC
SR, BNRHERE HINE
B{E S FFTEI
=S
FMRERE

Software\Policies\Mi
crosoft\Windows
NT\Printers

{E4FR :
ShowJobTitleInEvent
Logs

B3R :
REG_DWORD

f'2:1

£ VDA it EA R FRh I MR

ERALLAETE VDA EBEROIEEMRI, HOURINEEMEE B Tl E RSB E AR
B9 VDA {RIEFFF R

1. BRE| VDA E#.

2. FTABITHEA Regedit UFTF Windows SEMRR.

3. #3{IE HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\EventlLog

4. 58 E EventLog FHi%kiF FiE > W,
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B Fegutry Editor
File Edit View Fracebes
Eap

EFS

EhStorClass
EnStoiTeg O
#lafgcs
whbor
embeddedmade
EntAppSve =y
Erlier
ESENT |
- Event! nm i

Help
et LA™

ebedry o]
edgeupdate [
edgeupdatemn

M
Wi
e
WUF
a g
abi |

WeE

1 Collagrar e
Ay Hew H] Key i

oF Find—
0i ! Strirg Value

H: Telete

Ine Rensme
K

Binary Vishee |
DAWORDY (32-bit] Valuse

ol Epon WORD [62-bit) Value

oy Pemissions... hlti-String Vabue

o Expandable String Value

Copy Key Mame

L
System
Tenium Enforce - Spplocker

Tamium Erforce - Applodker - M5 and Scnpt
Temium Protect - Applociker

Tamium Protect - Applecier - ME snd Script
WER fgert Seraice

Windcra P 3l

EveniSysiem
efat
Fuctfat

Frumr

5. BIE—1N% 7 Microsoft-Windows-PrintService/Operational AJI71,

tEI5 S FFTENARSS B

v - Eventlog

Active Directory Web Services

Application

DFS Replication

Directory Service

Hardwarekvents

Internet Explorer

Key Management Service

OAlerts

Operations Manager

Qualys

Security

System

Tanium Enforce - AppLocker

Tanium Enforce - Applocker - MSI and Script
Tanium Protect - ApplLocker

Tanium Protect - ApplLocker - MSI and Script
WEM Agent Service

Windows PowerShell

TR R P PR R

Microsoft-Windows-PrintService/Operationall

6. #%FIiE HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\Windows NT\Printers,
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.

NS Printers X4XAREIA, BT Windows NT XA BIE—1L A Printers BTN,

E Registry Editor
File Edit View Favortes Help
Classes
Clients
Google
Intel
Jonas
Microsoft
Mazilla
mazilla.org
MozillaPlugins
Hewkey
ODBC
Partner
w Policies
Adobe
Citrix
w Microsoft
AdtAgent
cloud
Cryptography
Internet Explorer
Microsoft Antimalware
PeerDist
SysternCertificates
"M
Windows
Windows Advanced Threat Protection
» Windows Defender
w Windows NT
CurrentVersion
Printers
Relability

Terminal Services

L Il Name Type
ab| (Default) REG_SZ

7. BB Printers XX HIEF FE > DWORD (32 fiI) &,

cloud
Cryptogra Fapand
Internet Ex
Microsoft New
PeerDist Find...
SystemCe
Delet
TPM sl
Windows Rename
Windows . Export
. Windows | Dermicsi
v Windows | ermissions...

Curren Copy Key Name
Printers

Reliability
Terminal Services
WirnAdAuwere Fila Dratartinn

8. RIE— 1 %7 ShowJobTitleInEventLogs FI{E,

Key
String Value
Binary Value

DWORD (32-bit) Value

QWORD (64-bit) Value
Multi-String Value
Expandable String Value
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& Registry Editor
File Edit View Favorites Help

w Microsoft
AdtAgent
cloud
Cryptography
Internet Explorer
Microsoft Antimalware
PeerDist

< :}:lM!mCuh\‘lcltu >

‘Windows

Windows Advanced Threat Protection

Windows Defender *

w Windows NT
CurrentVersion
Reliability
Terminal Services
Windows File Protection
Printers
Norskale

9. A E L ShowJobTitleInEventLogs FHitZFEER, N EBIE WAL 1, AREETAE

A4 (Default) REG 52

aul i 5
{78 ShowlobTileinEventlogs  REGDWORD ~ ~ (0x00000000 (0)f

Name Type Data
ab) (Default) REG_SZ (value not set)
2% ShowJobTitlelnEventLogs REG_DWORD 0x00000000 (0)

Edit DWORD (32-bit) Value X

Value name:

ShowJob TitleinEventLogs

Value data: Base

1l (® Hexadecimal

(O Decimal
oK Cancel

fEF GPO 121 VDA FgIE A RN

IS ENERTHRAM VDA, HAESIEEIMKRIEFEZERIZE VDA, HFAE VDA B—HEE
HEMRTRERERFERSHHEN. BRNAREERENEIRER.

IR EMRIEME GPO
1. fIFFARIRER, ARAREIARBMER .
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@ File Action View Window Help

e« 2(m 0 &/ @

& Group Policy Management
4 £\ Forest: xd.local
4 4 Domains
4 33 xdlocal
#. Default Domain Policy
4 2] Domain Controllers
», Default Domain Controllers Policy
2] VDA-OU
4 Group Policy Objects
=] Default Domain Controllers Policy
] Default Domain Policy
=] EnablePrintTrace
b [ WMIFilters
b (3 Starter GPOs
b L@ Sites
¥ Group Policy Modeling
"2 Group Policy Results

Group Policy Objects in xd.local
Contents m|
Name - GPO Status
5] Defautt Domain Controllers Policy Enabled
|5/ Defaut Domain Policy Enabled
Enabled

] EnablePrint Trace

2. FEFE GPO'EOR, EUTFRPMARE:

o 5 . BRITEIERER
(%)

« JREBTH GPO :

Name:

Enable Print Trace]

Source Starter GPO:

(none)

3. EEWE

OK

4. AREGEEN BRAITMEREXR, AREERE
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File Action View Help

G EE

IG mmru-umuw

& Computer Configuration
‘ b B Policies Select an item to view its description,  Name
& Computer Configuration

b [ Preferences )
4 & User Configurati &, User Configuration

t ] Policies
I . Preferences

5. T HHEHEE 7IRF, EEEIEM > Windows RiE"
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File Action View Help
o 2m L0 me

5] Enable Print Trace [AWDC.XD.L
4 & Computer Configuration
b 1 Policies
4 | Preferences
4 [ Windows Settings
[%) Environment
47 Files
(¥ Folders
Ini Files
b @ Registry|
g Network Shares
[F] Shortcuts
b Control Panel Setting
4 g, User Configuration
i | Policies
b | Preferences

<| m | >

6. ARBLTEMER", EFEWE > MR . WAUTEEUBBITHES !

o 1B1F . EH
. EEEB&HIT : HKEY _LOCAL_MACHINE

« ZFFARIR | SYSTEM\CurrentControlSet\Services\EventLog\Microsoft-Windows-
PrintService/Operational
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General Cd'l'l'l'll'lll
vy
Acgion: | Update v)

| HKEY_LOCAL_MACHINE vl
| I\Microsoft-Windows-PrintService /Operational || ... |

Value type: REG_SZ

Lok || cocel || ooy || reb |

7. EERNA, REEEAE
8. BXARBEELEMER", EHEWE > TMRI. WALUTEBMELUSBITHIELRTF

o B{EEH

. FABEIT | HKEY LOCAL_MACHINE

« BHHRE | SOFTWARE\Policies\Microsoft\Windows NT\Printers
« {E%¥5 : ShowJobTitleInEventLogs

« {H2% | REG_DWORD

- BEBUE 1
o BE S

JEMRE M (/en-us/citrix-analytics/media/registry-attributes.png)

FAR BN E AFTENERER

1. FTFFASRBRERHIERIY (HI40 - xd.local) , SEUR VDA BE—E0%, MIEFALEAMT (Fl
7l - VDA-OU)

2. BT (xd.local) AL I (VDA-OU) HikiFEEEIA GPO,
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HEINA GPO(/en-us/citrix-analytics/media/link-an-existing-gpo.png)
3. 1Ei%4E GPO XEIER, EFE BT ENRERHIEFHE,

E B1TENERER GPO(/en-us/citrix-analytics/media/enable-print-trace-gpo.png)
4. FIEERAYTEERER GPOB s RIA R £l

B $E1% M S BT ENERER GPO(/en-us/citrix-analytics/media/enable-print-trace-gpo-linked.png)

p=3_

« SIEEFHEE VDAY, FASIREYEAEMHERFEK, FETE Citrix Analytics AR Ao
- EEFHEHXBERIE VDA IR/, FHATELERBRE—TMREIULTEDRS,

FtEHEERD,
- EEFHEHNZRIE VDA BRIHRK, RATEFESHAEFREENRIEENFLL, HE
PABIFRRYE AR E R

B Citrix DaaS YB3 I HE

Citrix DaaS (LAHIFLA Citrix Virtual Apps and Desktops ARS3) SiFAFHITEINLRIS(E, HXH
LB TE Citrix Analytics for Security FES, XMLk BEREENMERNEER, H/40 VDA BF5.
BIMEAR AR/, BIMEMRARTUEEL, B g IP. BIMGARIRIE. BIMLARIRIES MU R BIMERIR(ER S H T
o

ERLLEER, FEaLLUEIETE Citrix Analytics for Security B“#858"TUE %R N AR S E 4
ER, FRXEHEHRHTXRATIIEAE

p=3

« INBERT, XLk B ENKBREMEZREELIREMIE (VDA) LEERA/MN,
o IEIEGERAT Windows VDA,

TR

« 1Y VDA RAME Citrix Virtual Apps and Desktops 7 2305 58 = ik A E L RAMERE,. B
XIFAMER, EEIA Citrix Virtual Apps and Desktops 7 2305,

* HAfR“Web Studio 5RE&" TIE LR B IRBMRER R REREENRANRS. BXFAER,
BB B P i IEREE [
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TR ER ATRE RN IR B BR R R REANEAEIHREN, FIABERT, It
REEEEAN. B22A, B4R R TUE > 7£'VDA BIRRSE TEFREe™> Q%% HRE > §
HBRA"

Create Policy by
1
(7) select settings Select Settings
Assign Policy To " — —_
@ 8 ¥ View by category Settings: 1 selected | Include legacy settings | Wiew selected only Search
@ Summary All Sattings Settings J | Current Value

Connector for Configuration Menager 2012 B ’ © Clipboard place metadata collection fo... Enabled Edit
»ICA

Load Managemant
¥ Profile Management
User Personalization Layer
~ VDA Data Collection
Security
¥ Virtual Delivery Agent Settings
Wirtual IP

‘Workspace Environment Menagemant

BXFAER, BEH BTREenENE LR ETBIERE,

FrEEL X AEETR L RvRHE I

ST AR LIE 4SS E2IEIR (Director 1 Workspace N ATER) MUEHELIE, EHIERIb=E L,
BHEEEIRE (1) > XASIBLIE", Citrix Analytics FHELE N IBZEERTRIEER, 1EH A LI R
BEFRNEmE LS FELEHIELIE, hi%ETGERT Director #1 Workspace N FIEF XN E3E

o

EBRRERAZENE, BRETHAEBELE .

W ETIE R/ Azure SERIE RER

=3

B 2023 & 7 B2, Microsoft B¥¥ Azure Active Directory (Azure AD) B4 /3 Microsoft Entra
ID. TEANHSH, FRE1EM Azure Active Directory. Azure AD B{ AAD Bith 515%E Microsoft
Entra ID,

EIEIRAY Active Directory 3¢ Azure Active Directory, FHIFEALIGFNBEFFMEEMNBEFRASA

B Citrix Analytics for Securitys

tERESAFREMFAEE (PIMNERAL. AR, N, BFEREHMEXRAI) 18387 Citrix
Analytics for Security PRV ECEX . EAAREXHINEL, EAIUEEXERFPEAER,
XA B FEETREIBEEM D,
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FoRFM

« FNERIEAENRF Active Directory & Citrix Analytics for Security E$#%, EMREH Active Directory
BB fEESEH Citrix Cloud 1KkFP. BXEZER, BB Active Directory iE#E] Citrix
Cloudo

« SNRITAERF Azure Active Directory & Citrix Analytics for Security %3, 1EHEREH Azure
Active Directory BB 7tiEiEEIfEH Citrix Cloud tkF. BXEZER, 1HBIRNF Azure Active
Directory ## %] Citrix Clouds

EEMPCERIER
EFIRAY Active Directory %32 Citrix Analytics for Security, JEHITIATIRME :

1. #%3)g8 > BER > B2, AESmE HE#8ER 5.
2. 1 Active Directory ifm£ E, BEHEMNS +

Active Directory

3. Citrix Analytics RIERIZRF Active Directory ZEZEIERY Citrix Cloud™ P, BEXEZER, 15
BIRgIRE

¥ Active Directory 3% Citrix Cloud M /5, Citrix Analytics & B & TLILLFEIER. 1 HIER
TiE L, Active Directory &2~ BIEMEEHE.

Dta OCEing on

Active Directory (i

“WIBMEBEEFE NSRRI E LI Active Directory, FBIETEMNIERY Active Directory FIREVEF 1S

/CANO
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EEAEMAR Azure FERHE R

¥ Azure Active Directory 3£ F| Citrix Analytics, JEHITLATIRME :

1. B3 IgE > BRE > B2, AESNE NEBEIEIR 5859,
2. 1f Azure Active Directory it £ £, BEHEMS (+)o

Azure Active Directory (i)

3. Citrix Analytics ¥e/R & 0¥ Azure Active Directory ZEIEZR|EHY Citrix Cloud 1K, B Xi¥4ER,
IEB%F Azure Active Directory 3E3#%] Citrix Clouds

¥ Azure Active Directory #E#%!| Citrix Cloud 5, Citrix Analytics & B2 IMULFTEIRER. 7
BUEIR TimE £, Azure Active Directory iR FE R BIEREEBHE" . IRESERRELM Azure
Active Directory, HHIETEMIEH Azure Active Directory FRIREXNEFER.

Data processing on

Azure Active Directory (@

EEAFPER

£ T U+, BEEEXMRNEBERUEERFEEXHIIH. MNRAFTE Active Directory %
Azure Active Directory A, EAIUERAFEEEXGE EEEHIRM. AR, BFHEMER
g,
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Security Performance e - . Settings Help Search

“« m Adam Maxwell C 8 Userinfo  Actions v Last1Month v

X

SrSW Test Engineer 1

Bangalore

Ulsoor Road, Bangalore, Karnataka, IN, 560042 Citrix R&D India Pvt. Ltd

Microsoft Graph 25X
Microsoft Graph Security @ — 1N EEIETR, ERERESZSNLZLREEFNKIE, EXRMETA
PR EEERIAIE,
Citrix Analytics B &732#F Microsoft Graph Security FHIU T ZLIRERERF !
« Azure AD B3R
o EATFLRLE S/ Microsoft Defender
BEXRERHEFNESER, FBRUTEE !

o 3tF Azure AD B3fR$F : <https://docs.microsoft.com/zh-cn/azure/active-
directory/reports-monitoring/concept-risk-events>
o T BAFERLERM Microsoft Defender . <https://docs.microsoft.com/zh-cn/mem/

configmgr/protect/deploy-use/defender-advanced-threat-protection>

E# A Microsoft Graph Security #1EIR, EFEM Microsoft &17F &R - IREFTFRRIRER,

FoREZ M
TEFFHAE A Microsoft Graph Security B8R A, &R :
- EIERIFFEfEA Azure AD Identity Protection (Azure AD Premium P2 B9—&B%) ZEIRHiE
Fo
- RAAFBERIEHFERI, ERE Microsoft Store,

# A Microsoft Graph Security S
1. BIGE >R >RE", AESMENSBEER 7.
2. =ik Microsoft Graph Security = ERIINS (+) FRMETE QEIRNIG S
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Microsoft Graph Security (3

3. 7& Microsoft EOH, EAEN Azure BEREFRERLCEMIKF, 3E, EE—TMWEKF,
4, %EE_F_*JFO

a8 Microsoft
Sign in

|Er‘1ai|,. phone, or Skype

Mo account? Create one!

Can't access your account?

5. BHESR, THRETHREBUERTIE, Microsoft Graph Security #IERINE B FEiEEEH
Citrix Cloud™ 1%,
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B Microsoft

Permissions requested
Accept for your organization

CAS
App info

This app would like to:
w~ Read all users' full profiles
Read your organization's security events

Read and update your organization's security events

Sign in and read user profile

¢ € £ X

Read directory data

If you accept, this app will get access to the specified resources
for all users in your organization. Mo one else will be prompted to
review these permissions.

Accepting these permissions means that you allow this app to
use your data as specified in their terms of service and privacy
statement. You can change these permissions at
https://myapps.microsoft.com. Show details

Cancel l Accept

BRARRERBELE

EXPMELNIE, FREFMHAF ENEEERS () FEEXAYRLE, X=XFLE Citrix
Analytics A IR I BUREIR AV R

ERILOEE TR s R R R R AR R AR S R IR,
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Microsoft Graph Security (i

Data processing was turned off on Nov 27, 2018, 11:66, IST
(UTC+0530)

Turn On Data Processing

& X Microsoft Graph Security KFIsHREIER, EEHEMicrosoft Graph Security XIFE1EHT.
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nn

Z2ERNSEHERE SIEM) £/

EX% mailto:CAS-PM-Ext@cloud.com MiEK SIEM &R HEN. FEHIESHE] SIEM Figfitx

b
Iolo

¥ Citrix Analytics for Security™ 5%y SIEM BRSZER, FHIRFAFPHIEM Citrix IT IFZF HBIERY
SIEM, HSHEIES SIEM RE] ARVEUE X BXEER, LURATRALNT 2R R,

IEEERIRF T I& Y Citrix Analytics for Security F11&H9 SIEM BINME,

%

« BIENLTSTERMEED XK. 2HNEERBREHEHE,
« PR ETERPNRGIHIRE I EZ 2 X,
s ETEPUEERREER.

« RAEPNGERNBELZEREM, USEMALRKLOHINEE, FINNKRIETR. AREEX A
Yival s

 BERSFFAF MK RY Citrix Analytics KF2IBIRIER S SIEM EZNN SR FRHITASH XEX,

SIEM £ X244

18/ SIEM EERIEETIERETE Citrix Analytics for Security =_ERIIbME Kafka, XA LG AT ’f
FEM -

 Kafka I/ : 20REH SIEM ¥ Kafka i, B1ER Logstash A& X4 iR IS
JKS X3 PEM XHHHIERIFMER, FHER SIEM 5 Citrix Analytics for Security o
M Kafka tifs, &0 LOEEH R EUERIERIPTIZERY SIEM,

+ Logstash 5|% : tNREH SIEM F21F Kafka i, MBALUER Logstash HUIEWKES |2, &
BI LU Citrix Analytics for Security B XIPLRZR#IEA XS Logstash 250 taHidE M 2 —-

BEFELUT SIEM RS REME, T HEEIEMWMEIM Citrix Analytics for Security A& SIEM AR

.
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Citrix Analytics Customer Environment
(On-premises and cloud)

A

o

| Tenant 1 topic

| Tenant 2 topic

Sentinel Workspace |

-‘/"0 LogStash Server

Azure Cloud

A/

Kafka

[ ]
ElasticSearch '.‘

| Tenant N topic |

Via Kafka Connector @
- CAS App

Splunk

FFEEE X AR

E{=1EM Citrix Analytics for Security fEHIZUE -

1. 23 igE > BUESH.
2. XAV U2 ¥R E R,

“ Data Export © Enabled (data transmission is turned on)
Al it set up o
SIEM Environment (]

Data Events for Export (]

ERRERSIESRR, BRI,

I&E SIEM i3S
ERBUES LR SIEM, ERATHRITUATIRE ©

- RBER Kafka ik P A S RIIERNE
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 THIUEREEHIZE SIEM IFE
- BTFSHEOBESHS

SIEM SHiKFigiE

1. BREZRIKF, ESMENLE > BiESH > BAKFIRE, BI5E R RNEEREK
Fo. REKPE, REMRERN Kafka FAER. EMREEXHE, XEFMERTEERAC

Account sat up

Step 1-Create an account

Create an account to allow Citrix Analytics to prepare a configuration file required for SIEM integration.

USER NAME PASSWORD " CONFIRM PASSWORD *

splunkAdmin_ mewess e Reset Password

Step 2 -Get configuration details

After you click Configure, Citrix Analytics prepares a configuration file. Download the configuration file and specify the required details during configuration oMSIEM

23

2. BEBBUENRKREX Y, IEBEXMHTE Kafka inm. ZEVFEITIH EFMA ID FFAER.
5, ERSTECE ST S M IRIEMEHERFTFERY Kafka A1 SSL B4,

smMm EMFIEIGE

IRIEEEEIR SIEM IFE, IBAT LU Citrix Analytics for Security S TIRSZERK. BEIRIL T 5ERE
LXzﬁHRﬁéEHEE'\*D SIEM % EEE -

s X

0 ?ﬂ ﬁ
o %X Sentinel
o SRMIEER

- HitifEAET Kafka 5% Logstash BIZIEIEEESHY SIEM
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SIEM Environment Setup I

Step 3-Choose one SIEM envircnment

A Configure ane SIEM service ol a time, If you configure multiple SIEM services simuliancausly, you might face configuration issues,

.ﬂ. Citrix Analytics Kaflke topies retain events for a maximum of 7 days only. Te avedd or prevent potential data loss, it is recommanded to
satup a data poll interval that does not excead T days.

Azure Sentinel (Preview) Elastic Search | | QOthers

Step4 -Copy Citrix Configuration Details

Copy the configuration file and specify the required details during configuration on Spunk,
Username: spld udmin_1xx3vibj62e0a
Hostis): casnb- rixcom:9084, casnb-lcltrix.comB 084, casnb-2 citric com: 8094, casnb-J.cltrixcom: 9094

Tepic name: cas.siome7abadt3-a488-4e5b-bidT-2032856df2fa
Group name: splunkAdmin_xe3vbiSo8a-group

Steps -Follow the steps described below:
1. Download and install tha Splunk add-on in the Splunk envirgnment.

2. Configure Splunk add-on by providing the Citrix Analytics configuration file datails on the Add [ata page of the Splunk environmant.

For detailed ingtructions, see the Splunk intagration docurmentation.

B3 Test SIEM Connection

Step 6-Send test data to check successful SIEM integration (optional)

Click the Send test data button for sending a test data to your SIEM environmant. This test data helps to verify if the SIEM connection has been suceassfully set or not.

Send test data

M Citrix Analytics for Security S HEIEH SIEM ARSSRIHIE
=

fE SIEM SHE—87, AMMERNEIESE

1. REARESG BUASH) - SRikPEEBMN SIEMIRERE, RIAKE (KEARES) NFE
MEEH SIEM 58, NCRARZIBEDEAFRNQTD. AP REXHNXPIEIRER, XLEH
#EE Citrix Analytics M2 F I8 E. BPITAPTURBREHER. BXAASEHEE. o
EAZEMBER, EBIASIEM BN RRIE.

2. BIERENS (AHESH) - itk4, EoUiBRES HINEE, WERT Citrix Analytics for
Security = REUERSHBFP S, YT Citrix FBRHITEEDN, RERBIERS
. SHNEHEERSME DT ARG AR~ RERRE. XEEHTITSH
TTERA H— 5 BT ERARNEM O, IR, HEENZEM IT EiigERayE
3E Citrix BB REHHEXEL

B, Citrix Analytics for Security ¥ F EH%:XF|Z8 SIEM, ATFUTEHIEIR : Citrix

Virtual Apps and Desktops™. Secure Private Access #1 Device Posture fR5%.

BXATANSEMAEE, TBENRMNER, B8R BUERE M
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2

£/ Logstash ZIBERIBMZF, IV Citrix Analytics for Security NP FERFHE B

X, H7TE Logstash fRS5EFE LHITERT. XrIHREIZEMNBIERSEHR, AEEMH
IIERITE SIEM ZR5|HET A,

Data Events for Expart

Hisk insighi everas

Fisk Insighl o o
s
) Fiu irciight vt an enatiiad by defatt
fipes md Deskings S
Seoure Privste Aocess i )
Nesice Pashire ssrace —

SIEM £E R FEHERR

‘REBESHMELS— M REEED+, FJEEESBIERE Citrix Analytics BY SIEM S/
Ao FHERNERED | SMNEI B THREHFFIRZNNER, REBIESITINAMRIIAL
1o

Security Performance Settings Help Search

Data Export © @ pata Export On

Configuration

(@ View Data Export Quick Guide

Available Data in Citrix Analytics Available Events for SIEM Consumption Data Consumption by SIEM
in the Last 7 days:

4 Data consumption status (0

Data sources onboarded () 493 ® No history of data export

Total events available
A\ Pato processing is turned off for the
following data source(s).

* Content Collaboration Insight events 379
Go to Data sources and turn on data Data source events 4
processing to allow data export to
SIEM.

View events of the last 7 days

Onboard data sources
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BETHEXILENESER, FEH SIERIES LR,

Splunk 5%

¥ Citrix Analytics for Security 5 Splunk 5£5%, S HF(/zh-cn/security-analytics/siem-integration/
entity-data-model.html)f&89 Citrix 1T IFRARRI AP #IER Splunk, MITEAT BIEALNEZ SR
o

B XERMBURLZIXE] SIEM HNEIBHIEEE, 1555 (/zh-cn/security-analytics/siem-

integration.html),

AT EE T ## Splunk BRES EHXABERNMLIREE, 1FE1H XA Citrix® FEE7E Splunk £8Y%
WTRZFAFZRFRY Splunk 2849 215,

SCI Citrix Analytics for Security™ 5 Splunk BYSERK
IEEELL ISR Citrix Analytics for Security 5 Splunk 55 :
« (#data-export). Citrix Analytics for Security 8IZ— Kafka @18, HSHXRARMBIERS
%, Splunk MiZBEKR R XL ER.

« JREX Citrix Analytics ERIECE., NEREIFIE Xk P SIEZ B A IIEE S, Citrix Analytics for
Security R/EF—MECENX G, HIZECEER T Splunk BY Citrix Analytics BNz 4.

+ (#download-and-install-citrix-analytics-add-on-for-splunk). f$F Splunkbase &% Splunk Cloud
T#; Citrix Analytics Add-on for Splunk LFeR &2t 72,

« (#configure-citrix-analytics-add-on-for-splunk). {8 Citrix Analytics for Security FeHHIEZ &1
MERIRERIRMA, FHEEEHT Splunk BY Citrix Analytics MR %

Citrix Analytics FeEX & TG, 1H5HA !

 (#reset-password-capability)

* (#turn-on-or-off-data-transmission)
BCESE T Splunk B Citrix Analytics MiNBEE, BRI :

* (#how-to-consume-events-in-your-splunk-environment)

o YAIERESE AT Splunk BY Citrix Analytics N B2

BIESH
1. ®BIGE>BIESL
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2. TEHFIGEERDF, BIiEEAF RMEBERCEK, WIKP BT ESERAFNRENX
o

Account set up ]

Step 1-Create an account

Create an account to allow Citrix Analytics to prepare a configuration file required for SIEM integration.

USER NAME PASSWORD * CONFIRM PASSWORD *

3. WREREUTRN !

Password must :
= Be 6 to 32 characters long.

=+ Contain at least one upper case and one
lower case letter.

= Contain at least one number.

= Contain at least one of these allowed
special characters _@#5%n&*

= Mot contain spaces.

4. EEEE

Citrix Analytics for Security 4% Splunk E£RFFEHECEIFHER.

Step 2-Get configuration details

After you click Configure, Citrix Analytics prepares a configuration file. Download the configuration file and specify the required details during configuration on SIEM.

Configure

5. %E&E“Splunk’,
6. SHIRBFAGE, HPERAF%. £V Kafka EBBIAHL .

REEXLFMER T RERS S BHPEEIEHA T Splunk BY Citrix Analytics FIANZE %,

XEFMAERRYR, BUITFEEFHEEREME,
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SIEM Environmant

Step 3 -Choose one SIEM environment

“ Configure one SIEM service at a time. If you configure multiple SIEM services simultaneously, you might face configuration issues.

| Azure Sentinel (Preview) | | Elastic Search Others

Step 4 -Copy Citrix Configuration Details

Copy the configuration file and specify the required details during configuration on Spunk.
Username:
Host{s):

Topic name:

Group name:

Step 5 - Follow the steps described below:

1. Download and install the Splunk add-en in the Splunk environment.
2. Configure Splunk add-on by providing the Citrix Analytics configuration file details on the Add Data page of the Splunk environment,

For detailed instructions, see the Splunk integration documentation.

E9 Splunk ERERRIEEIE, BAED—THIEREAHIELE, I EANRSEFEMINE, X

HBhTF Citrix Analytics for Security EEJJ Splunk ST T2,

EETEINEE
AR IZABLE Citrix Analytics for Security L EEBRBZE, BEHRITUTSE !

1. EARE TTE L, SHEEEE

Account set up

Step 1-Create an account

Create an account to allow Citrix Analytics to prepare a configuration file required for SIEM integration.

USER HAME PASSWORD * CONFIRM PASSWORD *

2. T EBFBEEO N, T HER N BARER FRAPEEEHNENED. 78
o

Password must :
» Be 6 to 32 characters long.

= Contain at least one upper case and one
lower case letter.

= Contain at least one number.

» Contain at least one of these allowed
special characters _@#5%a&".

= Mot contain spaces.

3. BHEE . MEXHHEETIEERE.

B1EERNEEN
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Reset Password X

NEW PASSWORD

raEmEm .

CONFIRM NEW PASSWORD

EEEsEEREERSEE

A\ Ensure you change the password on SIEM to continue receiving events
from Citrix Analytics.

X

SERE®REGE, 1BESWE Splunk IMERYZRINBIE T1H _LigEHIERMANEHHEL. XF
BhTF Citrix Analytics for Security 2¥4E @ Splunk E5EIEEE,

B AR ABETR

Citrix Analytics | Splunk #IES HIVEIREREINE R TR FEBRKRS,
E{Z 1k M Citrix Analytics for Security f£ia80E, BHRITUTIRE

1. %398 > BESH.
2. XA R BHEE .
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Enabled (data transmission is turned on)

Account set up [ ]

SIEM Environment

Step 3-Choose one SIEM environment

A configure one SIEM service at a time. If you configure multiple SIEM services simultaneously, you might face configuration issues.

Splunk l Azure Sentinel (Preview) J l Elastic Search I l Others

Step 4 -Copy Citrix Configuration Details

Copy the configuration file and specify the required details during configuration on Spunk.

-1.citrix.com:9094,casnb-2.citrix.com:9094 casnb-3.citrix.com:9094
89cf-7a40c3662a4b

Step 5-Follow the steps described below:

1. Download and install the Splunk add-on in the Splunk environment.
2. Configure Splunk add-on by providing the Citrix Analytics configuration file details on the Add Data page of the Splunk environment.

For detailed instructions, see the Splunk integration documentation.

EERERBIEER, BITATRERE,
& T Splunk BY Citrix Analytics FiI4A {4
eI LUAEEUA T E—F e LR EWMNBAER

« Splunk Enterprise (EE!3%%28)

 Splunk =¥&

& T Splunk B Citrix Analytics HIN4AH (A3t/AkhR)

B2 51: 0] TF:S
Citrix Analytics for Security T TRIER S _Li#1T Splunk &AX -

CentOS Linux 7 RESARA

« Debian GNU/Linux 10.0 X E S kA
« Red Hat Enterprise Linux Server 7.0 X E & hkA
« Ubuntu 18.04 LTS MEEARA
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p=d

L

« Citrix BifER LR ERGNRRA, = MR N FFRIRRA.

o XtF Linux A% (64 fiI) #R1ERSE, 1BEMA Splunk XIFHIAKMRE. BEXEZELR, 18
%l\ﬁj Splunk Xﬁo

&R LUTELLF Splunk M7 EEZEFATAY Splunk ££6% © Splunk 8.1 (64 1iI) &MEShRA.

FoREMH

BT Splunk B Citrix Analytics HiIIA & ZE#EES Citrix Analytics for Security LB Fimso
TR RIX L i S I RIS T F R,

=

Kafka 1CIE

<E X5

casnb-0.citrix.

com:9094

casnb-1.citrix.

com:9094

casnb-2.citrix.

com:9094

casnb-3.citrix.

com:9094

R B X 32

casnb-

eu-0.citrix.com:

9094

casnb-

eu-1.citrix.com:

9094

casnb-

eu-2.citrix.com:

9094

AR

casnb-
aps-0.citrix.com

19094

casnb-
aps-1.citrix.com

19094

casnb-
aps-2.citrix.com

19094

S ERHERBTAR IP #ll, IRmAIA

IP Mt AT RE R e

TRHREEATF Splunk B Citrix Analytics MihnZA 4
IERILOAERE R MNXHRENARRF ST Splunk IREARREHT A G,
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MXHERENRRER

. %) Splunkbase,

=

. FEEEAT Splunk BY Citrix Analytics Hi0£E 4 3 4,

. 7E Splunk Web 01 t, BENARRE ZHNEILET.
. BEMXHERNBERF

C BREITHEOXYE, ARREEE

N

w

IS

(3]

&3

o SNRIEBIRRARMIMAY, BERFARNARRF UBEE,

o NRIFEFEMNET 2.0.0 BIRRAFK Citrix Analytics Add-on for Splunk, T4 75
PRETINLEfF 2 SR BY /bin X RPAZTHITXHNX AR, HEFEHERN
Splunk Forwarder 2§ Splunk Standalone If3% :

cd $SPLUNK_HOME$/etc/apps/TA_CTXS_AS/bin
rm -rf splunklib

rm -rf mac

rm -rf linux_x64

rm CARoot.pem

rm certificate.pem

6. WIENARZFES BT NARRF FIRF,

M Splunk REBRENRIEF

1. 7£ Splunk Web £T1 t, BH+EREZNHER

. ENRESNARRRTIE L, #3R Citrix Analytics Add-on for Splunk,
. BEHENAREREUNRE

. WIS BTN BRERYIRF.

N

w

IS

ECESERAF Splunk B Citrix Analytics FiiNZE &

£/ Citrix Analytics for Security et RVECE ¥ 4(E RECEE AT Splunk BY Citrix Analytics FiinZa
. RRINECEMINNLEMHSS, Splunk FFEEM Citrix Analytics for Security WK EH,

1. 7£ Splunk D1 L, FHIZE > BERIA-

© 1997-2026 Citrix Systems, Inc. All rights reserved. 215


https://splunkbase.splunk.com/app/6280/

Citrix Analytics for Security™

Messages » Settings - Activity Help = Find

KMOWLEDGE DATA
Searches, reports, and alerts
Data models Forwarding and receiving
Event types Indexes

b 2R Tags Report acceleration summaries
Fields Virtual indexes
Lookups Source types

H’i User interface

itori vanced searct DISTRIBUTED ENVIRONMENT
Monitoring Advanced search

Console All configurations Indexer clustering
Forwarder management
SYSTEM Distributed search
Server settings
Server controls USERS ANMD AUTHENTICATION
Instrumentation Access controls
Licensing

2. EARMIIALISH, BEECitrix Analytics MDA E

Local inputs
Type Inputs Actions
Files & Directories <] + Add new

Index a local file or monitor an entire directory.

HTTP Event Collector 4] + Add new
Receive data over HTTP or HTTPS.
TCP 8] + Add new

Listen on a TCP port for incoming data, e.g. syslog.

uopP o] + Add new
Listen on a UDP port for incoming data, e.g. syslog.

Scripts 5 + Add new

Run custom scripts to collect or generate more data.

| Citrix Analytics Add-on | 0 + Add new
Enable data inputs for Citrix Analytics

3. BEFE.

Messages v Settingsv  Activityv  Help~ | Find

Citrix Analytics Add-on

Data inputs > Citrix Analytics Add-on

filte 25 perpage ~

here are no configurations of this type. Click the "New” button to create a new configuration.
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4. TEFRINEEETIE L, %A Citrix Analytics BRE X4 PIRERIFAE S,

PeHERD [ ] <Back Next >

ct Done
Files & Directories
Upload a file, index a local file, or monitor an entire di

Name
HTTP Event Collector Name for this Citrix Analytics input.
Configure tokens that clients can use to send da
HTTPS User name
TCP / UDP User name provided during Citrix Analytics configuration
Configure Splunk te listen o bassword *
Passwi

Scripts Password provided during Citrix Analytics configuration.

Get data fr,

Confirm password

Citrix Analytics Add-on )
Enable data inputs for Citrix Analytics Hostls)

Combination of three host na
provided in the Citrix Analytic:

e ports (comma separated)
configuration file.

Topic name

Topic name provided in the Citrix Analytics configuration file.

Group name *

Group name provided in the Citrix Analytics configuration file
Debug mode
Enable/Disable debug mode for modular input

More settings

5. ZEEEXINGE, FROEZREHIKELIERA. ERIUENXBECH Splunk 351 %
MURSEEL,

Add Data e Bl

Select Source Done

Files & Directories ~ .
opic name provided in the Citrix Analytics configuration file
ndex a local file, or moniter an

Upload a file,

Group name *
HTTP Event Collector
Confi
HTTPS

Group name provided in the Citrix Analytics configuration file.

igure tokens that clients can use to send dat:

Debug mode
Enable/Disable debug mode for modular input
TCP/UDP
Configure Splunk t:

Interval

Scripts

Get data How often to run the script (in seconds). Defaults to 60 seconds.

) ) Source type
Citrix Analytics Add-on

Enable data Inputs for Cltrix Analytics Tell Splunk what kind of data this is so you can group it with other data

of the same type when you search. Splunk does this automatically, but
you can specify what you want if Splunk gets it wrong
Set the source type Automatic A
When this is set to automatic, Splunk class ns the
sourcetype a atically, and gives unknown sourcetypes

placeholder names.
Host

Host field value

Index
Set the destination index for this source.

ndex default v

6. BEHET—%, &/ Citrix Analytics BIERA B B2, FBEERT Splunk B Citrix Analytics Fifil
B ERINEEE.
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&FTF Splunk BY Citrix Analytics ftI4AHE (=)
BRI LATELLT Splunk hig2s EECETAIEY Splunk £E6% & Splunk 8.1 & Bk,

FoREMF

iEATF Splunk BY Citrix Analytics MIINAHZERZERILT IP flHnEwO, LUEREE) Citrix Analytics for

Security, BREHNMLHREFUT IP FEHiEHA EURFE Citrix Cloud™ Xi5) . EfEXLE
IP B uhiwO, E2AEREERREBIRSS (ACS) & Citrix Analytics IP FH ik CZRINR Splunk

Cloud R¥FFIR"E 5

EEH IP HH ekt [y dezh ) IP HH ik % N IP HH ikt
X A X A X A
ok 20.242 9094 HAE - 20.229 9094 54 . 20.211 9094
casnb- .21.84 casnb- .150.4 casnb- .0.214
0 eu-0 1 aps-0
citrix.c citrix.c citrix.c
om om om
5% - 20.98. 9094 casnb-  20.107 9094 casnb-  20.211 9094
casnb- 232.61 eu-1.ci .97.59 aps-1 .38.10
1.citrix trix.co citrix.c 2
.com m om
Hodk - 20.242 9094 HogE 51.124 9094 54 20.211 9094
casnb- .21.10 casnb- .223.1 casnb- .36.18
2.citrix 8 eu-2.Ci 62 aps-2 0
.com trix.co citrix.c
m om
5% - 20.242 9094
casnb- 57.14
3.citrix 0
.com

XEE P AP RERIC M, IBHARIER IP IFHIRS LHETRIRFRE IP HUHRIFES B
o
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EFAEEAERSS (ACS) F¥ Citrix Analytics IP 331 H ik¥E 712 Splunk Cloud 5z

1.

2.

ARAEIERY Citrix Cloud X35, HAEMIURINBITCIFFIRARY IP Hidk,
7£ Splunk Cloud Platform FEREIEAERS (ACS).
FHREEEIEANRNAMMK, N FNREEDE,

iZ1T cURL GET #1 POST @ FFMARMEIMEN RO EMRIFFR, HIEIEE(I'E ERINA
i

i51T cURL GET #1 POST s LU LG OARMEIRIFSIR, HIIEE(T'E BRI,

THEHHREFEAT Splunk B Citrix Analytics MinZ &

1.

#3| MR > ERESNAER > 83KEHT Splunk B Citrix Analytics MiINZA A

(/en-us/citrix-analytics/media/add-on-for-splunk.png)

. R AIER,

3. BIINAREFRSERE NARERTIERF.

ECEEATF Splunk BY Citrix Analytics MihNAE %
1. #%3) g8 > BB A > Citrix Analytics FiinA L.

(/fen-us/citrix-analytics/media/citrix-analytics-add-on.png)

FONEEA ¢ Splunk 55K | Citrix Analytics for Security, 28 ZRINFTIN

(/fen-us/citrix-analytics/media/splunk-integration-input.png)

B35 ATE Citrix Analytics BUESH TiE _EABRIFAE ERECEBIER A
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4. FIHERBIERA RS ERZIAIN.

splunk

Citrix Analytics Add-on [ e |

Data inputs » Citrix Analytics Add-on
Showing 1-3 of 3 items

filter

25 per page
Name ¢ User name ¢ Host(s) ¢ Topic name ¢ Group name ¢ App¢  Status ¢ Actions
xperfa splunkAdmin_performance_todvbj6909a  casnb-0.c xport.8d5f623a-afac-411f-9d01 splunkAdmin_performance_1ovbj6909a search  Enabled | Disable  Clone | Delete
9260 group
_performance._ casnb-0.citrix.com:9094,casnb-1 citrix.com:9094,casnb- wsa.dataexport 4bc74dd5-8b1-4815-80d9- splunkAdmin_performance_eOb2k3stigh- search  Enabled | Disable  Clone | Delete
2.citrix.com:9094,casnb-3 citrix.com:9094 ebO1dabdacad group.
prodtest splunkAdmin_e0b2k3stigh casnb-0.citrix.com9094,casnb-1 citrix com:9094,casnb-  cas.sies m.5f1b0f08-af43-4c10-a61c- splunkAdmin_eOb2k3stigtt-group ~ searc h  Enabled | Disable  Clone | Delete
2.citrix.com:9034,casnb-3.citrix.com:9094 36c427994e04

SNMAIFESRRY Splunk FFIEHH B A

ECEMINZA4fS, Splunk FFEAM Citrix Analytics for Security 1R X L1EIR, &0 WIBIEED BRIEIE
HA, TE Splunk #E3RLPHRIEREFALRNEML,

RRERUUTERAET !

BRI

{"event_type": "indicatorSummary", "indicator_category": "Acceaa",
"indicator_id": 200, "indicater names": "Jailbroken / Rooted Device
Detected", "indicator_uuid": "1b57c3be-0000-000-0000-0000000COO",

"rizk probability": 1.0, "tenant id": "notecloud", "timestamp™: "2017-11-16¢
22:58: 55", "pger i1d": "testuser00001"}

ERERMIFARMI AR, FEAUTIEERER !

index=_internal scurcetype=splunkd log_level=ERROR component=ExecProcesscr
cuﬂ_aicrr._can.su.mcr

ZRUATRAER
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Marey Saarch

o = ] | ek i s v eka] L gy s st - il e e

vl apspr Lot e T D 41 Do me i na i s onnne iy

BXRBUERANERZER, 1:51;3@ ERTF SIEM El’J Citrix Analytics XE& R0

BEBR Splunk ki Citrix Analytics M40 &

WNRIETE Splunk ZEFINRFPEARBNEAEIE, HEFEEE Splunk R Citrix Analytics N 4T iEE!
B, FRITERSBRERZDE, BXEZER, HSRSplunk Ak Citrix Analytics FIANZE£4EY
A& n) &,

JEEXZR mailto:CAS-PM-Ext@cloud.com {IREX Splunk /. FFEIES HE Splunk SRR

IR ERIEE B,

Splunk hR Citrix Analytics i FAT2FF

IR PR AR b T TR B ER o

Splunk hiz Citrix Analytics N FBF2F & Splunk Enterprise EI2 G RENR L E B HER 1] B ol ERVZEHIR
F=U1E Splunk _EZ&EF M Citrix Analytics for Security YER P 8B, FRAXLEESINR, EaTLiF
M7 RRALRTPRAFRIXLITR, HREREGEREREE AR, EERTLURFM Citrix Analytics
for Security INERVEIES Splunk EECERIEMHBIETR X BAEER, X XBXEEERBNZS NIRRT
FER P RIXPLERD, FHREGERARIFERN IT FR,
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F#EH Splunk iRa
Splunk hR Citrix Analytics N FATZF7ELL T Splunk hRA LiE1T ©

« Splunk 9.0 64 fiZkR7A
« Splunk 8.2 64 fiIkx7A<

« BE 5 8.164MI
.

Splunk kR Citrix Analytics R H o/ Rt
« &% Splunk Ak Citrix Analytics MinZE 4,
« HAfR Citrix Analytics for Splunk MM HRIDRAZ A EHRE.
o FREWELEM Citrix Analytics for Security 5i[E Splunko

REMCHE

EAARENAER?
Splunk 823k

RN ENBERF?

1ERI LGB M Splunkbase THEEUM Splunk RERZ E= K& EER T Splunk BY Citrix Analytics [ F3
2o

MXHRENBERF

1. ¥3| Splunkbase,

2. TEEEHT Splunk BY Citrix Analytics N TR X5

3. TE Splunk Web £T1 L, $F Apps ZUEHE R,

4. BEH NXXHRENA.

5. #EITFHHXHE, AFET Upload,

NREEIBRABNNBIER, 151%#F Upgrade app UEETE.

6. WIENARZFES BT NARERF FIRF,

M SPLUNK NEPRENRERF
1. 7£ Splunk Web 01 £, BH+EXREZSNARERF
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2. ENREZNAER TIE L, BREATF Splunk B Citrix Analytics K BTERF",
3. BENAREFRZONRE

ECTESR5 | FRE B LA X BR iR
1. RENAREFE, S UENLE

0 Install successful
App setup required

You must set up your new app before you can use it

2. WMAMTES :

« 7ZE3R B Citrix Analytics for Security FIEIERIZRS | FIRZEEY,

XL IFEM S Splunk B Citrix Analytics MNZAE s EREIRRE. B X F4H(E
2, 58

#EZE Splunk BY Citrix Analytics FifiN£A {4,

o IRELIFEIES Citrix Analytics for Security X BxFIZR5 |,

Citrix Analytics App for Splunk configuration

To configure the "Citrix Analylics App for Splunk” app please provide the following two basic searches
Enter query to search Citrix Annryﬂc_s avants:

i Index=<define your index> sourcelyRe=CAS.. SIRM. SONSUMEr ]

Enter query to search events to correlate with Cltrix Analytics events:

Index=<define your index>

Finish App Setup

L1
3. BESTRMNARRFIZE USTHECE,

AoBHI%E Splunk BY Citrix Analytics BB ERFfG, f#H Citrix Analytics #EHI#k 7 Splunk EEEHR
PEM4,

B X Splunk ERHEZER, HERLTHE -

° Kﬁ*ﬁ- n_.\:%:! ?E%EE
* 3&HF Splunk BY Citrix Analytics 2B 2R, IMBTE Splunkbase Figfit
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Splunk 28495 Citrix Analytics B IRz FETERE
Splunk BREEZUT=1ERNEEM :

e S
- &5
g £3

Splunk SZ#FZMEHREWENS], BEITEMNEIERIE Splunk 1, UEXMHEBEITRS|IHEHER
IR, EMSENERL R BRIBERZ LR

BTN AR R EEER LSRR, MARBRERIRE. AN, BRTVREMLEE
(140 json. csv. tsv) BUBISNENR, BREASZRASHBEEEFTAEY, RLEXERITEM
SERHR HERAIRE

ERMHE—MEE A Python, XERFESEMFETE Splunk HEtxF BEITTTRIRIR LI AR
BFEARE, EERLSMEEHNKER,

BRRARNBENERLRZENETEXFNET, ERFARIITENENEE, HIT53R5(231E
FEHTHEE, MERERIMEEGHEAKRRHHITERS . XEREUE LSRERIERHFIRIBESHRER
BANEMHITIRE, IIBEERR. LISMKE. BTFMRINNBAEREGTER Splunk Enterprise
7, AtEAIUEERTERE Python HIXF EEHITEMBIBKENERLBA, HERH
Splunk HTTP SE#4 &8s (HEC) AV =

BiEWEEE, SWNHEHATRFIZAE, HFUAERNAFiE.

ERFRREZENTFESNEEIER. BRAURTFARS, ARTESDNERER EREN
BHEPRIER.

WE, Splunk MM BEFIPEEWER (Splunk DIVER) , MEINTMNERIRN AREFREEEER
B (Splunk Cloud £&) . TEEBEMNAMEFES, ERILIRFREX=1"E2BEEE Splunk =L
(A EEIRSIRIEE)

WERZER Splunk N AREFHEF AN, BRMAEIULZENIIINAERER. ErIUEEF
IMETHRERREE, WeILE Splunk Cloud KB FRMIASIEEIESRRLETE,

BB TEL Y #2 Splunk S3ATRIMIINN BI2FRVERE LA
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Splunk > cloud

Search Tier Indexing Tier Collection Tier (Cloud)

Core Search Head (s) ' —
: I _|
]
]

i\ rbj
> 88 8

“““ Input Data

* ::O\ @ Manager1illsee DCM)
HEC Endpoi
Premium App (Elastic Load aai:wl
Search Head(s) i
Rest APITCP | | HTIP/STCP | | Splunk Forwarder
8089 443 TCP 9997 (TLS) @
r

L )

Splunk

Add-on App
Collection Tier @ 4
=Q l%j E:':I | =< ) s et
Hybrid Search ] Deployment
Head (optional) i Netwerk L server
Customer Environment (On-premises or Cloud)

FIREG RS A SIEEIESS (IDM) 2 Splunk Cloud BIEMEEEE T = (DCN) FISEH, ¥
FHAEFIERI A, M TFREBEISCENMIBEWETK, KoJLUfER Splunk ERL L B[/ EEVIF
EREREMEIE DCN,

Splunk FEIFMNEFRIFRE. R IFMERYIE. —MHBIEKELRZEET API, X{ES Splunk 88
PR FEEEMRSAER N BIEFTEE, X API AT EHE REST. Web ARSS. IMS #1/5¢ JDBC
EREIENE], Splunk MERE=AHLKAREBRME T —RIINAIER, XLENAZERET Splunk
RRICI ARSI API RRE, XENAREFBEFTETEDN Splunk BIVRGREF BEEBIZTT.

AT HEET AP IREBUE, @R FERERIREEN DCN, B LIHRILBAR R RINEER
R, ArellaaxB@EneEE, FREBEEMNLERIES. XETCIEEET API IREK
EHENHEE LT Splunk SEAI#HITERS | ZRT#ITRIE,

EIFA T % Splunk Cloud ERERRAKZEM, 7EEIH Splunk Validated Architectures.
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& F Splunk BY Citrix Analytics ZEHlHk

3% : Citrix Content Collaboration™ #1 ShareFile B5xR|E & EARRLRLE, FEXAFP YA,

IHETNEERL T T B3 B B

FoRFMF

EFERALLT Citrix Analytics ¥k, EMARZEERBHIEE T EFHTF Splunk B Citrix Analytics [
RERF,

AP KT8

IR HEBRPESNEAFANEEHE. AFEKEE (B B B) #1703 XK
AMETFRAEDPNEERRL, FENMDEXKRTD. BXENEAREENESER, B5H
FA P ZEH#Ro

EERIITESINR, B8 E Citrix Analytics- IR > Citrix Analytics- P K& 8%

splunk Apps v

Overview Citrix Analytics - Dashboards v SIEM Correlation - Sample Dashboards v Dashboards Search

: es|Overview
Overview

Idepti . The users are categorized based on the risk levels- high, medium, and low.
behay  CITIX ANATylcs - RISK ndicator Overview

C1‘“ v Citrix Analytics - User Risk Scores

Seled] Citrix Analytics - Risk Indicator Details

Las Citrix Analytics - Entity Details

Citrix Analytics - User Profile Overview

. Citrix Analytics - Received EventJ
—_—

PeETL BB RS B E X ESEE, UEEEXKAF R EREFRER.
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Citrix Analytics - User Risk Scores Overview

Identify the users who are a threat to your organization. The users are categorized based on the risk levels- high, medium, and low. Each user is assigned a risk score based on their risky
behavior.

Select Time Range:

Last 7 days - Hide Filters

12 9 1,512

High Risk Users Medium Risk Users Low Risk Users

Timeline - User Risk Profiles

Fri Jun 25 Sat Jun 26 Sun Jun 27 Mon Jun 28 Tue Jun 29 Wed Jun 30 Thu Jul 1 FriJul2
2021

1,000

Number of u

B Lowriskuser B Medium risk user I High risk user

BRLAR KRN TRES
- FIF BT R, BEMA L Citi Analytics - SEEHE BERBIR EEES X ARG
TRHEAES.

« RIMSRURRK | IETFIF AR NRE T St R NSRRI

- BRERMRRAT | RRRTEMERRRRASNRA RN ISR,

- BIREBRIOAT | FTRE TR ERGAR0AA NN THE,

- WEEMRIRAT | KRR TR RL AR P AR RIS T

+ RIS | KRR BREITS,

X RILOEE A P 2B R A P H R R IR E R

BXFAER, BERENREER,

Search for User:

Risky Users
Compromised endpoints risks ‘Compromised users risks Data exfiltration risks Insider threats risks Risk Score
User = found = found = found = found + s
1 0 ) 0 0
2 0 0 ) 0
3 0 0 0 0
4 0 0 0 0
5 0 0 0 0
6 0 0 0 0
7 0 0 0 0
8 0 5 0 0

i =t Ui
BN RARIR AR P i R IR AR 5 B 1

EEENEFRNR, FEE Citrix Analytics- {{FRHR > Citrix Analytics- XEISHREER,
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Overview Citrix Analytics - Dashboards « SIEM Correlation - Sample De

Cltl E’ltrix .v_f%.nalytics - User Risk Scores DverView
L e L

ldenyi lipted with an entity and th

v Citrix Analytics - Risk Indicator Overview

Seleg tpr Type: Selec

Citrix Analytics - Risk Indicator Details
Las v All

Citrix Analytics - Entity Details
Citrix Analytics - User Profile Overview

Nur Citrix Analytics - Received Events

1,000

ERIFINEERE
BT ERE— TSN IR RIEZR K LT

- WHEBEE : EEFAESEES A E X EEE, UBEHZREAABX LIS

o MPLfEtRIER! | EEX ISR | RESEE Xo.

o SRR | EE— AP UEERE X XIS,

o B EEDROLUREBIEIR. fetR3E5). SRR, IEIRRE B SHA R N AR ST
H, HEEMEXBINLIET.

Citrix Analytics - Risk Indicator Overview
Identify the built-in and the custom risk indicators associated with an entity and the types of risks faced by your organization

Select Time Range: Select Risk Indicator Type: Select Entity Type: Select Group Criteria:

Last 7 days - All v Share - xX Entity type * X m Hide Filters

EERS
ERUTRE, BEEFE—THZS N EHRERNLETIIFARER -
- MARNXRIEIRRE | B RFmERIE AR RN E, A IHRE AR K ERNRIE A
Xigo UES, EAILURBIHLR R EBRKFLER.

o MBLFEAREE AV S SEARTHAIME—SEARTHY | B RS NIERM N S FH4ME—F 4, ERLL
REAHRBIB N KIS A E B RIARARFHNEEX ISR, EERILGRAIEZDHE—RAF
iR THREXBLIEYT, FHIOBZNXRIERERRAEZ R/ NIA P A AR,
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- RUBXISHNREER | ERAPEREUEMANXIRIEIIEE, ERIKRERFERES
KA R, HOEXEMREREARTERE N

- REHERFAER | BB X NIUISRAFAESR, FIM0XEREBIER. Ein3ea).

RERE,

Number of Risk Indicators Triggered

1000

SatJun 26 SunJun 27 Mon Jun 28 Tue Jun 29 Wed Jun 30 ThuJul 1 Fri Jul2

Attemptio ac. lacki

Total and Distinct Entity Count of Risk Indicator Events

Excessie downloacs

Unusual authentcation faure

raghavmetaate

HEPRIE RN

1750

2000

2250

Number of Risk Indicator Events +

0 250 500 750 1000 1250 1500
Fobol Testing Modi
— Unusuat authertication . Workspace-A_skonnot= 1. = raghavn Total events Unique entities
Risk Indicators by Locations
+
® 2 A
-
4
>
°
.
°
O
Risk Indicator Details
Data source Indicator category + Indicator type + Indicator name *
Citrix Content Collaboration Data exfiltration builtin Excessive dounloads
Citrix Content Collaboration Compromised users builtin Unusual authentication failure
Citrix Virtual Apps and Desktops Data exfiltration custon raghav-metadata
Citrix Content Collaboration Insider threats builtin Excessive file uploads
Citrix Endpoint Management Compromised endpoints builtin Unmanaged Device Detected
Citrix Access Control Compromised users custon Reputation not= Clean Access AND Reputation not= Unknown Access
Citrix Virtual Apps and Desktops Compromised users custom SR =Event-Type=Citrix.EventMonitor.AppStart AND App-Name=chrome
Citrix Access Control Insider threats builtin Attempt to access blacklisted URL
Citrix Content Collaboration Compromised users custon Event-Type not Share.Create AND Event-Type not Share.Delete
Citrix Access Control Insider threats builtin Risky website access

RetstriF4ER

2084

473

104

49

48

48

44

IERHINRER A X B A MR HRNEN B EXKEIERIIFAER. BX1FAES, 1B2HCitrix AR

MBLAEHRA B E X R HEIT.

BEENRR, H8E Citrix Analytics- YRR > Citrix Analytics- KSR I¥HE R
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Cltr Citrix :_&nalytu:s - User Risk Scores )eta"s
Overview

Detail | the user events

Citrix Analytics - Risk Indicator Overview
Selec b
v Citrix Analytics - Risk Indicator Details

Las -
Citrix Analytics - Entity Details

Selec Citrix Analytics - User Profile Overview

All Citrix Analytics - Received Events Be Filters

ERRFUERRE
BTER— TSN HEFIRERNLIEREFARER

- BESEE : EEFRAESEEEE EXRESERE, UEHZHAEMA X REERIIFAER.

o KR | EE— AP UEERX NIETRNIFARER.

o MBEIEIRAER! - EERNESHE X NIERERUEERLFAER.
o BUER - ERBUERUEERE X KRIERRIFARE R,

o KIBLIEARER - IEF XK RIUEEE X NPLIEIRHTIF4HE o

o RBEHEAR - EEFEXLIETUEEHIFAER.

EERE

Flan, MSEFEREIEIRSIRSD, %% REBHIIELRMK (Citrix Content Collaboration) , B

R332, AREEUTER:

« SXputEts X BXAYAT 10 (AR
« XPRistREVIF4RER, Hlan

o fi& B EAFAT &)

o X EHEIR

o X XL

o REXSE(K ID MR SLiA3ER!
o MPLEM - B PHE

o AR EMHHIX LR
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o MPSIEFRRYME—ATIR (UUID)

Details about the various risk indicators associated with the user events

Select Time Range: Select Entity Type:

Last 24 hours - User - All

Select Risk Indicator Type:

Select Data Source:

“«
S
“«

Al

Select Risk Indicator Category:

Select Risk Indicator:

Unusual authentica.

- x

Top 10 Entities by Risk Indicators

08 1 12 14 16 18

I Unusual authentication failure

E RN PLIEARRI T BYAT 10 DR, BEHE—PSLARE Citrix Analytics - SSEFHARERUERR

FEEHBFAER

Risk Indicator Details

Risk Indicator

Date and Time + Data Source Category + Risk Indicator Name

2021-07-
01721:29:597

Citrix Content
Collaboration

Compromised users  Unusual authentication

failure
2021-07-
01721:29:597

Citrix Content
Collaboration

Compromised users Unusual authentication

failure
2021-07-
01721:29:597

Citrix Content
Collaboration

Compromised users  Unusual authentication

failure

Entity ID +

6e130e9b@7e28beal78eef5e21809150ce 7Tob@5da8d821 fbcf f235b962796586

102854bc92af241d303ab4c3cct2ec969a0c64c6998757032933728b1d10a848

dc61f@b0a3218cb5f1925778069c112a4236d40e7312dd8 170e8%eeabe?17714

Entity
Type *
user

user.

user

B REEFRFRER RPNE—1T, IEEMEXRIETHISEREE.

o

Severity
nediun

medium

medium

Risk

Probability +  Risk Indicator UUID %

1.0 babedada-34cd-5266-bc36-
1142a4e9278c

1.0 £594a2bf-8121-5231-ab32-
a2e3735ee6d5

1.0 6728f113-dc3e-5986-967e-
262748b0d06b

SHFAERNREE

T RPISIREHREE 09, BT Citrix Analytics Ul §E3E A]E M Splunk Bk3%E Citrix Analytics
for Security™ FRYRFBEIL. EAFMNEIZ L, EEXKRIER. XEKEHURAZAFRNANE

e 1Fo

BEXEMHRHENEHFAGRNESER,

Risk Indicator Event Summary

« Indicator UUID: babedada-34cd-5266-bc36-1142a4e9278¢

+ Data source: Citrix Content Collaboration

+ Risk indicator category: Compromised users.

+ Risk indicator name: Unusual authentication failure

+ Citrix Analytics Ul link: https/analytics-staging.cloud.com/user/ey JoaWdob...oic2IIbSJ9

Risk Indicator Event Details

Date and

E2IRERT SIEM B Citrix Analytics 2B o

city country  device_id entity_type  indicator_vectorid indicator_vectorname
Time 3 s client_ip + + s entity_id ¥ s s s
2021-07- NA Tfcdef4547a054315fe9a9614e012fa77b2ec1d11885e5d59d29ebIfb67fdeshb NA NA 6e130e9b07e28bea’78eef5e21809150ce7bb05da8d821fbcf f235b962796586 user 3 Logon-Failure-Based
01720:52:217 Risk Indicators
4 4
Q 4+ i O 3
i Click each value in a row to correlate it with other Splunk events B e
Raw Events
i Time Event
> T2 (-1
9:29:59.000 PM cas_consumer_debug_details: { [+]
}
data_source: Citrix Content Collaboration
data_source_id: @
entity_id: 6e13@e9b07e28bea’78eef5e21809150ce7bbB5da8d821fbcf f235b962796586
entity_type: user
; ] ﬂ %
1¢1¥ 1—_
=
[= P3N
ERALNERIRAIEERF KB REXRITANFRER
= < X T 15 S0
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EEERNFRNR, FEBEE Citrix Analytics - {¥FRHR > Citrix Analytics - REFAEFER"

Overview Citrix Analytics - Dashboards SIEM Correlation - Sample Dashboards *

Cltr Citrix Analytics - User Risk Scores

Overview

Consc the selected entity- user or share
Citrix Analytics - Risk Indicator Overview

Selec
Citrix Analytics - Risk Indicator Details

Las loud.citrix.com m Hide Filte
v Citrix Analytics - Entity Details

Citrix Analytics - User Profile Overview

Citrix Analytics - Received Events

EERS
WARESEEMSEE (BFRR) , ARRERIUBEFAES.

HE, EHAILMNUATEFIREER X SLERNIFEESR

« 7£ Citrix Analytics- KEIEfRFHAERT, KIBRXEIEIREERET 10 L&, AFREE L
1%

Citrix Analytics - Risk Indicator Details
Details about the various risk indicators associated with the user events

Select Time Range: Select Entity Type: Select Risk Indicator Type: Select Data Source: Select Risk Indicator Category: Select Risk Indicator

Last 24 hours o | [ user ° Al ° Al ° Al ° Al B - L

Top 10 Entities by Risk Indicators

* 7£ Citrix Analytics- RSP R, 2ZBBERRAR, ARREH—TAF %,

Risky Users.

User ¢ Compromised endpoints risks found * Compromised users risks found & Data exiltration risks found & Insider threats risks found Risk Score

@

ERUTEFAGER

o ETE BT E)SE E RY 2 5 KPL I A XL IT 5 BY (814
« RPHERBIE D LD, BENIED R ERI KRR,
- XEefEtrpytES . FEBERIRENSXRAIE
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- SXRESRD X BT PG IP FAER.
« SXFSERXERBIAFIREIFAER,
- MPLEtRFAER, PIa0XEXBVEIEIR. KpaEnl. K™ EHtSF.

100

uuuuuuuu

nnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnn

SRIFLE B M E 2(/en-us/citrix-analytics/media/entity-details-splunk-2.png)

HERREMEXNER T IP AP IRESNERE Splunk WEMZ £TRERIF M X BXERK,
fn, BEEFE IP FAGR RPHN—1T

E i IP #48(5 & (len-us/citrix-analytics/media/client-ip-details-splunk.png)

fE“Citrix Analytics EH X B ZEHIER L, BAIUEESFMARFin IP XEKEY, XLEEHEMN
HtZeHER ETFRIIMELER) KM, XLEEHRMTHEZF i IP 8 XERER
E’JE/KA ﬁgo

14 X BXZHE R (/en-us/citrix-analytics/media/event-correlation-splunk-1.png)

A FEEXfFEht
(IR AT 278 54AA T F P18 % MR

BEENRR, FHECitrix Analytics- {YFRHK > Citrix Analytics- B FECE X HELR,

FA P B2 B XX 4 LR I%E#E (Jen-us/citrix-analytics/media/user-profile-overview-selection-splunk.png)

EEEN
ER—PESEEHER U TSR

o APEANE 10 NTNEEF
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FA P ERRYET 10 MEE

FA P EFRYET 10 MIE

FERE Web 1 SaaS MBEFHE
ERRISEHE

SAIEIRIRN AR EE

HIEERBERIER, flaLfE. TH. £=HNXH

XEEFEIR AL ERA T AL FRIAFER, EALORRERANNAREFNRE. FRAKRIA. &
BMRSENNARER. FEUE. BXRAHRUNRREX &R,

Citrix Analytics - User Profile Overview

jour organization. Identify the top most applications, devices, and locations associated with your users

Top 10 User Devices Top 10 User Locations.

KRINEH
fEFREFIERZEE M Citrix Analytics for Security KRIMEG, EHRT—IEF &L

EEETHIENR, 158 E Citrix Analytics- Dashboards > Citrix Analytics- Received Events,

Citrix Anahytics - Dashioands *

Cit' E!'x..'-'q.:::',-!n-. Liser Risk Scores ts

x Anabytics for Security, Lise i

EERSE
BRI ESEENE B ML RKE N SRR B, EHERRHUTES
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o WEIMNEMHRE - ERM Citrix Analytics for Security WEIRFRIESEHREM, TEUATHE -

o MPLIERBREMH S | RRSAFMARNILIEREEXBNEMF,

o MFLIEREFAEREMH S | RRSMANNICIEREFAE BB XBIESF.
o MR RICEMFEEH | RRSAP KT ECAE X RIS

o BRAPEEXHXEITSES | RNEAFXRITSE X BEH,

- BRAFEEXHNARFEN | KSR ERNNARFEXIEN.

o BRAFPEEBEXMHEESMN | XRR5RAFERNIREREXNEN.

o BRAFPEEBEXHEEERSEMN | KSR RIEEREXNEM.

o BRAFPEBEXHUESM | XR5AFIHRNMER X EM.

BB E YT (/en-us/citrix-analytics/media/received-events-report-splunk.png)

S RERG

fERA L ERREF M Citrix Analytics for Security #FEUWAIEH 5 M Splunk FECERVE thZ 2 HHETRIK
EMEHXEGER, BaIUERAM T NS PNEIBRKEN AR XES), ZMEHF BN X
%2, HIRGEEIED.

BEBEENERN, 158 HSIEM Correlation- RFIYFERMR > Citrix Analytics B4 X BX,

E 4 X Bt (/en-us/citrix-analytics/media/event-correlation-selection-splunk.png)

FoRFM
EHITREX, BHARBEEU TR -

« BRREREEMZEHIERNFEHFTEEHAITXEG #1120, M Splunk RECERHtEHEIRE
KRN ERF. R&EMNZF G IP MU X EM

« W AEECERRIEENX XEXFE5 o

REREM

& UAEFE A Citrix Analytics for Security #ME B S X SLEM S XS 1P ik, BERXLEEHE
HMEER (ERSIFFEERAPEN) XEGER, BREHERPIEMAE 1P ik,

= R4 (/en-us/citrix-analytics/media/event-correlation-splunk-2.png)

ERFRPETRNRSERERENAREFNENXR, ErILUREFENRS EERNEMTEH
HERo
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Sk B Hth#3ER S 4 (/en-us/citrix-analytics/media/event-correlation-splunk-3.png)

TS EBR

WMRIBIEFRBE R L EBIXARBEMRIEH, XeIgERH T Citrix Analytics App for Splunk # Citrix

Analytics add-on for Splunk FRVECE RJBUEREY, EXMERT, BIIERS [EMNRERE, WK

25| MR BN ETE N AZF MM NAEPEEE,
EEFE Citrix Analytics App for Splunk B BIRE :
1. B& MA > EBNA.

Bt & W FB#2 % (/en-us/citrix-analytics/media/manage-app-splunk.png)
2. MFIFERAFE Citrix Analytics App for Splunk. & Set up,

& i& (/en-us/citrix-analytics/media/splunk-app-setup.png)

3. WEIRERMES,

JRZEEY (Jen-us/citrix-analytics/media/splunk-app-source-index.png)
EEE Citrix Analytics add-on for Splunk FEEEIRE :
1. B igE > BiElA-

#3E 4 A (/en-us/citrix-analytics/media/data-inputs-splunk.png)
2. mif Citrix Analytics FNZA 4.

PRI (/en-us/citrix-analytics/media/splunk-add-config.png)
3. REMHREEHARTER,
4. %R BHIKE.

AL i& (/en-us/citrix-analytics/media/splunk-add-config-1.png)
5. KEIRAERMNZRRS,

JR3E8Y (Jen-us/citrix-analytics/media/splunk-add-config-2.png)

BEXEENEZER, B2 EEEEAT Splunk BY Citrix Analytics FynZE &,

35 F Splunk BY Citrix Analytics M08 4B EQ & 7] @A
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%%k Sentinel ££5Y

p=3

o JEBEZR mailto:CAS-PM-Ext@cloud.com A FREY Microsoft Sentinel ££5. FFEIES HE)
Microsoft Sentinel St 5z bk 75 EAYEE B,

o {#F8 Logstash 5 |ZFIES HF Microsoft Sentinel FIZHREL F RGN ER, ILINRERIR(H
RSBEFNMN, FENBFEFLERE. EXEZER, 155 Microsoft Sentinel X
o

\

£ Logstash 515 Citrix Analytics for Security™ S1&# Microsoft Sentinel A%

L E R IR BERSF Citrix IT BB P EEES HH X BXE] Microsoft Sentinel, MMMERAM T #Z
AOMNRZ IR 1E Splunk FFBHEE Citrix Analytics for Security IR B M E B RN KRR,
TR LRIE R 2 EREIZEBEXMNE,

BXERMBEURLEE SIEM NELBBIELENESER, 1588 T2ERMEHEEEMN.

FoREZM

o« AED—NEIERABHIELIE, XHBIT Citrix Analytics for Security B Eh Microsoft Sentinel
Ed1E,
o RN THAEZRHNMERITFTIRF,

R EEHIX RRERHHX T ArER#X
Kafka fCIE casnb-0.citrix. casnb- casnb-
com: 9094 eu-0.citrix.com: aps-0.citrix.com
9094 19094
casnb-1.citrix. casnb- casnb-
com: 9094 eu-1.citrix.com: aps-1.citrix.com
9094 19094
casnb-2.citrix. casnb- casnb-
com: 9094 eu-2.citrix.com: aps-2.citrix.com
9094 19094

© 1997-2026 Citrix Systems, Inc. All rights reserved. 237


mailto:CAS-PM-Ext@cloud.com
https://docs.microsoft.com/zh-cn/azure/sentinel/connect-logstash

Citrix Analytics for Security™

R XEH#IX RRER X T ARERHX

casnb-3.citrix.
com: 9094

« H4{RIE(ER Logstash 7.17.7 {EEARA (5 Citrix Analytics for Security FEARIMIHARA :
v7.17.7 # v8.5.3) LUK AT Logstash HJ Microsoft Sentinel % -

5 Microsoft Sentinel ££§
1. %3] igE > BIESH.
2. EHPIGEIERY, BT ER R BMEERAEK,, ik~ BT AERERFIENEE X4,

‘ Account set up [ ]

Step 1-Create an account

Create an account to allow Citrix Analytics to prepare a configuration file required for SIEM integration.

USER NAME PASSWORD * CONFIRM PASSWORD *

3. WREREUTRA !

Password must :
« Be 6 to 32 characters long.

+ Contain at least one upper case and one
lower case letter.

« Contain at least one number.

« Contain at least one of these allowed
special characters _@#5%n&*

= Mot contain spaces.

4. B BB U4 Logstash BCiES 5

Step 2-Get configuration details

After you click Configure, Citrix Analytics prepares a configuration file. Download the configuration file and specify the required details during configuration on SIEM.

5. 1%&#E Azure Sentinel (Fi) &R A T EHECE S -

« Logstash BEBEXH : @ E AT Logstash FIEWES |24 Citrix Analytics for Security
A4 & %3] Microsoft Sentinel WEZBEIE (BIA. FMESRMBHIED) -

B X Logstash ECEXHLEEMBIER, EEIA Logstash X145,
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o JKS X4 : 915 SSL EERENIEPR.

XEXHATHRER. BRHENFREETRENME,

Step 3-Choose one SIEM environment

N
/' Configure one SIEM service at a time. If you configure multiple SIEM services simultaneously, you might face configuration issues.

Azure Sentinel (Preview) | Elastic Search | ‘ Others

Step 4 -Prepare for Azure Sentinel integration

1. From Citrix Analytics, download the Logstash configuration file and kafka.client.truststore.jks file

2. Go to your Azure portal and enable Azure Sentinel.

3. On the Data connectors page in Azure Sentinel, search for the Citrix Analytics (Security) connector and select Open connector page.

4. Copy the Workspace ID and Primary Key and enter these values in the corresponding fields in the downloaded Logstash configuration file.

b, Download Logstash Config File

o, Download JKS File

6. /£ Azure Sentinel &% -

a. 7£ Azure M L, EA Microsoft Sentinel, FRIMUAIETEXSERME TIEX FKiETT

Microsoft Sentinels
b. MERRER, F BUREERR LUTABEERSE,
c. 3 Citrix Analytics (22).
d. %#F Citrix Analytics (Security) %1% TSR TE,

g2 Azure Sentinel | Data connectors *
AR chloeted workspace: “cas.santingl warkspace

> Search [Cmd+/) L 7 Guides & Feadback [ Refrash
General

103 9
T Overdow Cannectars Connected
# Legs
& Nows & guides o Citrie Frovicers - All Data Types - All Status ; All @ Citrix Analytics (Security)
Threat management Status T4 Connector name T Mot connested # Citrin Systems.—. (0
Status Prowider Last Log Recened

S Incidants
® Citrix Analytics [Security)

@l workbooks Citrix Systems Inc. Description
Citris Ainaktics (Security) inbegration with Azure Serting helps you to
@ Hursing o i expart data anakyzed for risky events fram Citris Analytics {Security)
o Citriar WAF (Web App Firewall) (Preview) ina Azure Sertinel envircament. Youw can create assiom dashbeards,
H Noteboois Citrln Sysiems Ine aralyze data from athor sources along with that from Citrix Analytics
. {Security) aned croate custom warkllows using Logic Apes 10 monitor
& Entity behavior and mitigate security avents.

W5 Threat inteligence (Freview)
Last data received

configuration

Aelaked comtent
B Data connecions !
1 &3 3 &0

& Anahytics Workbaoks  Gueries Analytic nies templates

P

B waschlist (Froview:
£ Automation Data m..n-.‘.c Go o bog snahtics
Community

a
€ Setfings

e. 7£ Citrix Analytics (Security) TlE £, &% TEX ID 1 FFEH, ERNEEET BRI
tE B AR Logstash ECiE X4,
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Home » Azure Sentinel >

Citrix Analytics (Security)
o Citrix Analytics (Security) Instructions.  Mext staps
Not connected 3 Citrix Systems Inc. @ -
Status Provider Last Log Received E Prerequisites
Description Tao integrate with Citrix Analytics (Security) make sure you have:

Citrix Analytics (Security) integration with Azure Sentinel helps you to export data
analyzed for risky events fram Citrix: Analytics (Security) into Azure Sentinel
environment. You can create custom dashboards, analyze data from other sowrces
along with that from Citriz Analytics (Security) and create custom workflows using
Logic Apps to manitor and mitigate security events.

keys.
Last data received

+~  Workspace: read and write permissions are required.

~ Weys: read permissions to shared keys for the workspace are required. See the documentatiol

O Citrix Security Analytics: Entitlement to Citrix Security Analytics in Citrix Cloud.

Related content

ol 4 3 40
‘Workbooks  Queries Analytic rules templates
x Configuration
Data received Go to log analytics To get access to this capability and the configuration steps on Citrix Analytics, please visit: Connec

100
W & |0

80

50

f. R EN _LAZE Logstash :

B

a Primary K
® _ m J

i. 7EEBY Linux 3¢ Windows E#1E, &% Logstash 1 3&AF Logstash #Y Microsoft

Sentinel % B &4

i. EIERET Logstash EHN L, HUTXHREEEEERT !

E B Xt

Linux #&1ER%K CAS_AzureSentinel_Log
Stash_Config.config

kafka.client.truststore.jks

Windows R4t CAS_AzureSentinel_Log
Stash_Config.config

BRBE

3FF Debian 1 RPM 3 ff
@ . /etc/logstash/
conf.d/

3T .zip 0 .tar.gz YA
. {extract.path}/

config

3fF Debian 1 RPM X4
2 . /etc/logstash/
ssl/

T .zip 0 .tar.gz YA
% . {extract.path}/

ssl

C:
\logstash-7.xx.x\conf
ig
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NI Xt BREE

kafka.client.truststore.jks

B X Logstash ZEMEINABREWER, 1EEIH Logstash 1,
iii. ¥TFF Logstash EC&E X HFHHITIATRIE !

i EXHFEBRARO S, WALTRA

- 15 : 1Z1L Citrix Analytics for Security IR T & ECE X 4RIt BVE
3o

 SSL fSfEEEAIE : &/ SSL B IHIEPHIME, XEENAH
kafka.client.truststore.jks SX{FHIGIE,

pnput {
kafka {
bootstrap_servers => " - - -
topics => ["¢ - - "]
group_id => "¢ v
session_timeout_ms => 60000
auto_offset_reset => "earliest”
security_protocol => "SASL_SSL"
sasl_mechanism => "SCRAM-SHA-256"
ssl_endpoint_identification_algorithm => ""
sasl_jaas_config => "org.apache.kafka.common.security.scram.ScramLoginModule required username='
ssl_truststore_location => "/etc/logstash/ssl/kafka.client.truststore.jks"
}
1

ii. EXEEEERS S, WA TEX ID #1 £8EH (EM Microsoft Sentinel £
1) o

' password='<your password>';"
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output {
if [event_type] == "indicatorSummary” {
microsoft-logstash-output-azure-loganalytics {
workspace_id => "<your Azure Log analytics Workspace ID>"
workspace key => "<your Shared Key>"
custom_log_table name => "CitrixAnalytics_indicatorSummary"
time_generated field => "timestamp”

} else if [event_type] == "indicatorEventDetails" {
microsoft-logstash-output-azure-loganalytics {
workspace_id => “<your Azure Log analytics Workspace ID>"
workspace key => "<your Shared Key>"
custom log table name => "CitrixAnalytics indicatorEventDetails™
time_generated field => "timestamp”
}
lelse if [event_type] == "riskScoreChange" {
microsoft-logstash-output-azure-loganalytics {
workspace id => “<your Azure Log analytics Workspace ID>"
workspace_key => "<your Shared Key>"
custom_log table name => "CitrixAnalytics_riskScoreChange"
time_generated field => "timestamp”

} else if [event type] =~ "userProfile.+" {
microsoft-logstash-output-azure-loganalytics {
workspace _id => “<your Azure Log analytics Workspace ID>"
workspace_key => "<your Shared Key>"
custom_log table name => "CitrixaAnalytics_userProfile”
time_generated field =»> "timestamp"

¥
} else {

microsoft-logstash-output-azure-loganalytics {
workspace_id => “<your Azure Log analytics Workspace ID>"
workspace key => "<your Shared Key>"
custom_log table name => "CitrixaAnalytics misc"
time_generated field => "timestamp”

iv. EFEDH Logstash EH, FFRIBFRIEIEM Citrix Analytics for Security &Z3ixF|
Microsoft Sentinels

g. BITEIZREY Microsoft Sentinel T{EX, #7E Citrix Analytics T1E&E PEFBHIE,

FFE X AR

Citrix Analytics for Security E&ZIFECEX MG, 79 Microsoft Sentinel Fr/Z#EZ 5o
B2 1k M Citrix Analytics for Security {E550E, BEHRITUTIRE !

1. %3] igE > BIESH.
2. RAVHRIRAUZAKIEESE. BRIAMBERT, HEERBRALTFERRS.
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“ Data Export &

Agcount set up

) Enabled idata transmission is turned an)

SIEM Enviranmant

Step 3-Cheose ane SIEM environmant

Azure Sentinel (Preview] Elastic Search Others

Step 4 - Pregare for Azune Sentinel integration

1. Fram Gitris Anatylics, doanlond the Logstash conliguratian s el Kafke.client.inalstora s e,
2. Gu o yaur Aoare purtal s srsbie Aoy Secingl

o, Cownlged Lpgtach Corip File

by Driled JHCS Fily

Step %-Contigure Logstash

1 Ingtall Lageta

al e1ApUT lui-in far Loggtash Tor Legitsah o a Limixor 8 Wistknws hiosl mashies,

2. In add your password and fruststore Lecation in the ngut sootion
E
o 1
A 1 yeu harw uzed o Windows ozt machine 1o metsll Logstash, place the kafia, fil= and tae L

dh  Configure cne SEM sorvice 32 time. If vou cordigure multinle SIEM serdoes simultaneously, you might face configuration issuos.

3. On the Data conneciors page in Anure Sentingel, seanch for the Citrix Amalytics (Security) cannector and select Open connector page.
4. Copy the Warkspass [0 mvd Primery Ky aed snter Gres valuss in the coraspond ing felis in e downkosded Lostesh condigarstian fils

s inetall Lagetask, olass th it Brzataborn ks file i the fabe/lagstashtselidractary and place the Lagatach sosfiguration fila i the

5. Restan Logsiash bo wend the processed daca fram Citdx Anatytics e Azure Sentine

Step G-View Citrix Analytics Workbook in Azure Sentinel Workspace

Sxarch for Citnx and select View smied workbook

For detailed instruztions, see the Azure Sentinel integration documertation.

h-Txx.z\config folder,

FHR—TMEEENQ, ®EHIL. B X ABEREREELE L RER,

for SIEM?

( Turn off data transmission )
«

ERRERBIES, BHBRYIURH,

ET#E8 % Microsoft Sentinel EFNEZELR, ESRIMTEEE :

o BANDITEGHEEEEMN

A\ Are you sure you want to turn off data transmission

This action stops Citrix Analytics from sending any new data events to
SIEM. All your settings and configurations will be retained.
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- A Citrix Analytics for Security #1 Microsoft Sentinel I FH &I IHIE FHES

& FHF Microsoft Sentinel By Citrix Analytics T {ES&

HEIHRES T B3 hito

AXNERT Microsoft Sentinel TEX gAY Citrix Analytics T1F&,

FoRFM

EfFFF Citrix Analytics T{E#E, BEHEIEER Microsoft Sentinel 5 Citrix Analytics for Security &
K. BXIFMESR, EEHMicrosoft Sentinel &£

&E Citrix Analytics EF

5 Citrix Analytics for Security™ & Microsoft Sentinel £2F{/5, Logstash 88 FFAFE4 M Citrix
Analytics for Security #£3%% Microsoft Sentinel T{EX, TEZEY Azure NP L, FTHERATERR
Microsoft Sentinel TEX,

ZI83F Microsoft Sentinel & IETEREURFK B Citrix Analytics for Security BIE4, i5%E BE > B
EX B,

Home > Microsoft Sentinel >
|
3

! () Microsoft Sentinel | Overview = -
Selected workspace: ‘cas-sentinel-workspace’

0 Bearch (Cmd+/) « () Refresh (%) Last 24 hours
| Genenal
Incidents by status
=N
o m70 mAe @0 i
i Beants ne L 1 Hew (0) W Active (0) 1 Closed (True Positive) (0) Closed (False Positive) (0) AR
& Mews & guides Events and alerts over time
Events Alerts Recent incidents

Threat management
& Incidents

@ workbooks

No data was found

© Hunting

@ Notebooks

& Threat intelligence

Data source anomalies
Content management

B3 Content hub (Preview)

@ Repositories [Preview)

FBEXBE IS, BuUEEEMCIENERER, XEHERBFEMEM Citrix Analytics for
Security FEWHIEH, XLEHERE Citrix Analytics T{EE_E{NFRIRAIFR,
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M Citrix Analytics for Security ZiXHIEHRIEERZ /LN F 8E 2R 1E Microsoft Sentinel T
EX . A, EaEaEEHNEEREFELER,

Tables Queries Functions Filter &
£ Search
% Filter | [= Group by: Solution -~
i~ Collapse all
Favorites

You can add favorites by clicking on the ¥ icon
» LogManagement
4 Custom Logs

¢ [ CitrixAnalytics_indicatorEventDetails_CL

» B CitrixAnalytics_indicatorSummary_CL

» [ CitrixAnalytics_riskScoreC hange_CL

» B CitrixAnalytics_userProfile_CL

&E Citrix Analytics T{F&
HEERMEER, BERITUTERE !

1. ¥R THEE HIEE Citrix Analytics, % Citrix Analytics.
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A Microsoft Sentinel | Workbooks

Selected workspace: "cas-sentinel-workspace'

|,O Search (Cmd+/) l « O Refresh —+ Add workbook
General
—r— 4 B16 A1

Overview Saved workbooks Templates Updates
#® Logs
& News & guides My workbooks ~ Templates
Threat management |,O T ,! »

itri
& Incidents -
a Workbooks
@ Hunting . Citrix Analytics
CITRIX SYSTEMS INC.

& Notebooks
%" Entity behavior ) Citrix WAF (Web App Firewall)

CITRIX SYSTEMS INC.
& Threat intelligence

Content management

£3 Content hub (Preview)

2. &3 BEEEMWR LT Citrix Analytics TEE,

i. crosoft Sentinel |

Selected workspace: ‘cas-sentinel-workspace”

orkbooks - -

O Search (Cmd+/) « () Refresh ~+ Add workbook
T in the cloud, or in hybrid architectures. The Citrix Analytics Workbook

General CITRIX SYSTEMS INC. further entiances the value of both your Citrox Analytics for Security
and Azure Sentinel The Workbook o

@ Overview sources together, helping you gai
Security Operations (SOC) tea

# Llogs disparate logs, helping

i security risk quickly. Add)

& News & guides uni o ihia

Threat management value of both investments.

& incidents

] Required data types:

Warkbooks

@ CitrixAnalytics_userProfile CL
© Hunting @ CitrixAnalytics_riskScoreChange_CL
@ CitrixAnalytics_indicatorSummary CL

B Notebooks @ CitrixAnalytics_indicatorEventDetails CL
# Entity behavior
Relevant data connectors:
& Threat intelligence Citrix
Content management
£ Content hub (Preview) =
& Repositories (Preview) SENEE
® Community - & s
Configuration L
"o [ ==l
= I~ e
B Data connectors H [

7£ Citrix Analytics T{EEH, BAIUTEUATMYRIRPEERFRSH -

BP RS EE © REAAPEXREFNEEIE.

BR¥AER | RIEAFIERERRENITA.

BAPEEXH : RMH5HFHEXNEHET.

BRI 2 M Citrix Analytics for Security EIREIBIE S,
RBRIEFFFAES | IRIEE X AP MANRNEN B E XX EIERHIEAE R
RBLIEAFRNT | fRAEF P AR B XS TEATHY LR ST EL
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Citrix Analytics = -

cas-sentinel-workspace
O @ Auto refresh: Off

Citrix Analytics workbook

User Risk Scores Overview User Details User Profile Received Events Risk Indicator Details Risk Indicator Overview

AP KPR 5

IERIRRMARPSREAFNGERE, APERRRE (& B €) #179% XKLL
ETRAPENTNFEER, AEMUSEXRLITS. BXaXNRAPEENESER, BEHA
F AR,

EFE— N ERUEEHRFXEAF

[0

P XL 18 55 (/en-us/citrix-analytics/media/risk-score-overview-sentinel-workbook.png)

AFFHAER
BN RARIR S B % BB R P 5 F R B HEAT

BRAFPAEE RN ERARM R RRIXERER. AT R, SR LARTER P kA AIXUES
B MR EGE S 18T,

B P i#401E 2 (/en-us/citrix-analytics/media/user-details-sentinel-workbook.png)

FAPEEXH%
A FRIRIR AT B R 5B AR X VB HHEREAE R, XN T WA P ERIRYE
AT, N :

- BAPERNE 10 M ARRE

- FAFERANET 10 MRS

- AFRER89E1 10 MIE

ﬁ .I]:bj:ﬁ (== L:\j-'l'/(

- RBAFPRERESE
- ROBTHRRRIEEILE
- REZNAR RS FEEMAEBERIXIIE
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Citrix Analytics workbook

Top 10 User Applications Top 1 Top 10 User Locations
.36« 255« @ The query retured o results,
I Outock 2016 PRI I Phone
. 968 147«

MacBookc A

;’60 |11.4n
4.1 lree™™ 281.8« 150
le™" &
Iz I35

Content Collaboration Data Usage Details

Files Downloaded

fles Uploade fles Share fles Delete
158,913 328,810 24,331 16,152

Data Downloaded (in GB) Data Uploaded (in GB)

108,568.95 799.338

EWEEHS
EEEMBEIERMN, EAILIZEF M Citrix Analytics for Security FRBIMNEGH S8, BRIINWEGS
HEIEUATAR !
o NIEHEE | IEn5RFP NRIETREREXNEYS. EXZMHXRENEESHNER, 78
% R PEIEFREEH,
o XPSIEREMHFMAER [ IEn5RAP XIEMFAEEEXNEYS, BXSMXRIEFFAER
EHNER, BB XQIsinZE,

RPEEXHRIITS | i85 RAPRITIEXNES. BXER, FEH AP &R,
KL DER  ERE5RANRTDESHEXNES. BXER, BEH AP GERR.
RPEEXMHIE : 55 APERMUEREXNEMN.

RAPEEXHNARER : 5 RFEANNAREFEX NS

RPEEXHERER  fErnSRAPBEERB B XSS

BREEXfRE | a5 RAPERIREHEXIEF.

B EHEENERR, EoLAREGRES EMRRALR Microsoft Sentinel TEX, HWRINEH
BEPNERZERERIEEREE Citrix Analytics for Security ZZEEMRIFIA, EAILRITHEN S B
SR I L R) R
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Citrix Analytics workbook

User Risk Scores Overview  User Details ~ User Profile  Received Events  Risk Indicator Details Risk Indicator Overview

Select Time Range: Last 30 days

# Received Events # Risk Indicator Summary Received

87,51 473

# User Profile Risk Score Received

5,469 0 4,513

Citrix Analytics Events Received (over time)

# User Profile Location Received # User Profile App Received

# Risk Indicator Event Details Received

10,603

# Risk Score Changes Received

# User Profile Usage Received

5,928

229

# User Profile Device Received

22,193

oct7 12M octs 12pM octo 12oM oct 10

RetstriF4ER

N FRAR R H RSN AP A K TERBIFAE R

EA LB ERE— MBS EFREENLIETFARER -

« BEIE

DEE—EESE

o RIAER D ER—TRAPUEERX NERIFARES.
« MPOEtRSER [ REFERNES B E X NPEIRUEEHIFARES.

o BIER D EFE— BB RUAEER X KSR,

o MPLEtRSER | EEFEXILSERAEFE X KLHEIT.
« MBLIEHR | MBVNER— T XRIEIRHEEHIFAER.

Citrix Analytics workbook

User Risk Scores Overview ~ User Details ~ User Profile  Received Events  Risk Indicator Details  Risk Indicator Overview

Select Time Range: Last 30 days ~  Select Entity Type:user > Select Risk Indicator Type: builtin Select Data Source: Citrix Content Collaboration

Risk Indicator (History)

TimeGenerated 7y data source s 7y indicator categorys 1y indicator_name.s

10/12/2021, 6:29:59 AM Citrix Content Collaboration Compromised users Unusual authentication failure
10/8/2021, 42959 PM Citrix Content Collaboration Compromised users Unusual authentication failure
10/8/2021, 5:29:59 PM Citrix Content Collaboration Compromised users Unusual authentication failure
10/8/2021, 5:29:59 PM Citrix Content Collaboration Compromised users Unusual authentication failure
10/9/2021, 8:29:59 PM Citrix Content Collaboration Compromised users Unusual authentication failure
10/9/2021, 8:29:59 PM Citrix Content Collaboration Compromised users Unusual authentication failure
10/10/2021, 6:29:59 AM Citrix Content Collaboration Compromised users Unusual authentication failure
10/10/2021, 6:29:59 AM Citrix Content Collaboration Compromised users Unusual authentication failure
10/7/2021,11:29:59 AM Citrix Content Collaboration Compromised users Unusual authentication failure
10/7/2021, 122959 PM Citrix Content Collaboration Compromised users Unusual authentication failure
10/7/2021, 122959 PM Citrix Content Collaboration Compromised users Unusual authentication failure

N
2

rttools.clm

743e3e41317a2¢119725ba4 1d68b746e3e7d6739b14285.

ba148f2e2fd4d4115b7bb7874c121d847551752b728das5.

82fbad64df7063eb6fbc771d7277a525022a0¢770968d053,

538e610d1215e86791334016c90f502d59cb6ac8d1728200...

9; 1949a68...

2om oct11 12pM oct12 12oM

Select Risk Indicator Cat...: Compromised users ™

entity_types 1y
user
user
user
user
user
user
user
user
user

user

- user

oat13

UE BT IHAE AR R B XL IS RATIF B{E 2o

12oM

M userprofileDevice

M indicatorEventDetails
M userProfileUsage

M userprofileRiskscore
W userProfileApp

W indicatorSummary
Ml riskScoreChange

Select Risk Indicator: Unusual authentication failure

severitys 1.

2

medium

medium

medium

medium

medium

medium

medium

medium

medium

medium

medium

01el

01el

01el

01el

01el

01el

01el

01el

01el

01el

01el

indicator_uuid_g
6aa03e6d-f4e7-509c-0t
79a24f5-eb08-530-9¢
06966515-808f-5323-9
bd2b5ddf-6841-5371-k
2b3d5159-dd41-50a2-¢
b9538892-2396-53d-8
Ofbece59-a155-5adc-9f
07e2cc74-T4ed-5cee-b.
2b51172f-0be9-5a0a-9-
a9779446-46b1-5258-2

251ffa14-3a6f-5b58-8a
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Pzi=t il
BN RARIRBERO R P A% P S RS SRS A T,

EELUEER— N RS D HBIRE BRI -

« BYESERE : EFR— B EERUE BT LR E AR & B XU R TT.
« MPoEtRsER [ REFERNES B E X UEEE X KPLIETT.
o SRASER D EFRRAFPUEEMR X KIETTR.

Citrix Analytics workbook

User Risk Scores Overview ~ User Details ~ User Profile  Received Events  Risk Indicator Details  Risk Indicator Overview

Select Time Range: Last 30 days Select Risk Indicator Type: builtin *  Select Entity Type: user "

Risk Indicators Received Top 10 Risk Indicators
7

Citrix Analytics Risk Indicator by Geo Location

@ The query returned no results.

18T Logstash £ Sentinel B EHEFRISES

B T EEB Logstash ¥ Microsoft Sentinel & Citrix Analytics £ A 858 E AR RV HEE
Bh, BETMEZER, 15217 (/zh-cn/security-analytics/siem-integration/kafka-or-logstash-siem-
integration.html).

K& Logstash fRS582HE

BRI L ERIRE O ETRH Logstash ARS8 A%, UIIEHIERS B EFREE Sentinel T{EX
PRBENX BERF.

1. EEEHEEMER, SN Settings > Data Exports > Configuration £ &
Logstash EZiEX 4 > BFF SIEM Environment, 7£ Azure Sentinel (Preview) T, £
Download Logstash Config File,

2. (FHEENXMHEH Logstash fRFB2/E, BAMER—XKXHEEOPERUTHEE, XEHERT
5 Microsoft Azure &Y Log Analytics TEX i IhiER,

Sl
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J[matn]
Bdyk-g

TlbzfE, Z=iRisiT Logstash ARS58:0Y, ERIBERBEIIATIHEIR °

E Administrator: Command Prompt — O '

=

SRR, 5 JAVA_ HOME && AR488Y JDK :

1. #%] Windows IfIBT &

2. BIE— 1B AIAVA HOME'RIFT RS T 2
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3. FINIRLZBAY Logstash JDK E&72 (< path_to_logstash >/logstash-X.X.X/jdk)

TR LT RE, BRZALERBEN, FEINTES !

ash-plugin install microsoft-logstash-output-azure-logan:

crosoft Windows [Version 18.8.19844.2251]
(c) Microsoft Corporation. All rights reserved.

C:\Windows\system32Z>cd \logstash-7.16.2\bin

C:\logstash-7.16.2\bin>logstash-plugin install microsoft-logstash-output-azure-loganalytics

Using JAVA_HOME defined java: C:\logstash-7.16.2\jdk

WARNING: Using JAVA_HOME while Logstash distribution comes with a bundled JDK.

DEPRECATION: The use of JAVA_HOME is now deprecated and will be removed starting from 8.8. Please configure LS_JAVA_HOME
instead.

Validating microsoft-legstash-output-azure-loganalytics

Resolving mixin dependencies

Installing microsoft-logstash-output-azure-loganalytics

- 1%21
AR NG o, B

INRIFEER LS JAVA_ HOME ( JAVA HOME BFH) , BEXMERS PATH TEFIsEHR
48 IDK MMIE, HEUMKRENITIER jdkibin X&* (5 LS_JAVA HOME TEFMAE)

Administrator: emd.exe - logstash-plugin install microsoft-logstash-output-azure-logan:

crosoft Windows [Version 18.8.19844,2251]
(c) Microsoft Corporation. All rights reserved.

C:\Windows\system32>cd \logstash-7.16.2\bin

C:\logstash-7.16.2\bin>logstash-plugin install microsoft-logstash-output-azure-loganalytics

Using JAVA_HOME defined java: C:\logstash-7.16.2\jdk

WARNING: Using JAVA_HOME while Logstash distribution comes with a bundled JDK.

DEPRECATION: The use of JAVA HOME is now deprecated and will be removed starting from 8.0. Please configure LS JAVA HOME
instead.

Validating microsoft-logstash-output-azure-loganalytics

Resolving mixin dependencies

Installing microsoft-logstash-output-azure-loganalytics

15:21

AC BRI NG oo, B
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INRIF(ER LS _JAVA HOME (Ef JAVA HOME BFA) , EENTNIERSE PATH TEHi5EHR
48 IDK MMIE, HBUKREXTIER jdk\bin XHFE (5 LS _JAVA HOME TET[E)

Bl Administrator: Command Prompt - C:\logstash-7.16.2\bin\logstash.bat -f C:\logstash-7.16.2\confighCAS_AzureSentinel_LogStash_Config.conf - 0 #

Sentinel_L

¥ & Microsoft Sentinel T{EE

FIA Citrix Analytics ZXHEBIER S ERINH AR Log Analytics TEXRAHMENEEENX BE
(BT #4A * Microsoft Sentinel & Citrix Analytics EREZE L, 15E1% Microsoft Sentinel £
F)

1. SfnF Azure P > Microsoft Sentinel > %&$F appropriate_workspace > #BEESS > %%
F B Citrix Security Analytics,

2. *‘_%Z EIB*_LL/(Q_Z-LIE %’ikn.;\o

Micrcantt ferst el [ Mirroantt Senened | Dt conesias

2

3. EILEET, EBALERBEMMNFIESSH—F FADTEIELIARX ISR ER. BIRIER,
ESHE) Azure 1P > Microsoft Sentinel > E3EZE#22 > CITRIX SECURITY ANALYTICS >
TE%,
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v i Bk bbb by s Lot

{5 KQL 2% Log Analytics T{EX BH&

IRE T OGBS IR B E X BERIEIT KQL TR EIEHIHIER S B ALR LogAnalytics
TEX,

1. S#1% Azure M > Log Analytics T{EX HiEREMRNTEX,

2. EEMERP, %EF BE HE R EDF T EREBEXBES TR,

3. EEBEXHESR, AEETE EHRESRPER. (B X LogAnalytics TEX LB KQL &
18R, B2 Log Analytics #HiE) o

4. BF 3BT,

L earch resa et sesvioes, and dars 0640

Horme o Log Ane workspace: s-senling - worksgace
Log Analytics work... (0 cas-sentinel-workspace | Logs
Cois eitn pmmisaf sz Lag Ansytis werkigace
b Craste B Gpemrecyd bin 7 St Py r—— ; < Festmack  IE Ouevies | 3 [
—r = Omrvaw P covotinobuorts, Scectscoe (RGN  Teve rseoe : Lost Tdays | 5 Saw 42 share b Nowalort role 1= Expiet & Hns
[r— H Akt leg Tebles  Oueries PFunctions & 1 Citrixhmslytics_indicatorSussary CL -
2 count

. o Aoeess i (A}
P -
2 @ o
2 P Dagr prepmm—
P o & Logs
# o Satsng: *
# 05 = Tadles
P e Agerts x
* o © Usage and exsimuted oot g
# e Duta export H
® o Penwor inclan
& do = Urked storage sccounts

Ded ) tpertien
® e S prewlew G
D ) Lodks
& oe "
P Pectsuginghue = Legaty agents managemene

= Workspace summary {deprecated|
Pag 1 if 1 23 338 of
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Elasticsearch EE

i5EX % mailto:CAS-PM-Ext@cloud.com &K Elasticsearch &% HFEIESHE]

Elasticsearch St A EBYEE B

A Logstash 512 Citrix Analytics for Security 5 Elasticsearch ££/%, ItLEEREZEETEIF Citrix
IT BRI IES L H X BXR] Elasticsearch, MMERAM T RALNELZ SR ERaT G

Elasticsearch 58] #{LARSSH] SIEM (540 Kibana 1 LogRhythm)

BXEMMBUREZE) SIEM HELBHEIEXENEZER,

TR

= AN
“5

£,

BRI 2 ERNEMEEEM.

o« AEDV—NEIERFBEHIELIE, XHBITF Citrix Analytics for Security™ JE5) Elasticsearch £

JSNEEN

o WIRU T iR S EERNME TR P

)=} EEXE e B8 X35 W ARIER XI5,
Kafka 1CI2 casnb-0.citrix. casnb- casnb-
com: 9094 eu-0.citrix.com: aps-0.citrix.com
9094 19094
casnb-1.citrix. casnb- casnb-

com: 9094 eu-1.citrix.com: aps-1.citrix.com
9094 19094
casnb-2.citrix. casnb- casnb-

com:9094

casnb-3.citrix.

com:9094

eu-2.citrix.com:

9094

aps-2.citrix.com

19094

5. Elasticsearch 5}
1. %3 1gE > 8RS H.
2. 7T PIgE 59, BIEERAPLMEBREREK . WKP AT EEEMPIENEE XS,
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Account set up ()

Step 1-Create an account

Create an account to allow Citrix Analytics to prepare a configuration file required for SIEM integration.

USER NAME PASSWORD * CONFIRM PASSWORD *

3. WREREUTRN

Password must :
= Be 6 to 32 characters long.

= Contain at least one upper case and one
lower case letter.

= Contain at least one number.

= Contain at least one of these allowed
special characters _ @#5%a&*.

= Mot contain spaces.

4. =i BB LLER Logstash BRE 15,

Step 2-Get configuration details

After you click Configure, Citrix Analytics prepares a configuration file. Download the configuration file and specify the required details during configuration on SIEM.

Configure

5. M SIEM IF1EEB491%+E Elasticsearch EIN-EU T EHE B XA :

+ Logstash EeEXH : @5 BT Logstash HUIEWES | Z2IFE 4 M Citrix Analytics for
Security &3%%| Elasticsearch NECEHE (@A, THikesfBmEEs?) - B X Logstash Ao
BENXMHEHIER, 15807 Logstash X1,

o JKS X : 915 SSL EERENEPR.

XEXHATHRER. BREARFERENNUE,

PEFR #1833 (/en-us/citrix-analytics/media/elasticsearch-select.png)
6. ECi& Logstash :

a. TE1&H9 Linux 5% Windows E#1.E, %% Logstash, EWAIUERIER Logstash L4,
b. TE&RET Logstash WEN L, FUTXHREETIEEERT :

© 1997-2026 Citrix Systems, Inc. All rights reserved. 256


https://www.elastic.co/guide/en/logstash/current/configuration-file-structure.html
https://www.elastic.co/guide/en/logstash/current/installing-logstash.html

Citrix Analytics for Security™

EHAER X B REE
M st CAS_Elasticsearch_LogSt 3FF Debian 1 RPM 3
ash_Config.config 2 . /etc/logstash/
conf.d/

T .zip 0 .tar.gz YA
f . {extract.path}/

config

kafka.client.truststore.jks 3FF Debian 1 RPM {4
@ . /etc/logstash/
ssl/

T .zip 0 .tar.gz YA
% : {extract.path}/

ssl
& CAS_Elasticsearch_LogSt c:
ash_Config.config \logstash-7.xx.x\confi
9

kafka.client.truststore.jks

B X Logstash ZETHHIAEREMIER, 1FEIF Logstash X145,
c. ¥J7F Logstash BiESXXHHRITIUTIRIE -

i FERXHRVRARDS, MAUTER !

« B © I&7E Citrix Analytics for Security 828 T EE B X HFBIMK P BEE,

« SSL {SEEEAIE : B8 SSL EFIRIEPRIAIE, X&E kafka.client.truststore.jks 34
EEHENHPIALE,

input {
kafka {
bootstrap_servers => "
topics => [ - ]
group_id =>
session_timeout_ms => 60000
auto_offset_reset => "earliest"
security_protocol => "SASL_SSL"
sasl_mechanism => "SCRAM-SHA-256"
ss1l_endpoint_identification_algorithm => ""
sasl_jaas_config => "org.apache.kafka.common.security.scram.ScramLoginModule required username='' . = . ' password='<your password>';"
ssl_truststore_location => "/etc/logstash/ssl/kafka.client.truststore.jks"

}

i. EXHREEERS, WMARBENDETT Elasticsearch BISEEFAYE,

Elasticsearch %iH #897 (/fen-us/citrix-analytics/media/elasticsearch-output-section.png)
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d. EFENEMIEN, LU Citrix Analytics for Security &bIBRIEIE & 1XF) Elasticsearcho
FCBSERE, WIS RS MUIE Elasticsearch & F Citrix Analytics #3E,
FE W X ABHEE R
Citrix Analytics for Security #&HFEBX 4G, 79 Elasticsearch IS &Iz E Hio
{2 1F M Citrix Analytics for Security fZ5EEE, BRITUTIRE :

1. %3 igE > BRI H.
2. XAUIRHAUZBAHIEER. ANERT, BIBERHRKZALTERARS.

SIEM &% % F(/en-us/citrix-analytics/media/siem-turn-off.png)
HHEI—ESEEO, ®HIEMmA. BEXABEERIREUE L ERES,
SIEM &4 X FZ & (/en-us/citrix-analytics/media/siem-turn-off-warning.png)

EBRREREIERR, BITAVER.,

63 Kafka 3¥ Logstash #IB&E#231H1T SIEM /%

Citrix Analytics for Security™ SIEM SR EIEBER T P EIEM Citrix Analytics S FH X BXEIIZRY

SIEM I35, MMERAM T BRALNE 2R,

B REMMBURLXE SIEM NBIES 4R (NOCRREMEIERENS) NESER, BEH%

2ERMEMEEEN,

EAT LGB AT ML (RIEE SIEM F 1T #3ZBXZ$5F) ¥ Citrix Analytics for Security 5188
SIEM /R ZEERK -

Kafka i =153

1. B
id Logstash BUEMIEERE, HERET Katka BT

pGi]
2. &

FoREZM

o AED—NEIERABHIELIE, XHBIT Citrix Analytics for Security FFIA51E#Y SIEM T2

Mo
o« RN T inREEBMLITIFTIRF,
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B EERXE FREE XI5} WAREBR
Kafka {2 casnb-0.citrix. casnb- casnb-
com: 9094 eu-0.citrix.com: aps-0.citrix.com
9094 19094
casnb-1.citrix. casnb- casnb-
com: 9094 eu-1.citrix.com: aps-1.citrix.com
9094 19094
casnb-2.citrix. casnb- casnb-
com: 9094 eu-2.citrix.com: aps-2.citrix.com

9094 19094

casnb-3.citrix.
com: 9094

{5F Kafka 5 SIEM ARSZSERR

Kafka B—MFFRIRMF, BTFEENEIRINE . €A Kafka, ERIUD LI EIELERIGE IR
AR BE, LERBHIENABALAZERA Kafkao

-

it Kafka B—MAREBHIEIE, # Citrix Analytics REFSIET Kafka ifm 5 SIEM B HZ LA HEE
IRi%k, WNRITM SIEM ¥ Kafka i, &M Logstash ECE 4IRS IR IKS XHEEL
PEM XHHRERFAEE, FEM SIEM 5 Citrix Analytics for Security 2o

fEF Kafka HITEMFBEUTSE :

EBLiR iR ECEHIERA
BR4% Kafka {289 F %o 'sasl.username':
cas_siem_user_name, |,
FEM IREEEN Kafka IRSZS23/HVE 'bootstrap.servers':
WMo cas_siem_host, |,
FHEI/EFiE ID PERLABITHEFPHNEF IR 'client.id':
IDo cas_siem_topic, |,
LHBHMD REEEEHEERZHEEN "group.id':
LH54 7T cas_siem_group_id, |,
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RIERF

T2V

SASL #l

SSL SEEFMEME

RIEHEY

BopfRBEEE

LR E B R

{'bootstrap.servers"':

'sasl.mechanisms’:

'ssl.ca.location':

it

T2 MNAIR T,

— TS MRIIENG], EERT
MEULMZ £ H 1R,

FEEBEXHME. B iR
EEFEEIEE %N, BF

j=va]
EEI:gEo

fEA Kafka BYAFRINE P in
BERN RSB,

EXERBIREERNE
A7 PR B EIRI TN, &
AU EENRN. RFHE
FE.

cas_siem_host,

'client.id': cas_siem_topic,
'group.id': cas_siem_group_id,
'session.timeout.ms': 60000,
'auto.offset.reset': 'earliest',
'security.protocol': 'SASL_SSL',

ca_location

EEHIERG

'security.protocol’:
"SASL_SSL',

'sasl.mechanisms':
'SCRAM-SHA-256"', ,

'ssl.ca.location':

ca_location

'session.timeout.ms':

60000, ,

'auto.offset.reset':

'earliest’', |,

'SCRAM-SHA-256",

'sasl.username': cas_siem_user_name,

'sasl.password': self.CLEAR_PASSWORD,
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Account set up °

Step 1-Create an account

Create an account to allow Citrix Analytics to prepare a configuration fila reguired for SIEM integration.

USER NAME PASSWORD * CONFIRM PASSWORD *

Step 2-Get configuration details
After you click Canfigure, Citrix Analytics prepares a configuration file. Download the configuration file and specify the required details during configuration on SIEM.

EBBHETE Logstash RREX ARk, BFHREXS, ESHE 148 > BIESH > SIEM 74
> %1% Eflh ST+ > % FH Logstash REEXH.

SIEM Environment

Step 3-Choose one SIEM environment

A Configure one SIEM service at a time. If you configure multiple SIEM services simultaneously, you might face configuration issues,

Splunk Azure Sentinel (Preview) ‘ l Elastic Search ‘

Step 4-Prepare to Integrate with other solutions that use the Logstash event pipeline

From Citrix Analytics, download the Logstash configuration file and kafka.client, truststore.jks file,

ok Download Logstash Config File

& Download JKS File

&, Dawnload PEM File

Step 5-Configure Logstash

. Install Logstash on a Linux or a Windows host machine or use an existing Logstash instance.

On the Logstash configuration file, add your password and truststore location in the input section. And ereate the output section in the file based on your reguiremeant.

If you have used a Linux host machine to install Logstash, place the kafha.client. truststora, jks file in the fete/logstash/ssl/directory and place the Logstash configuration file in the
fete/logstashicontig/ directory,

If you have used a Windows host machine ta install Logstash, place the kafka.client.truststore Jks filz and the Logstash configuration file in the C:\logstash-Zxx.x\config folder.
Restart Logstash to send the processed data from Citrlx Analytics to your configured output plug-ins,

m o

For detailed instructions, see the integrate Citrix Analytics with ether solutions using the Logstash pipeline documentation..

BETHEXREENESRER, BEHEE.

BaER

BRI HIEBE R E 1 Kaftka ARSZ235RCIE (Citrix Analytics for Security =) #1 Kafka & P i
Bl FRERIENEEFIGRIBEEEREERAN SASL_SSL Z2WiY, FFIUL 9094 inO#ITAHIA
IS
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Apache Kafka EE— N2 24AM, rIEA SSL MEMNERTPNEIE#ITING. BERMEHELESE
SSLIEPfE, BEMEERNBIBRBTINENGRF, REE—E5NRE—aVI2StERmEET
SSL RixBIEIES

S RIIE
BRIEIED AU THE DR
1. TLS/IEZEFin5 ARSI,
- ATEFPmHMRSEEZIE TLS SMNRIERIRSI/ESR (KF) -
- FEFEFEFIHENSHRIESIWEIHIIE (FEZFIHAFIED) .
2. AT TOPICS/tm R #t1TiA AR R P /2
- BIRIFER P in REEME R P ERRE

+ SASL/SCRAM BTRRFP&EBEMIIENE], HESE TLS NEFRLMEZEF R,

{5F SSL #H{TINAR, HAERA SASLISSL #l SASLIPLAINTEXT #{TE{333iF

AINB T, Apache Kafka LA PLAINTEXT ATUES, FRERHREERMUBANIAAX, EREKMLE
I LUREVEHENS . Apache Kafka EE— 1R E4AM, FIfEMR SSL INE ML RAARIEHEHTTM

. BRAMEHFMILE SSLIEHE, #ENEENEHEIMNEL 2. BA SSLNER, R
BE—oNxE—ollesy R EE XN BIES.

MFER TN SSLINE, AFRA/EEERMTFADBEEERLEMN.

MBI ER#ET, BRMUKRINENT A EFHETAENEE L,

aGVsbg8gd29ybGO
HTTPS User EZWHE Basy > Website
Username: admin aGVsbgBgd29ybGO
Password: *****+ gZWH
aGVsbg8gd29ybGO Username: admin
BZWH... Password: ***=**
SSL encryption

EEPIREED, BERFHEEE IKS XHFH PEM XH (MEERE IKS XHFIRMmEK) . &8
LUM Citrix Analytics for Security GUI FEXLEXH, AU TREEHEF® :
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SIEM Enwironment (]

Step 3-Choose one SIEM environment

A Configure ane SIEM service at & time, If you configure multiple SIEM services simultaneously, you might face configuration |ssues.

Splunk | | Azure Sentinel (Preview) | | Elastic Search

Step 4 -Prepare to integrate with other solutions that use the Logstash event pipeline

Fram Citrix Analytics, download the Logstash configuration fila and kafka.client.truststore jks file.

&, Download Logstash Config File

«+, Download JKS File

o Download PER File

Step 5-Configure Logstash

Install Logstash on a Linux or & Windows host machine or use an existing Logstash instance,

On the Logstash configuration file, add your password and truststore location in the input section. And create the output section in the file basad on your requiremeant,

If you have usad a Linux host machine ta install Logstash, place the kafka.client.truststora.jks file in the fetc/logstash/sslidirectory and place tha Logstash configuration fila in the
Jete/logstashiconfigl directory.

If you have used a Windows host machine to install Logstash, place the kafka.client.truststore.jks file and the Logstash configuration file in the C:llogstash-Tixx.x\config folder.
Restart Logstash to send the processed data from Citrix Analytics to yaur configured output plug-ins.

W

s

For detailed instructions, see the integrate Citrix Analytics with other solutions using the Logstash pipeline documentation..

f6FH Logstash #1T SIEM £

MR SIEM 732§ Kafka =, MATLAER Logstash BEWES 28, &R LU Citrix
Analytics for Security FBIEIRE M & X F| Logstash Z1589 HiH RS 22—

LUFERDNEB T 1 Logstash ¥ SIEM & Citrix Analytics for Security 5B A TUETERYS B,

{5 Logstash 5 SIEM RS £
1. B2 g8 > BIESH.
2. TEMPIRETIE L, BTEEAF RMEBDRORIKS, HikF AT A S SR ENEEX .

Account set up ()

Step 1-Create an account

Create an account to allow Citrix Analytics to prepare a configuration file required for SIEM integration.

USER NAME PASSWORD * CONFIRM PASSWORD *

3. WREREUTRN
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Password must -
= Be 6 to 32 characters long.

= Contain at least one upper case and one
lower case letter.

= Contain at least one number.

= Contain at least one of these allowed
special characters _@#5%a&*

= Mot contain spaces.

4. %3F BOB LLER Logstash BRE X5,

Step 2-Get configuration details

After you click Configure, Citrix Analytics prepares a configuration file. Download the configuration file and specify the required details during configuration on SIEM.

Configure

5. EEREMEAT R THEEX M+,

 Logstash EBEXH : kXM IEERKIE (A, Hitssfmtings) , BFEH
Logstash #XIEUREES |22 M Citrix Analytics for Security £iXE 4, B * Logstash Bo B 445
HMMER, 1521 Logstash X1,

o JKS X : tb XX EE SSL EHPIHMIER, R Logstash 5% SIEM RIEE I 4,
« PEM X4 : It X4 @S SSL EZEATEMIEY, £ Kaftka £ SIEM REZE >4,

XEXHASTHRER. FHEREFEZENUE.

Step 3 -Choose one SIEM environment

I\ . N - . - - - - - -
/' Configure one SIEM service at a time. If you configure multiple SIEM services simultaneously. you might face configuration issues.

Splunk ‘ | Azure Sentinel (Preview) | | Elastic Search |

Step 4 -Prepare to integrate with other solutions that use the Logstash event pipeline

From Citrix Analytics, download the Logstash configuration file and kafka.client.truststore.jks file.

o Download Logstash Config File

. Download JKS File

2 Download PEM File

6. BCE Logstash :
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a. 7E&BY Linux 3% Windows F#1E, %% Logstash (5 Citrix Analytics for Security AR
RARA D v7.17.7 M v8.5.3) o EWAIAERIM AR Logstash 61,

b. FEL# Logstash FIEH L, HUTXHREFEEEERT :

EHAER X4 BREE
Linux 3&4: CAS_Others_LogStash_C 33F Debian 1 RPM {4
onfig.config @ . /etc/logstash/
conf.d/

T .zip 0 .tar.gz YA
% : {extract.path}/

config

kafka.client.truststore.jks 3FF Debian 1 RPM 44
4l : /etc/logstash/
ssl/

FF .zip 1 .tar.gz JAREX
ff . {extract.path}/

ssl
Windows %&%: CAS_Others_LogStash_C C:
onfig.config \logstash-7.xx.x\confi
9
kafka.client.truststore.jks C:

\logstash-7.xx.x\confi

g

c. Logstash BeBEX S SHUBER, AUl Kafka $£3#8. LogAnalytics T{EX ID. F%H, &
WAESXEHRERBUAANAE RN FE. AT7TRIPERRS, TJUER Logstash ZARE
AINEBEAENENER, XLEFARERIUEREXFHERZHARITHTIIHE. BX
Logstash ZfAEMEMAIERISBLEMNELER, BFENH ATRLIRENEAE,

d. ¥TFF Logstash ECEX HFFHHITLA TR
EXHRHEARRS, WAUTER

« B : &7 Citrix Analytics for Security F I3 AY B T4 & 8o & S BIIK P 265

. SSL fEETFMEALE : 8/Y SSL B IRIEPMAIE. XEEMENAH
kafka.client.truststore.jks SX{FHIGIE,
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input {
kafka {
bootstrap_servers =>
topics => [*
group_id =>
session_timeout_ms => 60000
auto_offset_reset => "earliest"”
security_protocol => "SASL_SSL"
sasl_mechanism => "SCRAM-SHA-256"
ssl_endpoint_identification_algorithm => ""
sasl_jaas_config => "org.apache.kafka.common.security.scram.ScramLoginModule required username=' password="<your password>';"
ssl_truststore_location => "/etc/logstash/ssl/kafka.client.truststore.jks"

EXHREEES, MALERXBIENBIMEEHIFAGEER. AXELEGNER, ES
%] Logstash 14,

WTFARBARETMHETAERMBEX .

output {
file {
path => "./citrixanalytics-%{+YYYY.MM.dd}.log"

e. EFEEIEAN, JF Citrix Analytics for Security PRI B A IBEIE & XF] SIEM IRS.

FCERME, EREM SIEM BRSFHILIE SIEM FRY Citrix Analytics ##E.

FFE B X IR

Citrix Analytics for Security #&IFECENX 4G, NHAEHN SIEM FEEEE .
ZE{Z1E M Citrix Analytics for Security f&5IEK3E

1. %3 g8 > BESH.
2. XAHHERH AR RBIESR. RABRT, BECHBEALTERRS.
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il

AL

Data Export ©

Agcount set up

) Enabled idata transmission is turned an)

SIEM Enviranmant

Step 3-Cheose ane SIEM environmant
db  condigure ono SEM sorvice 3 2 time. If you cordigure maltiple SIEM sord ees Smulianeo.sly, vou might face configuration issuos.

Step 4 - Pregare for Azune Sentinel integration
From Cirrix Analytics, divanlnnd the Logstash contiguration il aod Aafka.cliend. rsmratoee b fila.

Elastic Search Others

Azure Sentinel (Preview]

2. G o yaur Ao purtal wnd ssbie Aney Secting
3. On the Data conneciorns pARe in &zure Sentingl, search for th Gitrix Analytics (Security) cannacter and select Open connector page.
4. Copy the Workspace [0 and Pricsey Key ard snbee taess values in the correspording fields in Ue downloscded Logstash condigurstion file.

2 Downiged Loestach Confie Fie
ok Dymerilomed JKS Fily
Step %-Contigure Logstash

1 Install Lagetaes and Azurn Santinal
2. In the Logstash canfigaraticn flie, add yeur passwerd and fruststore Lecation in the gt soetion

st - Rar Logstash for Legitsash ana Lisux er s Wisdug host mashive,

brsatabarn,jka il i the dabcilagstashielidivactary and place th Legstach saediguration fla i the

inetall Lagstask, alass i i
i ilein the Celiogetash -7 xx.z\config folder.

i s bt i
it and thes L

. 18 s b o
e Mogatanhicaniig! draciony,
A. 1f you huwow usee o Windows ozt maching 1o retsll Logstash. place the kafka
5. Ressan Lagsiash to send ihe procsased data fram Citdx Snaaics i Azure Sentine
Step G-View Citrix Analytics Workbook in Azure Sentinel Workspace
Saarch for Citrix and select View smed workbook

For detailed instruztions, see the Azure Sentinel integration documertation.

FHI— T ESHEOUHE

P

for SIEM?

( Turn off data transmission )

ERRERBIES, BT RE,

Haiko S X ARERE IR UE L& AT,

A\ Are you sure you want to turn off data transmission

This action stops Citrix Analytics from sending any new data events to
SIEM. All your settings and configurations will be retained.

267
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JEBEZR mailto:CAS-PM-Ext@cloud.com, MFREY SIEM &R A ERIEEEN. SMEIESHEIEN

SIEM, iR,

Citrix Analytics 3&FF SIEM RI#UHES HAETV
Citrix Analytics for Security™ RIFREZ2ERMEBEHEIE (SIEM) IRZEM. LtLEREE Citrix

Analytics for Security BEFRIF IR A XM SIEM BRSS, HEBIERA T RALNT 2 NIR T

Hai, EALUF Citrix Analytics for Security 5T SIEM BRSZER -

o« 3R Azure BT

o SERMIEER

« FHEET Kafka I Logstash BIEIEIEZEZRAVE M SIEM
‘WIS HEI N EELECENRESE, UTF8E T, EEEHIRRESEMY, BESMIRE > BES
H > BIEIRES

Sattings Help Search

o~ Data Export @

Citrix Analytics for Security & 3XZ|1EHY SIEM BRSSH X RSREEED A mFnsEE!

« NPRARENS FBUATH)
o BIEREN (ANEFH)
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Data Events for Expart

) Fiu irciight vt an enatiiad by defatt

S Crargan __]

EATF SIEM M X o RE=EEE

FTERIKAECEM SIEM REG, FIAIEE (NRREN) HHRRALR SIEM 8E, XL
SRPIEEAERAF NTREH. BRREXHEHMNXRIERER. XL Citrix Analytics #1285
FIFEMABRITADITESH ABAFSEM4ER.

BFREARBIEETEUATREA !

o REESTR © RTAFRRITF2HE L. HAPXRTESTLEFHAT 3 BIET(LUERR
KIBNNK FRERBIT 10% BY, BIERNAXR) SIEM BRS.

« KRIBIFHEE | NP A X PQIEIREYIE4E R

- KRIEIFEMHFAER | SRR XBENAPEM4, Citrix Analytics RS MBS 4R
% 1000 NEHIFMEBRKXTIEN SIEM RS, XEEHL X ENFIEIRE XX,

- BPRRITOEHS : BPIYATREITS, Citrix Analytics for Security 5 12 /\EERILEEGE &%
F SIEM BRS,

- AFEEXH : BREBEXHBIERI DN -

- BRRAEF | AR EEohHERNAIZR. Citrix Analytics for Security M Citrix Virtual
Apps™ WMZRILEIE, HE 12 EHFEAXT SIEM RS,

- P& | 5P XBEMIEE, Citrix Analytics for Security M Citrix Virtual Apps # Citrix
Endpoint Management™ 1S3RIILEHE, HE 12 /NEHFHEAXE] SIEM ARSS.

o APNIE . EXiENBIB AT, Citrix Analytics for Security M Citrix Virtual Apps and
Desktops™ #0 Citrix DaaS (WARI#RA Citrix Virtual Apps and Desktops ARSS) #ERIEEK
&, Citrix Analytics for Security & 12 /NEERF IS B & ZEEER SIEM BRSS -

© 1997-2026 Citrix Systems, Inc. All rights reserved. 269



Citrix Analytics for Security™

- ARPEPIRIP . BFPIREMNE IS IP #ilik, Citrix Analytics for Security A Citrix Virtual
Apps and Desktops # Citrix DaaS™ (LARI#5/9 Citrix Virtual Apps and Desktops ARS3) @
RUILEIE, HE 12 /NERFILERLZERER SIEM BRSS.

MRERREEELEREREFRFHEET, WRREKEVENEEGNR, BETHES(E
&, 5 BB TNEERAR,

FEUTRAF, REESURHLTERARS. NRREHIRINER.

“ Data Export @ @) Enabled (data transmission is turned an)
Account set up ]
SIEM Environment t
Data source events [
DEFAULT EVENTS Risk insight events
Risk Insight v s part of your SIEM eeiranment, the risk insight event data source are available and turned an by default, To lear more
about each procassed data, refer to the p data for SIEM documentation.

o Risk insight events are enabled by default.

R RRBHFRRIFARER

LUFERDNERT Citrix Analytics for Security &4 B I MR EHERIZEM,

LFERMRAIF ETHFRENATRTEN, ERFRESRERAFEEXH. BRSEMAH
MFLEtRm R

TRERTFERPEEXHEIE. AR XEITSM KL B RIZRE il AR 7 R B T,

FERAR i
entity_id ELEXBENSM. EIRERT, KEER
Fo
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FERAT

entity_type

event_type

tenant_id
timestamp

version

AR EEXHRIERN

RPROIESRE

"tenant_id": "demo_tenant",

"user", "timestamp":
n 3 3 n
userProfileLocation",

"version": 2

P ERF B

FRA

event_type

country

city

cnt

"2021-02-10T15:00:002",
"country":

PN

T RFRPRISEE, FLIERT, KEER
Fo

RXE) SIEM BREBIEIEIER, Bla0 - BRI
B. APIEERBRSAPIEEIHRER,

&P BME—E 1,

B A P & ThRY B AR B El,

EEHIERZRMARA, HRIZRMMREN 2

"entity_id": "demo_user", "entity_type":

"event_type":
"India", "cnt":

"city": "Bengaluru",

s

=

x| SIEM BRSBVEIESEE, FIBERT,
FHRBEERFIE,

RBRERNERAMX,

BRERIET,

T & 12 /NSRRI ERRE.
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BFREPE IP 524

"client_ip": "149.147.136.10",

"cnt": 3,

"entity_id": "r2_up_user_1",
"entity_type": "user",

"event_type": "userProfileClientIps",
"tenant_id": "xaxddaily1",

"timestamp": "2023-09-18T10:45:00Z2",

"version": 2

EPim 1P AR ERE M

FRAT

client_ip

cnt

entity_id

entity_type

event_type

B
réé

RFPig&R 1P Hilk,

RREIE 12 /NSREIEIR &R,

ELEXBENSD. FIERT, KEER
Fo

FHEXRAIRE, ERIERT, SHEEER
FHIE i 1P

KiEF| SIEM ARSZSEVENIESEEY, fFla0 - AP AL
B. APHUEERBREEFIREIHRER.
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TR
tenant_id
timestamp
version
AR BEERERER
{

"data_usage_bytes":
87555255,
"entity_type": "user",
"shared_file_cnt": 0,
"2021-02-10T21:00:00Z2",

"version": 2

R P BiE(ER RN B = B

FRA

data_usage_bytes

deleted_file_cnt

downloaded_bytes

downloaded_file_count

event_type

shared_file_count

87555255,
"downloaded_file cnt":
"event_type":
"tenant_id":
"uploaded_bytes": 0O,

&P BMHE—E 1,

T A P &Ry B EAFIESE)..

B EHIENZRMARA, HRIZRMMREN 2

"deleted_file_cnt": 0O,
5, "entity_id":

"downloaded_bytes":
"demo@demo.com",
"userProfileUsage",

"demo_tenant", "timestamp":

"uploaded_file_cnt": 0,

fixd

=

RRERANSIEE UFTREAML) . EEH
F M EEEENRE,

R PHBIFREIX R E,

AR THIEEE,

BFRTHIXHHE.

AxE SIEM BRSHVEHEZER, EXMER
T, EHEERRAPIAAEEXF.

BRHENXHEE.
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TR R
uploaded_bytes R _ LIRS,
uploaded_file_cnt BF_EENXHHE.

BARIg&%EE
{

"cnt": 2, "device": "user1612978536 (Windows)", "entity_id": "demo",
"entity_type": "user", "event_type": "userProfileDevice", "tenant_id":
"demo_tenant", "timestamp": '"2021-02-10T21:00:00Z", "version": 2

FA PR & Ry B,

FERA 3
cnt BREEEE 12 /N RRIH PRI,
device RENBT.
event_type AXE| SIEM ARSRVEEEAER, FRERT,

EHEEZAPINEEIRRIER.

P N AREFREY

"tenant_id": "demo_tenant", "entity_id": "demo", "entity_type": "user",
"timestamp": "2021-02-10T21:00:00Z", "event_type": "userProfileApp",
"version": 2, "session_domain":
"'99e38d488136F621828d4823edd120b4132d724396a7410e6dd1b0",
"user_samaccountname": "testnameeikragz779", "app": "Chromeeikragz779",
"cnt": 189
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FF N T2 B = Bt

FEE R
event_type &ZXE| SIEM IRSHVBUESEER, TULERT,

EHRBZAPRIREHRIER.

session_domain BFEZZHKIE D,
user_samaccountname &R F Windows R2HBRRA (%0 Windows NT

4.0. Windows 95. Windows 98 #1 LAN
Manager) HIE P iEfIIRS B[S RE . It
2B FEF Citrix StoreFront U RE Rixis

Windows i+ &#l.
app FA P AR BN FBAE R % Fho
cnt d &K 12 /NANAEZFRYISIRIRE.
AP RS 5RM
{
"cur_riskscore": 7, "entity_id": "demo", "entity_type": "user",
"event_type": "userProfileRiskscore", "last_update_timestamp":

"2021-01-21T16:14:292", "tenant_id": "demo_tenant", "timestamp":
"2021-02-10T20:45:00Z2", "version": 2

FA P XU 53 BY 5 B
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FERAT

cur_riskscore

event_type

last_update_timestamp

ErEpuN
PELARBFPIHEIXITS. XEIFSIRIES
BREE X BRI ™ESTE 0 ) 100 2%
1to

R3XF) SIEM RRSSBVEHREE, EXMIER
T, EHXEEZRAPHIXRITD,

AR KIS R EHBIET 8l

timestamp R RIFD E I EH & XR R SIEM
ARSSEVETIEl, WEME 12 )\ A XTI/
SIEM BRSS—Ro
KIS BN
byl
{
"alert_message": '"Large risk score drop percent since last check",

"cur_riskscore": 18, "entity_id":
"event_type": "riskScoreChange",
"2021-02-11T05:45:002", "version":

"alert_type": "riskscore_large_drop_pct", "alert_value": -21.73913,
"demo_user", "entity_type": "user",

"tenant_id": "demo_tenant", "timestamp":

}

a2
{

"alert_message": "Risk score increase since last check", "alert_type":
"riskscore_increase", "alert_value": 39.0, "cur_riskscore": 76,
"entity_id": "demo_user", "entity_type": "user", "event_type":
"riskScoreChange", "tenant_id": "demo_tenant", "timestamp":
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"2021-02-11T03:45:002", "version": 2

R IT53 32 B B9 B

FERATR Epu
alert_message R2IF9 T E R REEE.
alert_type EBREREF XIS EME X RITFS B

PHEETRE, HREFPHOXRTESTCETFH
AF=, HELZCLEMLERERG N T EE
g 10% BY, BUERAZEE] SIEM AR,

alert_value AXEFRTEREEBE, KNEFESTER
— AR YHEI XTS5 2 F XL ESS 2 88
=8, TIRESEEN -100 2] 100,

cur_riskscore PEEL AP BNEFINEITD. KRITF2IEES
BREmE X R ™EMS, SEEM 0 F
100,

event_type &3FXE| SIEM IRSZBHVEHESESR, EXMHER

T, EHEERRAPRNRITIRE .

timestamp K2R A P X BT s 3 L BY B HAFD B jEl,
RBEIEIRGE

MBEAEHRERA R PR ER DAY, | eI ESRMFNIEIR F IR AE RN, IRIEXFLIENR, ZRMPRIF
BRHEESENE,

TR T A ER AR E AR F R,

FERETR PN
data source FHEUE & 3X B Citrix Analytics for Security B97=

5K, 50 : Citrix Secure Private
Access™. Citrix Gateway #1 Citrix Apps and
Desktops &,
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FERAT

data_source_id

entity_type

entity_id

event_type

indicator_category

indicator_id

indicator_category_id

indicator_name

indicator_type

indicator_uuid

indicator_vector_name

indicator_vector_id

PN

B8R X BXAY 1D, 1D /3 1 B2 Citrix
Gateway, ID /4 2 B2 Citrix Endpoint
Management, ID 73 3 892 Citrix Apps and
Desktops, 1D /3 4 BJ:E Citrix Secure Private
Access.

F RIS, ERTUZERF.
E54F RPeHB9 LR X BXBY ID.

A3xF SIEM BRSHVEHESEE, EXMER
T, BEHEEEXRIERIEE,

ERNPAEIRBIZER . RLHEIR AT XS

Kpz—  REENIER. RRERNAF. &
1 R BN AR A

B X BeIsHn % BXRIME— 1D,

B X PeistRdes| X BXAY IDo 1D 1 = #UEMER,
ID 2 = NERELRD, ID 3 =REEMAF, ID4=
R REGHVIR =

RPetEIRE AT T BEXNRETR, Lt
PRE BB HEIRET E Mo

ETRNPAETRERIA (RE) ERBEX.

5 K Fustnse ) X BREIME— 1D,

EREXENR X ERBIXLRE, XiLmEd
FEETIRENNLIER. BT UERXPLE
. BETFERKWBINLIER. EF IP BIXR
fatn. BETEIERNXOIEIR. BT XXHRIXEL
EARIA R B fth KBS FE AT

EXEE XM ID, ID1=EHFEEXKE
fetR, ID 2 =EFUENNXPLIEIR, ID3 =1
FEREKMBINEISIR, 1D 4=EF IPBIXBE
1545, ID 5= BETFHIENXPLIENR, D6=&

© 1997-2026 Citrix Systems, Inc. All rights reserved.



Citrix Analytics for Security™

FERAR ErEpuN
FXHEHXEIENR, ID 7 = X POIER, ID
999 = ~AJF,
occurrence_details B X XpLstnft & S RFEHE R,
risk_probability BRERAPEHXBEHXMLE, ZENTFO

3 1.0 zigle XFEEXXIENF,
risk_probability #8287 1.0, ARER—1NET

ERBEAVIETT.
severity RN EY, PTUEE. PHE.
tenant_id EFHHE—S15,
timestamp R atnft & B B EBAN A A,
ui_link Citrix Analytics B3 P 5 E £ B P BTl 4R AN E Y &
¥,
observation_start_time Citrix Analytics FFia 51 P /& ohE BT B BRI By

& RIS EERALNBERREITA,
N = AR & KPS T ERo

TERER T PREEREHIFAE R AT BRI TR,

FERATR R
data_source_id SXIER X BERNH—RRRT, Ef, fRERFT 1

fLER Citrix Gateway ; FRIRFF 2 fXE Citrix
Endpoint Management ; #RiRRT 3 X3k Citrix
Apps and Desktops ; #RIRFF 4 3k Citrix
Secure Private Access,

indicator_category_id B X nas2E5 X BXAY ID, 1D 1 = HuEit
EE: ID2= V\]ﬁml_ﬂzﬂ'ﬂ‘, ID3= %@%’%ﬂa)ﬁ, ID 4
= RGNS

entity_id 5 5bF RS HRYSE{R X BXAY 1D,

entity_type FRFEHPRISSE, ATUARAF,

© 1997-2026 Citrix Systems, Inc. All rights reserved. 279



Citrix Analytics for Security™

FERAT

event_type

indicator_id

indicator_uuid

indicator_vector_name

indicator_vector_id

tenant_id

timestamp

version

client_ip

_-=x

AR

"longitude": -999 o

« "region": "NA" .

PN

A3xE SIEM BRSHVEHESER, EXMER
T, BEHEREXRERSEAIIFAER.

B X eistn % BXR9ME— 1D,

B R pEtRIL A X BXEIME— IDo

EREXENR X ERBIXRRE, XiLmEd
FEETIRENNLIER. BT UERXPLE
n. BETFERKWBINLIER. EF 1P BIXR
fatn. BETEIEMNXOIEIR. BT XXHRIXEL
EARIA R B fth KBS FEAT

EXpemE X ID, ID 1= EFIGEFHXK
f&45, ID 2 =ETFUBHIXEIENR, ID3=&
FEREKKBINEIEIR, ID4=EF IP BIXBE
}&45, ID5=ETFHIENXEIENR, ID6=%
FXHNEIESR, ID 7 = EtiXFEIESR, ID
999 = ~AJF.

BEFHH—F15,
Xp&FstnAn % B9 B BRFNEY 8]

B IBRIR MR A, HEIRMARA RN 2,

P& 1P Hilk,

o MNRBHBIEXRBFEREATAH, WoAEERN -999, flal, "latitude": -999

« NRFAHRBFEREFERERTA, WoEREN NA. F40, "city": "NA"
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Citrix Secure Private Access X [ISHREEH

SR IARIRSE URL KERIEIREN

IR ESREN
{
"tenant_id": "demo_tenant",

"indicator_id": 401,

"indicator_uuid": "8f2a39bd-c7c2-5555-a86a-5cfe5h64dfef",

"indicator_category_id": 2,

"indicator_vector": {

"name": "Other Risk Indicators",

"id": 7 3,

"data_source_id": 4,

"timestamp": "2018-03-15T10:59:58Z2",

"event_type": "indicatorSummary",
"entity_type": "user",
"entity_id": "demo_user",

"version": 2,

"risk_probability": 1,

"indicator_category": "Insider threats",
"indicator_name": "Attempt to access blacklisted URL",
"severity": "low",
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"data_source": "Citrix Secure Private Access",

"ui_link": "https://analytics.cloud.com/user/",

"indicator_type": "builtin",

"occurrence_details": {

"observation_start_time": "2018-03-15T10:44:59Z",

"relevant_event_type": "Blacklisted External Resource Access"
}
}
BRI AE SR
{
"tenant_id": "demo_tenant",

"indicator_id": 401,

"indicator_uuid": "c421f3f8-33d8-59b9-ad47-715b9d4f65f4",

"indicator_category_id": 2,

"indicator_vector": {

"name": "Other Risk Indicators",

"id": 7 3,

"data_source_id": 4,

"timestamp": "2018-03-15T10:57:21Z7",

"event_type": "indicatorEventDetails",
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"entity_type": "user",

"entity_id": "demo_user",

"version": 2,

"domain_name": "googleads.g.doubleclick.net",
"executed_action": "blocked",
"reason_for_action": "URL Category match",
"client_ip": "157.XX.XXX.XXX"

TRER T RHGEER SR URL IRBERAMNEMHFAE R RHENFERET.

FEATR i
observation_start_time Citrix Analytics FF4R 51 P /& ohEBY B B aY Y
8, NREFUHAECNEEMFEITH, it
R X LIS
executed_action A RLER URL BITEVIRME, 1REEIER
FFARE LE
reason_for_action F1iZ URL $IT IR ERV IR R
T EHIETHXIEREN
IR ERA
{
"tenant_id": "demo_tenant",

"indicator_id": 403,
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"indicator_uuid": "67d21b81-a89a-531e-af@b-c5688c2e9d40",

"indicator_category_id": 2,

"indicator_vector": {

"name": "Other Risk Indicators",

Ilidll: 7 },

"data_source_id": 4,

"timestamp": "2018-03-16T10:59:592",

"event_type": "indicatorSummary",
"entity_type": "user",
"entity_id": "demo_user",

"version": 2,

"risk_probability": 1,

"indicator_category": "Insider threats",

"indicator_name": "Excessive data download",

"severity": "low",

"data_source": "Citrix Secure Private Access",

"ui_link": "https://analytics.cloud.com/user/",

"indicator_type": "builtin",

"occurrence_details": {

"observation_start_time": "2018-03-16T10:00:00Z2",

"data_volume_in_bytes": 24000,

"relevant_event_type": "External Resource Access"
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IR AME SR

"tenant_id": "demo_tenant",

"indicator_id": 403,

"indicator_uuid": "67d21b81-a89a-531e-af@b-c5688c2e9d40",

"indicator_category_id": 2,

"indicator_vector": {

"name": "Other Risk Indicators",

"id": 7 3,

"data_source_id": 4,

"timestamp": "2018-03-16T10:30:002",

"event_type": "indicatorEventDetails",
"entity_type": "user",
"entity_id": "demo_user",

"version": 2,

"domain_name": "www.facebook.com",

"client_ip": "157.XX.XXX.XXx",

"downloaded_bytes": 24000
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TR T I ERIE T HARERMMEFIFLAE

FEAR

observation_start_time

data_volume_in_bytes

relevant_event_type

domain_name

downloaded_bytes

7R LEEBRKRIETSREG
R EERN
{
"tenant_id": "demo_tenant",

"indicator_id": 402,

"indicator_vector": {

"id": 7 3,

"data_source_id": 4,

"indicator_category_id": 2,

"name": "Other Risk Indicators",

BEMFENFERAN.

Had
Citrix Analytics Fria 512 3 P & b 2B a) B RV B
Ble ANRTELLBIEIERNICMNENERZ BTN,
M= b % X\ BoFET.
THHOKEE UFETHEM .
IETRAPEHAEER,
TEBIRAIHAY S .

THHHKIEE UFTHRENM

"indicator_uuid": "4f2a249c-9d05-5409-9c5f-f4c764f50e67",
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"timestamp": "2018-03-16T10:59:592",

"event_type": "indicatorSummary",
"entity_type": "user",
"entity_id": "demo_user",

"version": 2,

"risk_probability": 1,

"indicator_category": "Insider threats",

"indicator_name": "Unusual upload volume",

"severity": "low",

"indicator_type": "builtin",

"occurrence_details": {

"data_volume_in_bytes": 24000,

ERBREFFAEREY

"data_source": "Citrix Secure Private Access"

"ui_link": "https://analytics.cloud.com/user/",

"observation_start_time": "2018-03-16T10:00:00Z2",

"relevant_event_type": "External Resource Access"
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"tenant_id": "demo_tenant",

"indicator_id": 402,

"indicator_uuid": "c6abf40c-9b62-5db4-84bc-5b2cd2cOca5f",

"indicator_category_id": 2,

"indicator_vector": {

"name": "Other Risk Indicators",

Ilidll: 7 },

"data_source_id": 4,

"timestamp": "2018-03-16T10:30:00Z2",

"event_type": "indicatorEventDetails",
"entity_type": "user",
"entity_id": "demo_user",

"version": 2,

"domain_name": "www.facebook.com",

"client_ip": "157.XX.XXX.XXX",

"uploaded_bytes": 24000

TRERTHE L ENREERMNEHFARERRENF RS,

FERAT B
observation_start_time Citrix Analytics Fraa s F 7 & sh 3| B (8] B RV B
8l SNREFLHREIENBEAZFEITH, NS
fih & X PO HE T 850
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TR R
data_volume_in_bytes EENHEE (UFTREM)
relevant_event_type e AP EHREER,
domain_name EEBIREIERBIT.
uploaded_bytes EENHEE UFTBREMA) .

Citrix Endpoint Management XIf25+52844

KBEIRHE Root I EIEIREM

et SR
{
"data_source": "Citrix Endpoint Management",

"data_source_id": 2,

"indicator_id": 200,

"indicator_name": "Jailbroken / Rooted Device Detected",

"entity_id": "demo_user",

"entity_type": "user",

"event_type": "indicatorSummary",

"indicator_category": "Compromised endpoints",

"indicator_category_id": 4,

"indicator_vector": {

"name": "Other Risk Indicators",

"id": 7 3,
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"indicator_type": "builtin",

"occurrence_details": {},

"risk_probability": 1.0,

"severity": "low",

"tenant_id": "demo_tenant",

"timestamp": "2021-04-13T17:49:05Z2",

"ui_link": "https://analytics.cloud.com/user/",

"version": 2

b
IR AME SR
{

"indicator_id": 200,

"client_ip": "122.xXx.XX.xxx",

"data_source_id": 2,

"entity_id": "demo_user",
"entity_type": "user",
"event_type": "indicatorEventDetails",

"indicator_category_id": 4,

"indicator_vector": {

"name": "Other Risk Indicators",

"indicator_uuid": "aa872f86-a991-4219-ad01-2a070b6e633d",
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"id": 7 3,

"indicator_uuid": "9Qaaaa9el-39ad-4daf-ae8b-2fa2caa60732",

"tenant_id": "demo_tenant",

"timestamp": "2021-04-09T17:50:35Z",

"version": 2

ENRFERERBRNAEFNIRE

FEAT R
{
"data_source": "Citrix Endpoint Management",

"data_source_id": 2,

"indicator_id": 201,

"indicator_name": "Device with Blacklisted Apps Detected",

"entity_id": "demo_user",

"entity_type": "user",

"event_type": "indicatorSummary",

"indicator_category": "Compromised endpoints",

"indicator_category_id": 4,

"indicator_vector": {

"name": "Other Risk Indicators",

"id": 7 3,
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"indicator_type": "builtin",

"occurrence_details": {},

"risk_probability": 1.0,

"severity": "low",

"tenant_id": "demo_tenant",

"timestamp": "2021-04-13T17:49:232",

"ui_link": "https://analytics.cloud.com/user/",

"version": 2

b
IR AME SR
{

"indicator_id": 201,

"client_ip": "122.xXx.XX.xxx",

"data_source_id": 2,

"entity_id": "demo_user",
"entity_type": "user",
"event_type": "indicatorEventDetails",

"indicator_category_id": 4,

"indicator_vector": {

"name": "Other Risk Indicators",

"indicator_uuid": "3ff7bd54-4319-46b6-8b98-58a9a50ae9a7",
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"id": 7 3,

"indicator_uuid": "743cd13a-2596-4323-8da9-1ac279232894",

"tenant_id": "demo_tenant",

"timestamp": "2021-04-09T17:50:39Z2",

"version": 2

RNBPEREIRE
TR

"data_source": "Citrix Endpoint Management",

"data_source_id": 2,

"indicator_id": 203,

"indicator_name": "Unmanaged Device Detected",
"entity_id": "demo_user",

"entity_type": "user",

"event_type": "indicatorSummary",
"indicator_category": "Compromised endpoints",

"indicator_category_id": 4,

"indicator_vector": {

"name": "Other Risk Indicators",

"id": 7 3,
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"indicator_type": "builtin",

"occurrence_details": {},

"risk_probability": 1.0,

"severity": "low",

"tenant_id": "demo_tenant",

"timestamp": "2021-04-13T12:56:30Z",

"ui_link": "https://analytics.cloud.com/user/",

"version": 2

b
IR AME SR
{

"indicator_id": 203,

"client_ip": "127.XxX.XX.xxXX",

"data_source_id": 2,

"entity_id": "demo_user",
"entity_type": "user",
"event_type": "indicatorEventDetails",

"indicator_category_id": 4,

"indicator_vector": {

"name": "Other Risk Indicators",

"indicator_uuid": "e28b8186-496b-44ff-9ddc-ae50e87bd757",
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"id": 7 3,

"indicator_uuid": "dd280122-04f2-42b4-b9fc-92a715c907a0",

"tenant_id": "demo_tenant",

"timestamp": "2021-04-09T18:41:30Z2",

"version": 2

Citrix Gateway X [&i517224

EPA K BUX B FEFREEM
A EEREN
{
"tenant_id": "demo_tenant",

"indicator_id": 100,

"indicator_uuid": "3c17454c-86f5-588a-a4ac-0342693d8a70",

"indicator_category_id": 3,

"indicator_vector": {

"name": "Other Risk Indicators",

"id": 7 3,

"data_source_id": 1,

"timestamp": "2017-12-21T07:14:59Z2",

"event_type": "indicatorSummary",

"entity_type": "user",
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"entity id": "demo_user",

"version": 2,

"risk_probability": 1,

"indicator_category": "Compromised users",
"indicator_name": "EPA scan failure",
"severity": "low",

"data_source": "Citrix Gateway",

"ui_link": "https://analytics.cloud.com/user/",
"indicator_type": "builtin",

"occurrence_details": {

"event_description": "Post auth failed, no quarantine",

"observation_start_time": "2017-12-21T07:00:00Z2",

"relevant_event_type": "EPA Scan Failure at Logon"
}
}
IR AEREN
{
"tenant_id": "demo_tenant",

"indicator_id": 100,

"indicator_uuid": "3c17454c-86f5-588a-a4ac-0342693d8a70",

"indicator_category_id": 3,
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"indicator_vector": {

"name": "Other Risk Indicators",

"id": 7 3,

"data_source_id": 1,

"timestamp": "2017-12-21T07:12:00Z",

"event_type": "indicatorEventDetails",
"entity_type": "user",
"entity_id": "demo_user",

"version": 2,

"gateway_domain_name": "10.102.xx.xx",
"gateway_ip": "56.XX.XxX.Xx",
"policy_name": "postauth_act_1",
"client_ip": "210.91.xx.xxx",
"country": "United States",

"city": "San Jose",

"region": "California",
"cs_vserver_name": "demo_vserver",
"device_os": "Windows 0S",

"vserver_fgdn": "10.xxX.xX.xx"

"event_description": "Post auth failed, no quarantine",

"security_expression": "CLIENT.O0S(Winl12) EXISTS",

"vpn_vserver_name": "demo_vpn_vserver",
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b FRHHR T EPA RN XL IE R Z IR FE I3 40ME R B N FER BT

FERAT

event_description

relevant_event_type

gateway_domain_name

gateway_ip

policy_name

country

city

region

cs_vserver_name

device_os

security_expression

vpn_vserver_name

vserver_fqdn

% B SR IIER MR PR RS

fEtT SR
{
"tenant_id": "demo_tenant",
"indicator_id": 101,

5

B

Y EPA FHEKRMEIRE, FIMNSMIIEE
KA TFRE A,

187 EPA RSB HFRIZERY,
Citrix Gateway H91%%.
Citrix Gateway B9 IP ik,

7£ Citrix Gateway FEZER EPA HiHHRE %
5o

MR AP AR E R,
MBI A EThRYIER T,

1B P AR R,
MBI E AR S5 2 B9 BT,

P& EIRIERS.

7£ Citrix Gateway LR BENZ2RIEN,
Citrix Gateway RS 28095 .

Citrix Gateway FE#IARZ5 2509 FQDN,
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"indicator_uuid": "4bc0f759-93e0-5eea-9967-ed69de9dde9a",

"indicator_category_id": 3,

"indicator_vector": {

"name": "Logon-Failure-Based Risk Indicators",

Ilidll: 3 },

"data_source_id": 1,

"timestamp": "2017-12-21T07:14:59Z2",

"event_type": "indicatorSummary",
"entity_type": "user",
"entity_id": "demo_user",

"version": 2,

"risk_probability": 1,

"indicator_category": "Compromised users",
"indicator_name": "Excessive authentication failures",
"severity": "medium",

"data_source": "Citrix Gateway",

"ui_link": "https://analytics.cloud.com/user/”,
"indicator_type": "builtin",

"occurrence_details": {

"observation_start_time": "2017-12-21T07:00:00Z2",

"relevant_event_type": "Logon Failure"
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EIRE M AE R R

"tenant_id": "demo_tenant",

"indicator_id": 101,

"indicator_uuid": "a391cdla-d298-57c3-al7b-01f159b26b99",

"indicator_category_id": 3,

"indicator_vector": {

"name": "Logon-Failure-Based Risk Indicators",

"id": 3 3},

"data_source_id": 1,

"timestamp": "2017-12-21T07:10:00Z",

"event_type": "indicatorEventDetails",
"entity_ type": "user",
"entity_id": "demo-user",

"version": 2,

"event_description": "Bad (format) password passed to nsaaad",

"authentication_stage": "Secondary",

"authentication_type": "LDAP",

"auth_server_ip": "10.xxx.x.xx",
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"client_ip": "24.XXX.XXX.XX",

"gateway_ip": "24.xxX.xxX.xx",

"gateway_domain_name": '"xyz",

"country": "United States",

"region": "California",

"city": "San Jose",

"nth_failure": 5

"cs_vserver_name": "demo_cs_vserver",

"vserver_fqgdn": "demo-fgdn.citrix.com",

"vpn_vserver_name": "demo_vpn_vserver",

TRERTHRET I ZHEMIEIERK RERAMNEHIFAE R RENFERR T,

FEATR

relevant_event_type

event_description
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authentication_type
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gateway_ip
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FERAT

cs_vserver_name

vpn_vserver_name

vserver_fqdn

nth_failure

country

city

region

FATRERRTT KPR IEHR
BT EESRNG

"tenant_id": "demo_tenant",

"indicator_id": "111",

"indicator_category_id": 3,

"indicator_vector": {

"id": 2

iy

"data_source_id": 1,

"timestamp": "2020-06-06T12:14:59Z2",

AR E AR S5 2 BV BT

Citrix Gateway FEE#IIRZS 28095 5.
Citrix Gateway FE#{BRS58589 FQDNo
F P SR 3E R AR 2

KR AP AR E R,
B R P AT

KR AR P E BRI,

"indicator_uuid": "83d68a6d-6588-5b77-9118-8a9e6a5b462b",

"name": "Location-Based Risk Indicators",
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"event_type": "indicatorSummary",
"entity_ type": "user",
"entity id": "demo_user",

"version": 2,

"risk_probability": 1,

"indicator_category": "Compromised users",
"indicator_name": "Impossible travel",
"severity": "medium",

"data_source": "Citrix Gateway",

"ui_link": "https://analytics.cloud.com/user/",
"indicator_type": "builtin",

"occurrence_details": {

"relevant_event_type": "Impossible travel",

"distance": 7480.44718,

"observation_start_time": "2020-06-06T12:00:00Z",

\"region\":\"Florida\",\"city\":\"Miami\",

\"United States\",
\"latitude\":37.0902,\"longitude\":-95.7129,\"count\":2}]",

"historical_observation_period_in_days": 30

"historical logon_locations": "[{\"country\":\"United States\",

\"latitude\":25.7617,\"longitude\":-80.191, \"count\":28%}, {\"country\":

© 1997-2026 Citrix Systems, Inc. All rights reserved.

303



Citrix Analytics for Security™

BIFEMFAEREN
{
"tenant_id": "demo_tenant",
"indicator_id": "111",

"indicator_uuid": "83d68a6d-6588-5b77-9118-8a9e6a5b462b",

"pair_id": 2,

"indicator_category_id": 3,

"indicator_vector": {

"name": "Location-Based Risk Indicators",

"id": 2

iy

"data_source_id": 1,

"timestamp": "2020-06-06T05:05:002",

"event_type": "indicatorEventDetails",
"entity_type": "user",
"entity_id": "demo_user",

"version": 2,

"client_ip": "95.xxX.xX.xx",

“ip_organization”: “global telecom 1td”,

“ip_routing_type”: “mobile gateway”,
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"country": "Norway",

"region": "Oslo",

"city": "Oslo",

"latitude": 59.9139,

"longitude": 10.7522,

"device_os": "Linux 0S",

"device_browser": "Chrome 62.0.3202.94"

TRER T AR ERITRREERMM EHFAE SRR FRAT.

FEAW R
distance AIREITIEME X EHEER (RE) .
historical logon_locations AP IAEMIE XA REMRARNG MIEW
1] AR B
historical_observation_period_in_days B MIBE S WL 30 X,
relevant_event_type ETREHEE, AIINER.
observation_start_time Citrix Analytics Fraa s F 7 & sh 3| B (8] B RV B

& ANRFEUBIEERALNBERZEITH,
N =R & K T ERo

country AP ERIERMX,
city AR EREET,

region TP ERXE,
latitude ETRARERMUENSE,
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TR R
longitude EBETARFERMUBNEE,
device_browser FA P E BRI ZS X 53 25
device_os APz &R 1ER Y.
ip_organization B P imIPHIERYEALALR
ip_routing_type B imIPER IR

AIRRIPE RN IS 85
fERAREEREN
{
"tenant_id": "demo_tenant",

"indicator_id": 102,

"indicator_uuid": "0100e910-561a-5ff3-b2a8-fc556d199ba5",

"indicator_category_id": 3,

"indicator_vector": {

"name": "IP-Based Risk Indicators",

"id": 4},

"data_source_id": 1,

"timestamp": "2019-10-10T10:14:59Z7",

"event_type": "indicatorSummary",
"entity_ type": "user",
"entity id": "demo_user",
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"version": 2,

"indicator_name":

"indicator_type":

ETREFAEERN

"indicator_uuid":

"risk_probability":

0.91,

"indicator_category": "Compromised users",

"Logon from suspicious IP",

"severity": "medium",
"data_source": "Citrix Gateway",
"ui_link": "https://analytics.cloud.com/user/",

"builtin",

"occurrence_details": {

"relevant_event_type": "Logon",

"client_ip": "1.0.xxx.xx",

"observation_start_time": "2019-10-10T10:00:00Z2",

"suspicion_reasons": "brute_force|external_threat"

"tenant_id": "demo_tenant",

"indicator_id": 102,

"4ba77b6c-bac0-5ad0-9b4a-c459a3e2ec33",
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"indicator_category_id": 3,

"indicator_vector": {

"name": "IP-Based Risk Indicators",

"id": 4 3},

"data_source_id": 1,

"timestamp": "2019-10-10T10:11:00Z",

"event_type": "indicatorEventDetails",
"entity_ type": "user",
"entity_id": "demo_user",

"version": 2,

"suspicion_reasons": "external_threat",

"gateway_ip": "gIP1",

"client_ip": "128.0.xxXx.xxx",

"country": "Sweden",

"city": "Stockholm",

"region": "Stockholm",

"webroot_reputation": 14,

"webroot_threat_categories": "Windows Exploits|Botnets|Proxy",

"device_os": "Windows 0S",

"device_browser": "Chrome"
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TRER T IR IP BERVEERGMEHFAE R RMEENFRA.

FERAW T
suspicious_reasons IP a4 IR 5 9 AT £ RV R A
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webroot_threat_categories FRE BB IR IR 7S Webroot A ETEE IP IRGUAIEL
AR,

device_os FAPISERIRIER S

device_browser fEFRBIMZE N 588,

country MBI B A EERERMX,
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"tenant_id": "demo_tenant",

"indicator_id": 109,

"indicator_uuid": "dc@174c9-247a-5e48-a2ab-d5f92cd83dof",

"indicator_category_id": 3,

"indicator_vector": {

"name": "Logon-Failure-Based Risk Indicators",
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"id": 3 },

"data_source_id": 1,

"timestamp": "2020-04-01T06:44:59Z7",

"event_type": "indicatorSummary",
"entity_type": "user",
"entity_id": "demo_user",

"version": 2,

"risk_probability": 1,

"indicator_category": "Compromised users",
"indicator_name": "Unusual authentication failure",
"severity": "medium",

"data_source": "Citrix Gateway",

"ui_link": "https://analytics.cloud.com/user/",
"indicator_type": "builtin",

"occurrence_details": {

"relevant_event_type": "Logon Failure",

"observation_start_time": "2020-04-01T05:45:00Z"
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ETREFAEERN

"tenant_id": "demo_tenant",

"indicator_id": 109,

"indicator_uuid": "ef4b9830-39d6-5b41-bdf3-84873a77ea9a",

"indicator_category_id": 3,

"indicator_vector": {

"name": "Logon-Failure-Based Risk Indicators",

"id": 3 3},

"data_source_id": 1,

"timestamp": "2020-04-01T06:42:00Z",

"event_type": "indicatorEventDetails",
"entity_ type": "user",
"entity_id": "demo_user",

"version": 2,

"event_description": "Success",

"authentication_stage": "Secondary",

"authentication_type": "LDAP",

"client_ip": "99.xxX.xX.xx",
"country": "United States",
"city": "San Jose",
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"region": "California",
"device_os": "Windows 0S ",
"device_browser": "Chrome",
"is risky": "false"
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AR RN ISR
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{
"tenant_id": "demo_tenant",
"indicator_id": "110",

"indicator_uuid": "67fd935-a6a3-5397-b596-636aa1588c",

"indicator_category_id": 3,

"indicator_vector": [

{
"name": "Location-Based Risk Indicators",
"id": 2

3

{
"name": "IP-Based Risk Indicators",
"id": 4

3

{
"name": "Other Risk Indicators",
"id": 7

}

1,

"data_source_id": 1,
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"timestamp": "2020-06-06T12:14:59Z7",

"event_type": "indicatorSummary",
"entity_type": "user",
"entity_id": "demo_user",

"version": 2,

"risk_probability": 0.71,

"indicator_category": "Compromised users",
"indicator_name": "Suspicious logon",
"severity": "medium",

"data_source": "Citrix Gateway",

"ui_link": "https://analytics.cloud.com/user/",
"indicator_type": "builtin",

"occurrence_details": {

"observation_start_time": "2020-06-06T12:00:00Z2",

"relevant_event_type": "Logon",

"event_count": 1,

"historical_observation_period_in_days": 30,

"country": "United States",

"region": "Florida",

"city": "Miami",

"historical_logon_locations": "[{\"country\":\"United States\",

\"region\":\"New York\",\"city\":\"New York City\",
\"latitude\":40.7128,\"longitude\":-74.0060, \"count\":9}]1",
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"user_location_risk": 75,

"device_id": "",
"device_os": "Windows 0S",
"device_browser": "Chrome",

"user_device_risk": 0,

"client_ip": "99.xxX.xX.xx",

"user_network_risk": 75,

"webroot_threat_categories":

"suspicious_network_risk": 89

ERBREFFAEREY

"tenant_id": "demo_tenant",

"indicator_id": "110",

"indicator_category_id": 3,

"indicator_vector": [

"Phishing",

"indicator_uuid": "67fd6935-a6a3-5397-b596-63856aa1588c",

"name": "Location-Based Risk Indicators",
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"id": 2
iy
{
"id": 4
iy
{
"id": 7
3
iy

"data_source_id": 1,

"version": 2,

"latitude": 25.7617,

"longitude": -80.1918,

"name": "IP-Based Risk Indicators",

"name": "Other Risk Indicators",

"timestamp": "2020-06-06T12:08:40Z2",

"event_type": "indicatorEventDetails",
"entity_type": "user",
"entity_id": "demo_user",

"country": "United States",
"region": "Florida",
"city": "Miami",
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"device_browser": "Chrome",
"device_os": "Windows 0S",
"device_id": "NA",
"client_ip": "99.xxX.XX.XXx"
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FERAT

device_id

user_location_risk

user_device_risk

user_network_risk

suspicious_network_risk

webroot_threat_categories

PN
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{
"tenant_id": "demo_tenant",
"indicator_id": "313",

"indicator_vector": {

"indicator_category_id": 3,

"indicator_uuid": "c78d1dd4-5e70-5642-ba6f-1cdf31bc6ab2",
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"name": "Location-Based Risk Indicators",

"id": 2

iy

"data_source_id": 3,

"timestamp": "2020-06-06T12:14:59Z7",

"event_type": "indicatorSummary",
"entity_type": "user",
"entity_id": "demo_user",

"version": 2,

"risk_probability": 1,

"indicator_category": "Compromised users",
"indicator_name": "Impossible travel",
"severity": "medium",

"data_source": "Apps and Desktops",

"ui_link": "https://analytics.cloud.com/user/",
"indicator_type": "builtin",

"occurrence_details": {

"relevant_event_type": "Impossible travel",

"distance": 7480.44718,

"observation_start_time": "2020-06-06T12:00:00Z2",

"historical_logon_locations": "[{\"country\":\"United States\",
\"region\":\"Florida\",\"city\":\"Miami\",

\"latitude\":25.7617,\"longitude\":-80.191, \"count\":28}, {\"country\":
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\"United States\",
\"latitude\":37.0902,\"longitude\":-95.7129,\"count\":2}1",

"historical observation_period_in_days": 30

}
}
BIFEMFAEREN
{
"tenant_id": "demo_tenant",
"indicator_id": "313",

"indicator_uuid": "c78d1dd4-5e70-5642-ba6f-1cdf31bc6ab2",

"pair_id": 2,

"indicator_category_id": 3,

"indicator_vector": {

"name": "Location-Based Risk Indicators",

"id": 2

iy

"data_source_id": 3,

"timestamp": "2020-06-06T05:05:002",

"event_type": "indicatorEventDetails",
"entity_type": "user",
"entity_id": "demo_user",
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"version": 2,

"occurrence_event_type": "Account.Logon",

"client_ip": "95.xXXX.XX.xX",

“ip_organization”: “global telecom 1td”,

“ip_routing_type”: “mobile gateway”,

"country": "Norway",

"region": "Oslo",

"city": "Oslo",

"latitude": 59.9139,

"longitude": 10.7522,

"device_id": "devicel",
"receiver_type": "XA.Receiver.Linux",
"os": "Linux 0S",

"browser": "Chrome 62.0.3202.94"
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FERAT

relevant_event_type

observation_start_time

country

city

region

latitude

longitude

browser

0s

device_id

receiver_type

ip_organization

ip_routing_type

PN

EREHEE, INER.

Citrix Analytics FFaa a1 F P & sh S| BY [8) B RV BY

&), NRFMHRECNEERZFETH, W
fih % KBS

RARERNERMX,
BARERIET.
ETRARERIKE.
ETRRAPERMUBENSE,
ETRRAPERMUBNEE,
FAFfERRY Web 5525,
PR ERVIRERS

R P ERRIR &R,

P& LR Citrix Workspace™ [ TS
FF5X Citrix Receiver™ RYEEY,

F s P #iERYEARELR

P P B

BTEBUEM R X Futetn

e REN

"tenant_id": "demo_tenant",

"indicator_id": 303,

"indicator_uuid": "fb649ff7-5b09-5748-8a04-12836b9%eed85",
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"indicator_category_id": 1,

"indicator_vector": {

"name": "Data-Based Risk Indicators",

llidll: 5 },

"data_source_id": 3,

"timestamp": "2018-04-02T10:59:597",

"event_type": "indicatorSummary",
"entity_ type": "user",
"entity_id": "demo_user",

"version": 2,

"risk_probability": 1,

"indicator_category": "Data exfiltration",

"indicator_name": "Potential data exfiltration",

"severity": "low",

"data_source": "Citrix Apps and Desktops",

"ui_link": "https://analytics.cloud.com/user/ ",

"indicator_type": "builtin",

"occurrence_details": {

"relevant_event_type": "Download/Print/Copy",

"observation_start_time": "2018-04-02T10:00:00Z2",

"exfil_data_volume_in_bytes": 1172000

© 1997-2026 Citrix Systems, Inc. All rights reserved. 323



Citrix Analytics for Security™

EIREHFAE R RN

"tenant_id": "demo_tenant",

"indicator_id": 303,

"indicator_uuid": "fb649ff7-5b09-5f48-8a04-12836b9eed85",

"indicator_category_id": 1,

"indicator_vector": {

"name": "Data-Based Risk Indicators",

"id": 5 3,

"data_source_id": 3,

"timestamp": "2018-04-02T10:57:362Z2",

"event_type": "indicatorEventDetails",
"entity_type": "user",
"entity_id": "demo_user",

"version": 2,

"occurrence_event_type": "App.SaaS.Clipboard",

"file_size_in_bytes": 98000,

"file_type": "text",

"device_id": "dvc5",
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"receiver_type": "XA.Receiver.Windows",

"app_url": "https://www.citrix.com",

"client_ip": "10.XXX.XX.xXXX",

"entity_ time_zone": "Pacific Standard Time"

TR 7 BERIE MR RERMMNE A E R RS EN TR,

FEE R

observation_start_time Citrix Analytics Fraa s F 7 & sh 3| BY 8] B RV B
8l SNREFLHAEIENBEAZFEITH, NS
fih % R F2FEHTo

relevant_event_type e ERD, BIENTE. $TEND & &R,

exfil_data_volume_in_bytes BIEBRE,

occurrence_event_type BTRBIESRNEES, B9 SaaS A
R -REY S MG AR 1R 1E,

file_size_in_bytes R

file_type X R,

device_id FAFig&® 1D,

receiver_type TEREIEAP %% _ER Citrix Workspace [ FATE

FX Citrix Receivero

app_url B FRiARBNBZERB URL,
entity time_zone PRI X,
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AR S RIS IREN
et R
{
"tenant_id": "tenant_1",
"indicator_id": "312",
"indicator_uuid": "1b97c3be-abcd-efgh-ijk1l-1234567890",
"indicator_category_id": 3,
"indicator_vector":
[
{
"name": "Other Risk Indicators",
"id": 7
}
{
"name" :"Location-Based Risk Indicators",
"id":2
}
{
"name":"IP-Based Risk Indicators",
"id":4
}
{

© 1997-2026 Citrix Systems, Inc. All rights reserved. 326



Citrix Analytics for Security™

"name": "Device-Based Risk Indicators",

"id": 1

iy

1

"data_source_id": 3,

"timestamp": "2020-06-06T12:14:59Z7",

"event_type": "indicatorSummary",
"entity_ type": "user",
"entity_id": "user2",

"version": 2,

"risk_probability": 0.78,

"indicator_category": "Compromised users",

"indicator_name": "Suspicious logon",

"severity": "medium",

"data_source": "Citrix Apps and Desktops",

"ui_link": "https://analytics.cloud.com/user/ ",

"indicator_type": "builtin",

"occurrence_details":

"user_location_risk": 0O,

"city": "Some_city",

"observation_start_time": "2020-06-06T12:00:00Z2",
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"event_count": 1,

"user_device_risk": 75,

"country": "United States",

"device_id": "device2",

"region": "Some_Region",

"client_ip": "99.xx.xx.xx",

"webroot_threat_categories": "'Spam Sources', 'Windows Exploits', 'Web
Attacks', 'Botnets', 'Scanners', 'Denial of Service'",

"historical_logon_locations": "[{\"country\":\"United States\",
\"latitude\":45.0,\"longitude\":45.0,\"count\":123}, {\"country\":\"United
States\",\"region\":\"Some_Region_A\",\"city\":\"Some_City_ A\",
\"latitude\":0.0,\"longitude\":0.0,\"count\":8}]",

"relevant_event_type": "Logon",

"user_network_risk": 100,

"historical_observation_period_in_days": 30,

"suspicious_network_risk": 0

}
}
BRI AE SR
{
"tenant_id": "tenant_1",
"indicator_id": "312",
"indicator_uuid": "1b97c3be-abcd-efgh-ijk1-1234567890",
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"indicator_category_id": 3,
"indicator_vector":
[
{
"name": "Other Risk Indicators",
"id": 7
+
{
"name":"Location-Based Risk Indicators",
"id":2
+
{
"name":"IP-Based Risk Indicators",
"id":4
+
{
"name": "Device-Based Risk Indicators",
"id": 1
+
1,
"data_source_id": 3,
"timestamp": "2020-06-06 12:02:30",
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"event_type": "indicatorEventDetails",
"entity_ type": "user",
"entity_id": "user2",

"version": 2,

"occurrence_event_type": "Account.Logon",
"city": "Some_city",

"country": "United States",

"region": "Some_Region",

"latitude": 37.751,

"longitude": -97.822,

"browser": "Firefox 1.3",

"os": "Windows 0S",

"device_id": "device2",

"receiver_type": "XA.Receiver.Chrome",

"client_ip": "99.xxX.XxX.XXx"

TRER T FIRERHMERMMSEHFEE R RS E N TR

FEAW R
historical logon_locations BRIFRINAIEUREMRFRNSMIERIS
IR B9 R E o
historical observation_period_in_days B MIBEHEWIEE 30 X
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FERAT

relevant_event_type

observation_start_time

occurrence_event_type

country

city

region

latitude

longitude

browser

0s

device_id

receiver_type

user_location_risk

user_device_risk

user_network_risk

301
EREHEE, FIINESR,
Citrix Analytics Fria s+ P IERh R BT B8] &z (8]
AYRYEl, INREMIEERRENEIERRET
7, NEAkRKFHETRER
ETAPEMEE, KA ER.
AP ERIERMX,
RPERAIE,
ETRARERIKE,
ETRRAPERMUBNSE,
ETRARERUBINEE,
FAF e Web 3 5185,
F P B IR & RIRIER S,
FA P AR &R TR,

REEEAFIEE& EH Citrix Workspace 72
5% Citrix Receiver 25!,

AR ERAUBAZAT). EAIEEET
0-69, FAATERET : 70-89, =EIERKT : 90—
100

ETRRERIGENNAIRR. ERIERE
Al 1 0-69, HAIERKS! 1 70-89, EFIEER
3 : 90-100

R ERINME R F AT EER G €7
BRRA © 0-69, HRIERLRA @ 70-89, mFIER
%531 : 90-100
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FERAT

suspicious_network_risk

webroot_threat_categories

PN

}eRET Webroot IP BMEIRIREY IP BBHLR
o EEIIEKS 0 0-69, REHEKF : 70—
89, RIS © 90-100

1RHE Webroot IP EIMEIRIR, IETM IP Hifk

QMBI EANSEEL, BN ER AT LUR B BR 14
78« Windows JREFAB. Web W&, EFW
. s, BLRS. 5. MENa. R
. KIEE. BRI Tor IR,

HERERD B RIEHR
e
{
"data_source": "Microsoft Graph Security",
"entity_id": "demo_user",
"entity_type": "user",
"event_type": "indicatorSummary",

"indicator_category":

"indicator_id": 1000,

"indicator_vector": {

"id": 4 3},

"name": "IP-Based Risk Indicators",

"indicator_type": "builtin",

"occurrence_details": {3},

"Compromised users",

"indicator_name": "MS Active Directory Indicator",

"indicator_uuid": "9880f479-9fbe-4ab0-8348-a613f9de5eba",
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"risk_probability": 1.0,
"severity": "low",
"tenant_id": "demo_tenant",
"timestamp": "2021-01-27T16:03:462",
"ui_link": "https://analytics-daily.cloud.com/user/",
"version": 2

}

ERE4IFAERRNY

{
"entity_id": "demo_user",
"entity_type": "user",
"event_type": "indicatorEventDetails",
"indicator_id": 1000,
"indicator_vector": {

"name": "IP-Based Risk Indicators",
"id": 4 3},

"indicator_uuid": "9880f479-9fbe-4ab0-8348-a613f9de5eba",
"tenant_id": "demo_tenant",
"timestamp": "2021-01-27T16:03:46Z",
"version": 2

}

© 1997-2026 Citrix Systems, Inc. All rights reserved. 333



Citrix Analytics for Security™

B E XX e R
LUR B #ih 7 B R X RS FRATZR T,

H#i, Citrix Analytics J5¥5 Citrix DaaS # Citrix Virtual Apps and Desktops #E E X XIFLFET
M X BIBIRE A X ERY SIEM ARSS.

TRER T BE X RPIEtHE RSB F R,

=

FRA Fis

data source /@ Citrix Analytics for Security ZXEIERI=
oo 580, XLEF= g ltE | Citrix Secure
Private Access. Citrix Gateway # Citrix Apps
and Desktops,

data_source_id E#IERXEEMN ID, ID1=Citrix %X, ID2=
Citrix g 2 =18, |D 3 = Citrix NZFEF =M, ID
4 = Citrix Z2FE15iA)

entity_id B XS4 X BXRY IDo
entity_type RBERE, 7ELIERT, EEEEF,
event_type &FXE| SIEM IRSHVBUESER, FLERT,

FH R EXLIETRI R R,

indicator_category B R FRIEFRRIZER, XBLISHRD LT XL
HKilg—  SRENHmR. SRERENAR. &
R EE SRR A

indicator_id 5 X aetn x BXEIME— 1D,

indicator_category_id EXBLISRIER X EXRY ID, 1D 1 = BEMHEE,
ID 2 = NEBELAD, ID 3 =ZREMAEF, ID4=
=R R o
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FERAT

indicator_name

indicator_type

indicator_uuid

occurrence_details

pre_configured

risk_probability

severity

tenant_id

timestamp

ui_link

version

FERAR

data_source_id

indicator_category_id

event_type

PN

RPetEtRE AT T BEXNRETR, Lt
PRE BB HEARET E Mo

BTRXRIEIRERIA (RB) EEREEX.

5 XSHEARSEA X BXRIME— 1D,

B x Rpeistnfbk £ARFEAGE R,

BREEX NI G EERE.,
ETRERAPEHEXINKRLE, ZENTFO
B 1.0 Zigl, XFBEEXKLIER,
risk_probability #8285 1.0, ARER—1NET
HRERHIFERT.

BTN EY, ERURE. FHE.
BFHHE—S%5,

RpLtstnft Az B9 B HAFNES A,

Citrix Analytics B8 P 5 E £ B P BTl 4R AN E RV &
%,

B EBIENIRMAR A, SEIZRMMRAA 2,

TRER T BEXNIHEIREFIFAE R R ERANF R,

i

E#UERXEER ID, ID1=Citrix W%, ID2=
Citrix 55 &18, ID 3 = Citrix ZFAF =M@, ID
4 = Citrix Z2Fh B

S XEIEFRIET X EXAY 1D, ID 1 = #iEHMEE,
ID 2 = NEREAD, ID 3= RGERFHF, ID4=
SRR

A3xF SIEM BRSHVEIEAE, EXMER
T, EHEEEXREEREFRIFAER.
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FERAT

tenant_id

entity id

entity_type

indicator_id

indicator_uuid

timestamp

version

event_id

occurrence_event_type

product

client_ip

session_user_name

city

country

device_id

0S_name

os_version

EPHME—S%,

B KRS {A X BXRY 1Do

RFRPERRISEE, FRERT, EBBF.
5 K Futsts X BREIME— IDo

B KL EtRSe B X BXEIME— 1Do
RpLtetnit A B B HRFNES I,

B EBIENIRMAR A, SEIZRMMRAN 2,
ERPEM4XERY Do

ETRFRSEANER, IREER. R1ER
K E R

871 Citrix Workspace N FRFZFRIZEE!, a0
i&EATF Windows B9 Citrix Workspace [
o

FAFRIZERY IP ik,

E Citrix Apps and Desktops &31& X BXRIF
$o

@B A &R T & .

MR A P AR R E R/ % T,

R ERNIRESRT.

LTRIEAFIRE EIRERYS. BXFARE
B, i&£I% Apps and Desktops HI B BhRSS 2

o

RARPi&&E L ZERIRERFRIRAE, B X ¥4
BR, BEH NARFNSEBNER,
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FERATR R
os_extra_info BERAPIgE EREMIRIERSE X NEINFH

ER. BXIFAER, BB NARFNEE
BBER,

{EFTF Citrix DaasS ] Citrix Virtual Apps and Desktops BB E X X EgtR

BT ERN

"data_source": " Citrix Apps and Desktops",

"data_source_id": 3,

"entity_id": "demo_user",

"entity_type": "user",

"event_type": "indicatorSummary",
"indicator_category": "Compromised users",

"indicator_category_id": 3,

"indicator_id": "ca97a656ab0442b78f3514052d595936",

"indicator_name": "Demo_user_usage",

"indicator_type": "custom",

"indicator_uuid": "8e680e29-d742-4e09-9a40-78d1d9730ea5",

"occurrence_details": {

"condition": "User-Name ~ demo_user", "happen": 0, "new_entities": "",
"repeat": 0, "time_quantity": 0, "time_unit": "", "type": "everyTime"},
"pre_configured": "N",
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"risk_probability": 1.0,

"severity": "low",

"tenant_id": "demo_tenant",

"timestamp": "2021-02-10T14:47:25Z7",

"ui_link": "https://analytics.cloud.com/user/ ",

"version": 2

SATRIEERBHNEIREHFFAGEREN

"event_type": "indicatorEventDetails",

"data_source_id": 3,

"indicator_category_id": 3,

"tenant_id": "demo_tenant",
"entity_id": "demo_user",
"entity_type": "user",

"indicator_id": "9033b2f6a8914a9282937b35ce497bcf",

"timestamp": "2021-03-19T10:08:052",

"version": 2,

"event_id": "8fc3dd5e-d049-448a-ab70-0fc4d554e41e",

"occurrence_event_type": "Session.Logon",

"indicator_uuid": "e@abfchb4-fd41-4612-ad59-ef7567508ac0",
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"product": "XA.Receiver.Windows",
"client_ip": "103.xX.XXX.xXxx",
"session_user_name": "userol",
"city": "Mumbai",

"country": "India",

"device_id": "5-Synthetic_device",
"os_name": "Windows NT 6.1",
"os_version": "7601",
"os_extra_info": "Service Pack 1",
"app_name": "notepad",

"launch_type": "Application",

"domain": "test_domain",

"server_name": "SYD0O4-MS1-S102",

"session_guid": "f466e318-9065-440c-84a2-eec49d978a96",

}
TRER T ERATFRIEERBHNFHIFAE DR E R FERB.
FEE R
app_name B AR RERN R,
launch_type fErneENAERE R R,
domain RIXERHARSS BRI B,
server_name ARSS 28 FRo
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FEATR EL::pl

Bt

session_guid JETIRIER GUID,

RIEETEHHIEREGIFAERENR

"event_type": "indicatorEventDetails",

"data_source_id": 3,

"indicator_category_id": 3,

"tenant_id": "demo_tenant",
"entity_id": "demo_user",
"entity_type": "user",

"indicator_id": "9033b2f6a8914a9282937b35ce497bcf",

"timestamp": "2021-03-19T10:08:05Z2",

"indicator_uuid": "e@abfchb4-fd41-4612-ad59-ef7567508ac0",

"version": 2,

"event_id": "8fc3dd5e-d049-448a-ab70-0fc4d554e41e",

"occurrence_event_type": "Session.Launch",
"product": "XA.Receiver.Windows",
"client_ip": "103.xX.XXX.XXx",
"session_user_name": "userol",

"city": "Mumbai",

"country": "India",

"device_id": "5-Synthetic_device",
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"os_name": "Windows NT 6.1",
"os_version": "7601",
"os_extra_info": "Service Pack 1",
"app_name": "notepad",

"launch_type": "Application",

TRER T RIEBEIEHHIFEHIFAE RN ENFERAT.

FERAT Epul
app_name EohaIr B2 R E 5T
launch_type fErnENBERE R,

KPR EREHRNEIREHFAEREN

"event_type": "indicatorEventDetails",

"data_source_id": 3,

"indicator_category_id": 3,

"tenant_id": "demo_tenant",
"entity_id": "demo_user",
"entity_type": "user",

"indicator_id": "9033b2f6a8914a9282937b35ce497bcf",

"timestamp": "2021-03-19T710:08:05Z2",

"indicator_uuid": "e@abfcb4-fd41-4612-ad59-ef7567508ac0",
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"version": 2,
"event_id": "8fc3dd5e-d049-448a-ab70-0fc4d554e41e",
"occurrence_event_type": "Account.Logon",
"product": "XA.Receiver.Windows",
"client_ip": "103.XxX.XXX.XXX",
"session_user_name": "user@1i",
"city": "Mumbai",
"country": "India",
"device_id": "5-Synthetic_device",
"os_name": "Windows NT 6.1",
"os_version": "7601",
"os_extra_info": "Service Pack 1",
"app_name": "notepad",

}

TRER TP EREHNEHIFAE SR ENFRAT.

FERA P

app_name EohaIr B2 R E 5T

REARFHHIERE4EAEREG

"event_type": "indicatorEventDetails",

"data_source_id": 3,
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"indicator_category_id": 3,

"tenant_id": "demo_tenant",
"entity id": "demo_user",
"entity_ type": "user",

"version": 2,

"launch_type": "Application",

"domain": "test_domain",

"indicator_id": "9033b2f6a8914a9282937h35ce497bcf",

"timestamp": "2021-03-19T10:08:05Z2",

"indicator_uuid": "eO@abfchb4-fd41-4612-ad59-ef7567508ac0",

"event_id": "8fc3dd5e-d049-448a-ab70-0fc4d554e41e",

"occurrence_event_type": "Session.End",
"product": "XA.Receiver.Windows",
"client_ip": "103.XxX.XXX.XXX",
"session_user_name": "usero1l",
"city": "Mumbai",

"country": "India",

"device_id": "5-Synthetic_device",
"os_name": "Windows NT 6.1",
"os_version": "7601",
"os_extra_info": "Service Pack 1",
"app_name": "notepad",

© 1997-2026 Citrix Systems, Inc. All rights reserved.

343



Citrix Analytics for Security™

"server_name": "test_server",

"session_guid": "f466e318-9065-440c-84a2-eec49d978a96",

TRiER T REEREFNEHFAE SRR ENFRAT.

FEE R
app_name BN A F R E L.
launch_type fEneENAERTE R R,
domain A3XRIERAVARSS 88 0915
server_name ARS5 884 o
session_guid JEMEIER GUID,

N AR B RS R B AE R

"event_type": "indicatorEventDetails",

"data_source_id": 3,

"indicator_category_id": 3,

"tenant_id": "demo_tenant",
"entity_id": "demo_user",
"entity_type": "user",

"indicator_id": "9033b2f6a8914a9282937b35ce497bcf",

"timestamp": "2021-03-19T10:08:05Z",

"indicator_uuid": "e@abfchb4-fd41-4612-ad59-ef7567508ac0",
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"version": 2,

"launch_type": "Application",

"domain": "test_domain",

"server_name": "test_server",

TRER T NAREFEHEGNEFIFARE

JSEES

"event_id": "8fc3dd5e-d049-448a-ab70-0fc4d554e41e",

"occurrence_event_type": "App.Start",
"product": "XA.Receiver.Windows",
"client_ip": "103.xx.xxx.xxx",
"session_user_name": "usero1i",
"city": "Mumbai',

"country": "India",

"device_id": "5-Synthetic_device",
"os_name": "Windows NT 6.1",
"os_version": "7601",
"os_extra_info": "Service Pack 1",
"app_name": "notepad",

"session_guid": "f466e318-9065-440c-84a2-eec49d978a96",

"module_file_path": "/root/folderil/folder2/folder3"

45 B B FER B Fo
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TR R
app_name BN AR F R E LT,
launch_type e BERFE R R,
domain RIXERIBRSS BRAVIEH B0
server_name ARS5 884 1o
session_guid yEENRIER GUID,
module_file_path IEEERN AR ZR.

N AEFEREFEREFAE RS

"event_type": "indicatorEventDetails",

"data_source_id": 3,

"indicator_category_id": 3,

"tenant_id": "demo_tenant",
"entity_id": "demo_user",
"entity_type": "user",

"indicator_id": "9033b2f6a8914a9282937b35ce497bcf",

"timestamp": "2021-03-19T710:08:052",

"indicator_uuid": "e@abfcb4-fd41-4612-ad59-ef7567508ac0",

"version": 2,

"event_id": "8fc3dd5e-d049-448a-ab70-0fc4d554e41e",

"occurrence_event_type": "App.End",

"product": "XA.Receiver.Windows",
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"client_ip": "103.xx.xxx.xxx",
"session_user_name": "usero1i",
"city": "Mumbai',

"country": "India",

"device_id": "5-Synthetic_device",
"os_name": "Windows NT 6.1",
"os_version": "7601",
"os_extra_info": "Service Pack 1",
"app_name": "notepad",

"launch_type": "Application",

"domain": "test_domain",

"server_name": "test_server",

"session_guid": "f466e318-9065-440c-84a2-eec49d978a96",

"module_file_path": "/root/folderil/folder2/folder3"

TRiEh T NARFEREFNEHFAEERRENFTRET.

FEE R
app_name BN A2 F R EA B
launch_type fErneENAERE R R,
domain AR3XIERAVARSS 88 0915
server_name ARS5 884 o
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FEAM 33U
session_guid JETIRIER GUID,
module_file path IETEERIRN BIEFRERR.

X4 THEGHEIREFFAE RN

"event_type": "indicatorEventDetails",

"data_source_id": 3,

"indicator_category_id": 3,

"tenant_id": "demo_tenant",
"entity_id": "demo_user",
"entity_ type": "user",

"indicator_id": "9033b2f6a8914a9282937hb35ce497bcf",

"timestamp": "2021-03-19T10:08:05Z",

"indicator_uuid": "eO@abfchb4-fd41-4612-ad59-ef7567508ac0",

"version": 2,

"event_id": "8fc3dd5e-d049-448a-ab70-0fc4d554e41e",

"occurrence_event_type": "File.Download",
"product": "XA.Receiver.Windows",
"client_ip": "103.XxX.XXX.XXX",
"session_user_name": "user01l",

"city": "Mumbai",

"country": "India",
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"device_id": "5-Synthetic_device",

"os_name": "Windows NT 6.1",

"os_version": "7601",

"os_extra_info": "Service Pack 1",

"file_download_file_name": "File5.txt",

"file _download_file path": "/root/folderl/folder2/folder3",

"file_size_in_bytes": 278,

"launch_type": "Desktop",

"domain": "test_domain",

"server_name": "test_server",

"session_guid": "f466e318-9065-440c-84a2-eec49d978a96",

"device_type": "USB"

TR T X O THEHANEHFAERRSENFRAT.

FEE R
file download_file name TEXHRIBT.
file_download_file_path XHTEHBBREZR.
launch_type RN BERLEE R H.
domain EXIEKAVARSS sa B %o
server_name AR S5 28 % o
session_guid JEIRIER GUID,
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TR R
device_type AR THBIZEHEE,

TENEHEIRE AR R RN

"event_type": "indicatorEventDetails",

"data_source_id": 3,

"indicator_category_id": 3,

"tenant_id": "demo_tenant",
"entity_id": "demo_user",
"entity_type": "user",

"indicator_id": "9033b2f6a8914a9282937b35ce497bcf",

"timestamp": "2021-03-19T10:08:05Z2",

"indicator_uuid": "e@abfchb4-fd41-4612-ad59-ef7567508ac0",

"version": 2,

"event_id": "8fc3dd5e-d049-448a-ab70-0fc4d554e41e",

"occurrence_event_type": "Printing",
"product": "XA.Receiver.Windows",
"client_ip": "103.xX.XXX.XXx",
"session_user_name": "userol",
"city": "Mumbai",

"country": "India",

"device_id": "5-Synthetic_device",
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"os_version": "7601",

"launch_type": "Desktop",

"domain": "test_domain",

TRER THTNEHRNEMFEERR

FERA

printer_name

launch_type

domain

server_name

session_guid

job_details_size_in_bytes

job_details_filename

"os_name": "Windows NT 6.1",

"os_extra_info": "Service Pack 1",

"printer_name": "Test-printer",

"server_name": "test_server",

"session_guid": "f466e318-9065-440c-84a2-eec49d978a96",

"job_details_size_in_bytes": 454,

"job_details_filename": "filel.pdf",

"job_details_format": "PDF"

4B N F R,

FBFHTENEAL BYFTENHN R 5o

RN AEF R,

ARV RBIAR S5 2R B %o

AR5 884 T

TEEIRIERY GUID,

FTENPRABI RN, BUANST AR B S1F 3Ko

FTEN BT
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FERAT PN

job_details_format FTENVEA B9RE o

R FTERF SAAS BahEHHIEREAIFAEREN

"event_type": "indicatorEventDetails",

"data_source_id": 3,

"indicator_category_id": 3,

"tenant_id": "demo_tenant",
"entity_id": "demo_user",
"entity_type": "user",

"indicator_id": "9033b2f6a8914a9282937b35ce497bcf",

"timestamp": "2021-03-19T10:08:05Z2",

"indicator_uuid": "e@abfchb4-fd41-4612-ad59-ef7567508ac0",

"version": 2,

"event_id": "8fc3dd5e-d049-448a-ab70-0fc4d554e41e",

"occurrence_event_type": "App.SaaS.Launch",
"product": "XA.Receiver.Windows",
"client_ip": "103.xX.XXX.XXx",
"session_user_name": "userol",

"city": "Mumbai",

"country": "India",

"device_id": "5-Synthetic_device",
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"os_name": "Windows NT 6.1",
"os_version": "7601",
"os_extra_info": "Service Pack 1",

"launch_type": "Desktop",

TRER T NAERF SaaS BEiFEHHISEMHIFAERRANENFERRN.

FEATR DU

launch_type BN AR SR,

RIFRTERF SAAS EREHIEREEHFARE RSN

"event_type": "indicatorEventDetails",
"data_source_id": 3,

"indicator_category_id": 3,

"tenant_id": "demo_tenant",
"entity_id": "demo_user",
"entity_type": "user",

"indicator_id": "9033b2f6a8914a9282937b35ce497bcf",

"timestamp": "2021-03-19T10:08:05Z2",

"indicator_uuid": "e@abfcb4-fd41-4612-ad59-ef7567508ac0",

"version": 2,

"event_id": "8fc3dd5e-d049-448a-ab70-0fc4d554e41e",
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"occurrence_event_type": "App.SaaS.End",

"product": "XA.Receiver.Windows",

"client_ip": "103.XX.XXX.XXX",

"session_user_name": "user@1i",

"city": "Mumbai",

"country": "India",

"device_id": "5-Synthetic_device",

"os_name": "Windows NT 6.1",

"os_version": "7601",

"os_extra_info": "Service Pack 1",

"launch_type": "Desktop",

TRER T NARERF SaaS EREFHHIFEMHIFAE RN ENFERAN.

FERA P

launch_type B BRSNS,

RS
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Security Performance Compliance Semtings Help Search
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2. ¥REX indicator_uuid Fiz{TUATES ¢

index=<index configured by you> sourcetype=<sourcetype configured by

you> "<tenant_id>" AND "<indicator_uuid>"
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FEEITE 7 XNEGHRHNEERSEOREMERNE, SEATETZIERIIEHES
7R A Citrix Analytics for Security, EHAZBIERIZHEEQEIHIERNE, EoIUEEFRREAT BE
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Available Data in Citrix Analytics

0

Data sources onboarded (1)

Mo data sources are currently onboarded.
Turn on data sources and data processing
to export Citrix Analytics data to SIEM.

Onboard data sources
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At SIEM ERMNEH

Available Events for SIEM Consumption

nthe last 7 days:
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Data Consumption by SIEM

Data consumption status @

® No history of data export

XA geE T AT REERH -
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o Kafka kP ESL SIEM RRRVERRIE — 152 5#E A Kafka #1T SIEM £/%.
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o REEMBEHEFE | WRBIRTEIEED 10 P9A, BIBRERINAAELER SIEM IF
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& 7 RIS E R R R,

Data Consumption by SIEM

Data consumption status (V)

e No active consumption detected

« 7 RKEISH | IBRBSRTIEN SIEM EXQNESEEREE—RAZ UG, 5L HRE
A, MBEXZRMBIBIE IR, EEACitrix Analytics IR BRI SIEM
THAER T AEM A oRBEE R SIEM 1§ &,
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Data Consumption by SIEM

Data consumption status (1)

» Exported over 7 days ago

Kafka fREESRBE : Citrix Analytics Kafka TR Z RREEMH 7 Ko ABERIHBHLIEEE
HEIEEL, BIgBEREE 7 KIHIER 1968/,

EIEEEEAER, ERAUBEEUTESHER, UEMETMBREHRIRE,
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© 1997-2026 Citrix Systems, Inc. All rights reserved. 369



Citrix Analytics for Security™

Data Consumption by SIEM

Data consumption status @

® No history of data export

SIEM configuration is required. Go to
Configuration tab and follow the steps to
set up your account and SIEM environment.

NR SIEM IREE5EM, MelseHIMBIEREHRMNER, WREMBERHFER7 Xe1SH
REFT. Hit, BINAREIMEHASEEERER?, LU SIEM Ei&, A TESHEEHRZEH
ERAYABRE

Data Consumption by SIEM

Data consumption status @

® No history of data export

n Test SIEM Connection

Navigate to SIEM environment Setup stage to
use the send test data button to verify if your
connection has been set up successfully.
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2. FEEHE

o KWNBPERERE | WIKERTIER SIEM LEWNRERNHEE.

Data Consumption by SIEM

Data consumption status (V)

e Active consumption detected

RS HREER

“REEN 4R T BURSHPRIEE 02, LUfEL SIEM IRENSE. BIEMKIES R, FRT R
HZeHESHMNENLEEREN, “HERigrm T ETRHE X XNk, 288 X NEgEM
E1E SIEM HERE BT

© 1997-2026 Citrix Systems, Inc. All rights reserved. 371



Citrix Analytics for Security™

Security Performance

Data Export ©

Summary Configuration

Available Data in Citrix Analytics

4

Data sources onboarded (1)
A Data processing is turned off for the
following data sourcel(s).
« Content Collaboration

Go to Data sources and turn on data
processing to allow data export to
SIEM.

View events of the last 7 days

Security Performance

Data Export ©

Summary Configuration

Available Data in Citrix Analytics

4

Data sources onboarded (0
A\ Dato processing is turned off for the
following data sourcels).
+ Content Collaboration

Go to Data sources and turn on data
processing to allow data export to
SIEM.

View events of the last 7 days
Onboard data sources

Available Events for SIEM Consumption

In the last 7 days:

493

Total events available

Insight events

Data source events -~

Available Events for SIEM Consumption

In the last 7 days:

493

Total events available

Insight events

Data source events

Settings Help Search

@ Data Export On

Data Consumption by SIEM

Data consumption status ()

# No history of data export

379
4
Settings Help Search
Data Export Quick Guide e
Configuration
your Security ion and Event (SIEM) i

Perform the following steps to complete the SIEM environment set up:
SIEM configurations:

1. Set up your SIEM export account
2. Set up your SIEM configuration and enviranment [

Manage data:

1. Onboard your data that the data is turned on
2. Configure the data events for export (]

Tolearn bout d: , see SIEM .

SIEM-Und ding and Troubleshooti

Available Data in Citrix Analytics

This section provides the number of data sources that are and reflects th bled for

all events. It is recommended to turn on the Apps and Desktops data sources along with the data
processing enabled at minimum. The more data sources are turned on (recommend to have two or more),
the richer your data set.

Once the data sources are onboarded, click "View events of last 7 days” to view all the events associated
with the specified data sources over the Last 7 days.

Available Events for SIEM Consumption

This section provides the total number of events available to for

the total number of events and breakdawn between the number of insight events vs data source events
available. Once you perform the following steps, you can view the available events that are ready for
consumption.

Data consumption by SIEM @
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Data Export Quick Guide hd

Configuration

Setting up your Security Information and Event Management (SIEM) integration

Perform the following steps to complete the SIEM environment set up:
SIEM configurations:

1. Set up your SIEM export account (]

2. Set up your SIEM configuration and environment “
Manage data:

1. Onboard your data sources and ensure that the data processing is turned on

2. Configure the data events for export e

To learn more about data exports, see SIEM integration [] .

SIEM - Understanding and Troubleshooting

Available Data in Citrix Analytics

This section provides the number of data sources that are onboarded and reflects the sources enabled for
all events. It is recommended to turn on the Apps and Desktops data sources along with the data
processing enabled at minimum. The more data sources are turned on (recommend to have two or more),
the richer your data set.

Once the data sources are onboarded, click "View events of last 7 days" to view all the events associated
with the specified data sources over the last 7 days.

Available Events for SIEM Consumption

This section provides the total number of events available to be consumed for SIEM export. This contains
the total number of events and breakdown between the number of insight events vs data source events
available. Once you perform the following steps, you can view the available events that are ready for
consumption.

Data consumption by SIEM
“RIRIER W= IEE — 1 NIR SIEM ER S5, PRAREERE SIEM R EM R YR

SIEM E#E' M. XEAFBEBIEZE SIEM ARG EEHIF, MR Citrix Analytics for
Security RMEEHEHINRIFAIsEMY . AT, AFEIMMEE SIEM EEUERZUER.
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Data Export Quick Guide X

L T e T L T L e L L L L = e =T

@ Active consumption detected

The active status reflects there is data actively being exported from Citrix Analytics to your SIEM
environment within the last 7 days.

® No active consumption detected

When the status reflects this color indication, it means there has been no active consumption detected
for any of the following reasons:

+ No active consumption detected: Active consumption of events has stopped. This may be due to a
drop in user activity, or changes in SIEM configuration or setup.

Exported over 7 days ago: No data actively exported from Citrix Analytics to your SIEM in the past
7 days.

+ No history of data export: Active consumption of events from Kafka topics has not occurred yet.
This may be due to a lack of user activity, an incorrect SIEM configuration, or an incomplete setup.

€3 Test SIEM Connection

Navigate to SIEM environment setup stage and click Send test data button. This will send a dummy
event from Citrix Analytics to verify if the connection is successful.

‘BB TR EESIERENRN, FAEIEREMT A XIKE SIEM B Bien. EHEEM
EEH. EUTBERTRERENINES !

« Citrix Analytics #2MEZERIEFEEH A, BINF A Apps and Desktops LURIER P & &E=E

IR, TEREHALUERMNIERT, EMEERAN SIEM IEEBRREE I, T EMRTIEEE

Z=
/Lo
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e ata sources are currently onboarded.
Tum an dala sowces b expart Cilrie Anstyiics data w SIEM.

View Dirls Eapet Quich Cusde

Azcaunt Setup

o WITFERR, ERITHRIKFIZEZA, “SIEM IMEIZE S HEBS M ML TFERARS.

Security Performance

Data Export

Settings Help Search

D Data Export On

(@ View Data Export Quick Guide

Summary  Configuration
Account Setup N

« BIESHEXF. ‘SHBESHHRNESRELSERAEESHULIEMES,

Security Performance
Data Export

Summary  Configuration

Account Setup

Settings Help Search

Cn Data Export Off

@ WView Data Export Quick Guide

SIEM Environment Setup

Data Events for Export

A Turn on Data Export 10 enable export of selected data events.

375
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- E'SHBIESEHME, IRSTHIRRNEIESEHEZER, WEEHIEREMRRA SIEM, &
WIUEE IR B REFT R MIRRE M LI REBLLINEE. o, ERENENEIERER T
EAIE, DAREBIER]X Citrix Analytics.

MHSZHFEMR

Wi BHEREASIEM FEIGEM BN —H0IRM, STERBEEHRAR, AR SIEV &8
B, WAEHERRHT BTV EFERELXTES N SIEM BIESH Kafka RIS
Misk SIEM FERIH 7,

EREF AP B HRENIRES Citrix Analytics BY SIEM 558, MEARERNHAFNEIERHES
ERARP AR,
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SIEM Environment Setup o o~

Step 3-Choose one SIEM envircnment

A Configure ane SIEM service ol a time, If you configure multiple SIEM services simultancausly, you might face configuration i

.ﬂ. Citrix Analytics Kaflke topies retain events for a maximum of 7 days only. Te avedd or prevent potential data loss, it is recommanded to
satup a data poll interval that does not excead T days.

Azure Sentinel (Preview) Elastic Search J | QOthers

Step4 -Copy Citrix Configuration Details

Copy the configuration file and specify the required datails during configuration an Spunk,

Username: splunkidmin_ 1xx3vbj62e0a

Hest(s): casnb-0.citrixcom:9094,casnb-1.cltrix.com@ 094, casnb-2.citrbccom: 9094, casnb-3.cltrixco m:9084
Tepic name: cas.siome7abadt3-a488-4e5b-bidT-2032856df2fa

Group name: splunkAdmin_xoe3vbiE8o8a-group

Steps -Follow the steps described below:
1. Download and install tha Splunk add-on in the Splunk envirgnment.

2. Configure Splunk add-on by providing the Citrix Analytics configuration file datails on the Add [ata page of the Splunk environmant.

For detailed ingtructions, see the Splunk integration docurmentation.

a Test SIEM Connection

Step 6-Send test data to check successful SIEM integration (optional)

Click the Send test data button for sending a test data to your SIEM environmant. This test data helps to verify if the SIEM connection has been suceassfully set or not.

Send test data

EMHITIEE, AP RERERXMRBUERE, XFER—TEBNREHHRELXIZRH
SIEM #iEF 1 Kafka £, IEMIXFEHEMSEAIEFTERK 1 28, NUTRS&EFT

E3 Test SIEM Connection

Step 6-Send test data to check successful SIEM integration (optional)

Glick the Send test data button for sending a test data to your SIEM environment, This test data helps to verify if the SIEM connection has been successiully set or not.

" ™ i
\__ »Sending testdata ) Processing may take up to 1 minuta

INRMINFHBIERINBE AR Kafka £, WEER—REVIER, RE SIEM EEMTN, 1RIE
IEEERIIFRE (Splunk 70 Sentinel) , BEGFIUE HIEWHILER SIEM HFRHEIIHE

Q Test data has been sent to your SIEM environment
The test data has been generated successfully for SIEM expert and can be checked using the following query :

Query:

index=<index configured for data input> sourcetype=<sourcetype created/configured for data input=| spath Copy Query |D
event_type | search event_type="CasSiemTestEvent"

If the test data is displayed, your connection has been set up suceessfully. After 10 minutes, check the consumption status under the Summary tab for active consumption.
It this is not the case, please refer to the data export quick guide for assistance in case the test data is unavailable.

o Test data has been sent to your SIEM environment
The test data has been generated successfully for SIEM export and can be checked using the following query :

Query:

CitrixAnalytics_misc_CL | where event_type_s contains "CasSiemTestEvent" Copy Quary B

If the test data is displayed, your connection has been set up successfully. After 10 minutes, check the consumption status under the Summary tab for active consumption.
If this is nat the case, please refer to the data export quick guide for assistance in case the test data is unavailable.

3tF Elasticsearch FM1EMIFIE, MERUTREIIER,
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o Test data has been sent to your SIEM environment

The test data has been generated successfully for SIEM export. Check your SIEM expert gueue for this specific event type = "CasSiemTestEvent”

If the test data is displayed, your connection has been set up successfully. After 10 minutes, check the consumption status under the Summary tab for active consumption.
If this is not the case, please refer to the data expert guick guide for assistance in case the test data is unavailable.

ERMIRENG, AOXNHBIBRIREE TR 24 /N\ARA, HERAFFEREFEERZ
B ERSERN TN EHE, ERFAARINEIREN 24 /MY, ZZHANER, #APBRX
M IZINEE.

EM integration (optional)

data to your SIEM environment. This test data helps to verify if the SIEM connection has been successfully set or not.

IMRNAZHBIEARNINEAZF Katka £, WRET—FEAWER, WA TEREEFTR. B
F A AR A& B R LU

n Test SIEM Connection
Step G- Send test data to check successful SIEM integration (optional)

Click the Send test data button for sending a test data to your SIEM environment. Thia test data helps to verify if the SIEM connection has been succesafully set or not.

Send test data

An error has occurred ®
Please try sending the test data again.

SIEM EBFHR &R

Citrix Analytics & X B FHMFER, BHNEERTRESRHERFHEIE SIEM IFENTS, ©E
BB X UREERIEN KA MRS ERIEEREHNNBEREER, EXEEBT5IRHBF 5T SIEM
HIES H A B B S HERRIT 72,

IbH B FERFERI—EEEREM, AIREMEERFRETHREIE(] !

o MEBFHEREE D &R Citrix Cloud™ BIER. Z2TE2EIEA. ReREEEAUNTEM 4L
HIREER,

« & A2 Citrix Cloud mailto:donotreplynotifications@citrix.como

o MTEBEERFHAER, THTE | SIEM BIESHER - B#HEEEE,
o MTFEIEARFUTEFEMGER, EHITE | SIEM 8BS HER - BUERBEEL.
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N{a] /= A BB FHB B A1 ?

MREREBEEXHANER (ZeTLEBER. T2REEER. TEMUERIEEERR) UE
12 Security Analytics B9 Citrix Cloud BIE5, NEEY Citrix Cloud tKk P 542 B BB FHB 4@, ERIA
BERT, SRABFIEEMAKIES Citrix TELEIER - BUATIR, EE e LUESEERILZIRMN D X
X, BXEZER, FEH

f

o

MREREBEBENHANR (X272 EER. RERREER. ReMUERIREER) UE
1% Security Analytics B Citrix Cloud BIE5, MR Citrix Cloud 1K P 422 S FE BB FHB 4B A

SIEM FBBFHpH-EHRIETY
1. SIEM ZREBHEFHHER

BT MESH TTEHEEKFAZBEER, SIS SIEM BREBEIRE FHBH. XTE Citrix
Analytics Ul LB & SIEM FB el S5 SIEM LEREMNZIL AL, XaSEEIRERTPM,
b FHMFER DS HEIEEBRNE, MIRBIFEREL, EIUERBE XD+, 05 LRSS
HETE B BB RS S BN EEREEEL, NMMEENENTIEER, X450 7 ERNSE, 7
FEBNIR IR R £ B SIEM BRI R IhEEE TR,

Reset Password
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Cih‘]).( ‘ Analytics for Security

Password reset was detected

o What you need to know:
A password reset was detected for the SIEM export account. Please
update your SIEM environment with new password to avoid losing

critical VDI in-session events and security insights.

Customer name: freshsiem
Organization |D: int40b94891

What happened?

Password reset/change has been detected for the SIEM export account on 04
Apr, 2023 at 04:08 UTC.

What do you need to do?

1. Reach out to your SIEM administrator to update yeur SIEM
environment with the new password.
2. Check the consumption status to ensure that the password reset has

not caused any disruptions to active data flow.

Check the Data Flow Status

For more in product guidance on SIEM integration troubleshooting, please

leverage Citrix Analytics for Security Data Export Quick Guide workflow.

Regards,
Citrix Analytics for Security team
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2. BUBTRUET 24 /)\BY B FHRAFER

3 Citrix Analytics IRSZERBY SIEM IFEREIE R WHED 24 /NI, SAXILBFHIEE
Re BFHREHREE EXEHSHAETE, URATATFIRE KB RNE B EHRRIRRE R, X
ZIRRE E BB R G BRI MRS B HIEN ERBI.

3. BUE R 7 XEBFHBHER
3 Citrix Analytics fRSSEIERY SIEM IZRIEIRRPETEY 7 XiY, IRXIEEFHEER. B

FEF Kafka THRREHN 7 X, HtSGEREESRRTHASE RS TUE LAYHRE
1M, MBREREAHE—TNHE, RABEFHEEENELE2TBERXKAETRNE R,

4. BB RHT 30 KEEFHBAER

& Citrix Analytics BRZEIEH SIEM IFIEHIR R BTER 30 RBY, 2AXLILBFHEHEER,
Y, EREERRRZESEBHIE, FILATURIRSEEBHRIESPRINEER IR & BiER.
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C”TD( ‘ Analytics for Security

Data Flow Stopped 24 hours ago

A Impact:

We have detected that data flow has stopped from Citrix Analytics
service into your SIEM environment in the last 24 hours. Further
disruption will lead to loss of critical VDI In-session events and
security insights.

Customer name: CAS-SIEM-TEST
Organization ID: int511e492f

What happened?

In the last 24 hours, no Risk insight or Data source events have been exported
to your SIEM. Last event export reported at: 04 Apr, 2023 at 04:20 UTC.

What do you need to do?

« Check SIEM environment for any firewall issues

» Check for credential mismatch issues between Kafka account setup
and your SIEM environment

« Ensure you have turned on data processing for requisite data sources

« Ensure you have adequate user activity for your Citrix deployment

Troubleshoot Data Flow Issues

For more in product guidance on SIEM integration troubleshooting, please
leverage Citrix Analytics for Security Data Export Quick Guide workflow.

Regards,
Citrix Analytics for Security team
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Cirix | Analytics for Security

Data Flow Stopped 7 days ago

0 Impact:

We have detected that data flow has stopped from Citrix Analytics
service into your SIEM environment in past 7 days. Further disruption
will lead to loss of critical VDI in-session events and security insights.

Customer name CAS-SIEM-TEST
Organization 1D intS11e492f

What happened?

In the last 7 days, no Risk insight or Data source events have been exported to your
SIEM. Last event export reported at: 29 Mar, 2023 at 04:20 UTC.

What do you need to do?

# Check S|EM environment for any firewall issues

¢ Check for credential mismatch issues between Kafka account setup and
your SIEM environment

# Ensure you have turned on data processing for requisite data sources
# Ensure you have adequate user activity for your Citrix deployment

Troubleshoot Data Flow |ssues

For more in product guidance on SIEM integration troubleshooting, please leverage
Citrix Analytics for Security Data Export Quick Guide workilow.

How can you benefit from the SIEM integration?

You can enhance the value of your SIEM by integrating it with Citrix Analytics for
Security. This integration enables you to correlate your users' data with the data
available in your SIEM environment along with deeper insights into your
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CIITIX | Analytics for Security

Data Flow Stopped 30 days ago

0 Impact:

We have detected that data flow has stopped from Citrix Analytics
sarvice into your SIEM environment in past 30 days. Further disruption
will lead to loss of critical VDI in-session events and security insights.

Customer name: CAS-SIEM-TEST
Organization ID; intS11ed4 92§

What happened?

In the Last 30 days, no Risk insight or Data source events have been exported to
wour SIEM. Last event export reported at: 06 Mar, 2023 at 04:20 UTC.

What do you need to do?

* Check SIEM environment for any firewall issues

* Check for credential mismatch issues between Kafka account setup and
your SIEM environment

¢ Ensure you have turned on data processing for requisite data sources

+ Ensure you have adequate user activity for your Citrix deployment

Troubleshoot Data Flow Issues

For more in product guidance on SIEM integration troubleshooting, please leverage
Citrix Analytics for Security Data Export Quick Guide workflow.

How can you benefit from the SIEM integration?

You can enhance the value of your SIEM by integrating it with Citrix Analytics for
Security. This integration enables you to correlate your users' data with the data
available in your SIEM environment along with deeper insights into your
organization's security posture.

( Explore SIEM integration )

Regards,
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L2 RN Sigma F44 R A

WTESESRER, rIEEEIEIERFE Citrix Security Analytics SRIIBEE X BILER,

XERAEE T A TR IBIXEL
- REEHImR

« NEBEHD

- BIEER

gl A X A

EEBURRHT SRR E

BEEHIER, 157F Citrix Analytics GUI FEEFIEE > BIER > B2, ‘NAEFNE@E -
Workspace NRAEF IR A FEREEIERTIE L. 2EFEBIEMEE LITIF Citrix
Analytics FFaa bR It ZE TR BV 2R

Citrix Analytics for Security™ =¥ LA TR Y X PR R IR L X RE/ SIEM ARSS -
- RPSAREH (FHATH)
- MIRREH (FESEH)

£/ SIEM IR —ER9, KEORAREHHIBERIBHBZARIATE. BXFHAER, BESHEM
Citrix Analytics for Security §HE| SIEM IRSZSHIEIEE 4

1RO LAfER CAS 5% Sigma B4R EIEBUEREH TS ER P E4, CAS &Eigu@id Citrix
Analytics GUI ERIBEBIEERTIEIAIR, Sigma FHUEREFAF KFHIRAREE, FHES5EH
SIEM EFR S,

{EF CAS &ify

R LU B BE SR T T MY CAS SR HA M S TS R I B B . MIEHY Citrix
Analytics GUI #3485, ABTERTIETHATE, SXBLMESD, ESID0EEHEEE
3,
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IR R AR A EREIE B E X XIEIR. BEIEBEXNIIETR, FSME'RE > BEXRK
fatn > QIR . BEXEZIFAGER, BRHEIEEE X XLETR.

{5 Sigma ¥4
Sigma @—MEFKIF. ARNEEEL, BFRES N BF it B EEHNETXANE
i, NMERNEZTRE. BJLMARRAERLUE Sigma &£ A SIEM TEMNEIRIES,
« EEILUER Sigma 289 CLI TEH Python SDK, & X Sigma ELMEZELR, BB
=P8
o WEILMERAHRTE, 4l uncoder.io B9 Sigma X5, TRMURERESR,
BHBRUTHI AR XICARNRE B EXIERA) :

o REHUERTNI B2

o REHUERIRIERSR

o REHHER Workspace N FEFEFRRA
o RTFFIRZNNRERINAIRIERS
o RETINHY 1P HUUESEF W

o RERWHNELINBERF

- FERER

- BERENARER

« MSaaSRZFTED

* SaaShKZF RIS IR

RS

REFNHIN B8R

HAASEHMAR 1T REERIFRIN R BRAHRAR, SBETFREFBAMARNREN, &
REXME S

FAHER
BURR - N RIERFF =M (Workspace App)
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CAS &Eif

Event-Type = "Session.Logon" AND Browser-Name !~ "<Browser-Name>"

HSAPRMAREHEREVARIEFNRERIEN, Rit%& Session.Logon Hff.
Sigma £4
author: Citrix
date: 2023/01/31
description: This occurs when a user accesses content from an authorized
browser which might cause an undesirable event or action through the
internet.
detection:

condition: index_selection and selection and not filter

filter:

- browser_name|contains: '<Browser-Name>'

index_selection:

source: cas_siem_consumer://<env>_<tenant_identifier>

selection:

- occurrence_event_type: Session.logon
logsource:

product: citrixanalytics

service: security

title: Access from unauthorized browser
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RERNNIRIERSE

SRR SRR EFERNRERGREFRAFTTEALR IT RBEHIE, HEFEELZLFE
B, REREXMER.

FHER
BUER - RERMSEE (Workspace App)

CAS #&Eif

Event-Type = "Session.Logon" AND 0S-Name ~ '"<0S-Name>" AND 0S-Version =
"<0S-Version>" AND 0S-Extra-Info = "<0S-Extra-Info>"

Sigma &4
author: Citrix
date: 2023/01/31

description: This occurs when a user attempts to access apps from servers
with blocked listed operating systems.

detection:
condition: index_selection and selection
filter_null: []
index_selection:
source: cas_siem_consumer://<env>_<tenant_identifier>
selection:
occurrence_event_type: Session.logon
0s_name|contains: '<0S-Name>'
os_version: '<0S-Version>'
os_extra_info: '<0S-Extra-Info>'

logsource:

© 1997-2026 Citrix Systems, Inc. All rights reserved.
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product: citrixanalytics

service: security

title: Unauthorized operating systems in block list

FELEIEY 1P Hht KT
P 3 AR AR 1T SRS ATOR R RIS 1P ML S B TIAITRY, 2 4 KRS R,

HHER
BURR . NRREFRMSEmE (Workspace N HIZRF)

CAS #Eif

Event-Type = "Session.Logon" AND Client-IP = "<XX.YY.ZZ.*>"

Sigma ¥4
author: Citrix
date: 2023/01/31
description: This occurs when a user accessing content from an
unauthorized IPs which might cause an undesirable event or action through
the internet.
detection:
condition: selection and not filter_null and filter
filter:
- client_ip: '<IP>'
filter_null:

- client_ip: null

selection:
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- occurrence_event_type: Session.Logon

logsource:

product: citrixanalytics

service: security

title: Access from unauthorized IP

RIFFIRZ NRERINEVRIER S
U P I W E R IR 2SR R AR S B AR IRRE, 2% EXIHER,

HHER
BURR . NRREFRMSEmE (Workspace N IZRF)

CAS #if]
Event-Type = "Session.Logon" AND 0S-Name !~ "<0S-Name>" AND 0S-Version !=
"<0S-Version>" AND 0S-Extra-Info != "<0S-Extra-Info>"

Sigma &4

author: Citrix

date: 2023/01/31

description: Unauthorized operating systems outside allow list

detection:

condition: selection and not filter_null and not filter_os and not
filter_os_version and not filter_os_extra

filter_os:

- 0s_name]|contains: '<0S INFO>'

filter_os_version:
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- 0s_version: '<0S Version>'

filter_os_extra:

- os_extra_info: '<0S Extra Info>'

filter_null:

- 0S_name: null

- os_version: null

- os_extra_info: null

selection:

- occurrence_event_type: Session.Logon

logsource:

product: citrixanalytics

service: security

title: Unauthorized operating systems outside allow list

FEH AR Workspace N FATERE iR~
SRR AZZFHNE P iRhRAB Workspace N ARZFE, RREXMER. TXMIER
T, ARZIREEFIHAREZZFNRE. BXEZER, BERASZENE P iRA,

HAER
BURE - NRREFRMSmE (Workspace N HIZERF)

CAS &Eif)
Event-Type = "Session.Logon" AND Client-Type IN ("Windows'", "Macintosh",

"Unix/Linux") AND Workspace-App-Version != "20*" AND Workspace-App-
Version != "21*"

© 1997-2026 Citrix Systems, Inc. All rights reserved. 391



Citrix Analytics for Security™

Sigma £4%

author: Citrix

date: 2023/01/31

description: Unsupported Workspace app versions
detection:

condition: selection and not filter_null and filter_product and not

filter_product_version

filter_product:

- product: ['Windows', 'Mac', '<Other type>"']

filter_product_version:

- product_version|contains: ['<Product Versionl>', '<Product Version2>"']

filter_null:

- product: null

- product_version: null

selection:

- occurrence_event_type: Session.Logon
logsource:

product: citrixanalytics

service: security

title: Unsupported Workspace app versions
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PSR ELA

FHEREAN
YR SRESH— P RN R BN REN, REEXRHER,

FAER
BRIR - N FRiZRFSE M (Workspace App)

CAS #ifj

Event-Type = "Session.Logon" AND Session-Launch-Type = "desktop" AND App-
Name ~ "<Desktop Name>"

Sigma £4

author: Citrix

date: 2023/01/31

description: Unusual desktop names
detection:

condition: selectionl and selection2 and not filter_null and
filter_app_name

filter_app_name:

- app_name|contains: '<App Name>'

filter_null:

- app_name: null

selectioni:

- occurrence_event_type: Citrix.EventMonitor.AppStart
selection2:

- launch_type: 'desktop'
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logsource:

product: citrixanalytics

service: security

title: Unusual desktop names

T E AR
U ERSISIRPNE AR AERFE, REEXMIER, LENTERNESEE LA
R HERER,

HAER
BiER | NARFNRE (RIERH)

CAS &Eify

Event-Type = "Citrix.EventMonitor.AppStart" AND App-Name IN ("<App-
Name-1>", "<App-Name-2>")

Sigma &4
author: Citrix
date: 2023/01/31
description: Monitor specific process
detection:
condition: selection and not filter_null and filter_app_name
filter_app_name:
- app_name: ['<App-Namel>', '<App-Name2>']
filter_null:

- app_name: null
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selection:

- occurrence_event_type: Citrix.EventMonitor.AppStart

logsource:

product: citrixanalytics

service: security

title: Monitor specific process

REFRNNELIN R
U BB AR N E MR, REEXMIER.

FHAER
BARR - N FRiERFISE M (Workspace App)

CAS #ifj

Event-Type = "App.Start" AND App-Name IN ("<App-Namel>",

Sigma &4
date: 2023/01/31
description: Unauthorized virtual apps

detection:

filter_app_name:
- app_name: ['<App-Namel>',6 '<App-Name2>']
filter_null:

- app_name: null

"<App-Name2>")

condition: selection and not filter_null and filter_app_name
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selection:

- occurrence_event_type: App.Start

logsource:

product: citrixanalytics

service: security

title: Unauthorized virtual apps

s\t
M SaaS WFTERFHTH]

BXHEMNARTTIFFTHIRY SaasS N ARFRITEN, IREXMER. @ EE Saas MARERFTH
BT ENRVERA T BT VBRIt

HAER
BURIR | N AEFA =@ (Citrix Enterprise Browser™)

CAS &Eif

Event-Type = "App.SaaS.File.Print" AND SaaS-App-Name = "<App-Name>"

Sigma &4
author: Citrix
date: 2023/01/31
description: Printing from SaaS apps
detection:
condition: selection and not filter_null and filter_saas_app_name

filter_saas_app_name:
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- saas_app_name: '<App-Name>'

filter_null:

- saas_app_name: null

selection:

- occurrence_event_type: App.SaaS.File.Print

logsource:

product: citrixanalytics

service: security

title: Printing from SaaS apps

SaaS MR _ERIBIMGIRERER

HMEM SaaS WARRFHITHY). §HIEEMERN, SREXMER. T8 mETIRE(E
KHNLHLAF SaaS W ATEFBEBTEHIEN M,

HAER
BURIR | N ATEFHM =@ (Citrix Enterprise Browser)

CAS &Eif

Event-Type = "App.SaaS.Clipboard" AND Clipboard-Result = "success" AND
Clipboard-Operation IN ( "copy" , "cut" )

Sigma £4

author: Citrix

date: 2023/01/31

description: Clipboard usage on SaaS apps

detection:
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condition: selection and not filter_null and
filter_clipboard_details_result and filter_clipboard_operation

filter_clipboard_details_result:

- clipboard_details_result: 'success'

filter_clipboard_operation:

- clipboard_operation: ['cut', 'copy', '<Other Operation>']

filter_null:

- clipboard_operation: null

- clipboard_details_result: null

selection:

- occurrence_event_type: App.SaaS.Clipboard

logsource:

product: citrixanalytics

service: security

title: Clipboard usage on SaaS apps
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- BATRIER  ETEERANRIERNAREH,

BRIE

ERERERRAFPNEM. EANUTEEATERSENREIMERTEE. BXAEERRERRN
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KRS RE T AP EREN B ERANABLRIEBIXRER . NRTDERISH, HRIERFTT

ADHME L. RIBSFHXLTS, BRASAUTILE s XBRBR. FRKRAR. EXEH
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“ Risk Indicator Overview

184 18

Tatal Geeurrances E High Risk Oceurrances

25 Risk Indicators
NAME
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“ Actions 5 D LastdMonth v
10 Actions
ACTION LEERS OCCURRENCES POLICIES DATE AND TME
Expirz All Links 1 336 1 |an 3 1229 AW
Notify admins 5 18 3 [an 3 324 A
Request End User Response L] 15 3 Jan 3403 PM
A to watchiist [ 14 3 |lan2 425 PM
Log off user k] g ? Jan 2 €51 PM
Log off user 7 3 ] Jan? 1710 P
Unlock usar 1 5 1 Dec 30 517 PM
Lock user 1 5 1 Dec 30 5:16 P

BERRHUTER !

HRME | IRIESRBSI AR VIR IER R
BP  ENRRENAFPEE.
REX : BIENEERE,
BRAFIEYIE] @ AR (ERY B HAAIAYIE,

E%ﬂm$ﬁ
BB SIRTRIBBI A A B B, Fe Analytics 2,

As of Nov 8, 2023 :

User activity status @ User risk distribution &

14 14 0 3 1 10

Total Users Active Users Inactive Users #a High Risk M Me Risk & Low Risk

Counts

12

9
Ot 23, 2023, 05:30 AM - Oct 24, 2023, 05:30 AM

B High risk users
: A RNRR
| “ L.
: ITNRNNNNN
‘9@% @@. \0‘\\ d \Q,:\ o2 o & &

L} = & & & el 1% B oAb o o g ] o B - o] o A
L S P S G L RSO (VS LR T LN L G P R G S A
ST (UTC+0530) 3 @ Low risk users Mediumrisk users @ Highrisk users
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Top Users &)
All Users [ 2 Privileged Users | | * Watchlist Users
HIGHEST SC... USER

See More

ERHRAF, “AMARRIBZBREFNXLITS, FTIEFmkR El BN,
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BB ERMIAFYIR. fla, ERILOCBIHIFAR SRR TRAFR RINBINMEIRFK S E
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[ All Users | I = Privileged Users ‘ * Watchlist Users
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)
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Risk Categories (@

Compromised users

Total Occurrences: ne
Total Users Impacted: B

@ Compromised users

196

Dl L - - fl_ [
Tl‘,}tal OCCUTTEI’ICES @ Data exfiltration

@ Insider threats

® Compromised endpoints

See More
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R
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1R RBEKER > ZHRAB P> B R EIERKIE S - Citrix Gateway” X FIEIREESY, AT LUTHE
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“ Risk Categories

Filtars
Last 1 htantn A

02

oooo g

Rizk Category Report

o 19
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Timeline Details

@ Compromisedusers 8 Compromised endpoints Data exliliration @ Insider threats

© 1997-2026 Citrix Systems, Inc. All rights reserved. 408



Citrix Analytics for Security™

- KEEFFWE | ATRMEESENAERINEXNXLIERANIFAER, IR, ZEXBN™E
Mo EEFEFXEEFNUEER 512358 X WRPLIETRIFAE R, FiM, HEEESHA
F"*DIJE__I-: /u\'l_.f*&iﬂ:_m Irﬁh%}:")\ﬁo

Risk Category Summary

#fudd or Remave Columns Sort By
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Codaramised Users Bl% na T3 46 o
Data gufiltration 23% 45 46 L] ]
Insider thraats 1% 23 & i w
Comgromised endpoints A% T o z =1

“ZHRAF TTHESTUTEARGE !

- MBEHEIRRE | EREEENERARETFREAP EFIRNRRIETT. ©XEEREEE N EERRA
XSRS R £ R

“ Compromised users

Filters
Last 1 Worth AV
Rk Indicater
Sarliy Risk Indicator Report
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o~ 7,
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Timeline Details
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Risk Indicator Summary
Add or FRemove Columns

K INDICATOR SEVERITY DATA SOURCE TYPE OCCURAEMCES A5T OCCURRENCE

eam@smarttaols.clm CVAD C a High Apps and Desktops Custom a Oct 25, 2022, 1708
Reputation net= Glaan Accass ANE Reputatian nat= Unknown Accass E High Secura Private Accass Custom 28 Qct 26, 2022,17:25
CVAD -First lime access from new device ﬂ Medivam Apps and Desklops Custorn n Qe 25, 2022, 13:35

CAAD. Session started cutside of gacfance Bl reedim Apps and Desktaps Custom it Qct 27, 2002, 1133
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Timeline Details
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Risk Indicators and Actions @
Click on columns o drill down
Counts Events Processad
a0 16K
&80 12K
40 . BOD
20 400
8 - o
Pl o o ] P Al vl ] e U1 .1 &
F P ILFFFESF P &
= @ Actions @ Risk indicators  — Events Processad

BEEMSRENFRTZRIER— A THEBNARE, 25 EREeMEmaiRERIITH.

A N e < Back to Risk Indicators
Showing top 10 risk indicator occurrences from Oct 6, 2022 5:30 AM to Oct 7, 2022 5:30 AM
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2
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3
3
: 1 O = =
EventType =5.. Reputationnol... Country NOT 1. Excessiveauth.. Excessive acce.. Aftemptioacc.. Scenario-l2Ex.. Unusual authe..  EPA scan failure  Suspicious logon Al Others
u
L
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Risk Indicators and Actions @

< Back to Actions
Showing action triggered from Oct 20, 2022 5:30 AM 1o Oct 21, 2022 5:30 AM

Counts
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SRESTIRIE

ERTEEENEERANATHAFPEEX 4R AIREMEE, RERRIBFER LNEEE
S, DURENA X RESFIR(ERIFAER.

Policies and Actions @
I Top Actions
POLICY USERS OCCURREMCES
Request End User Response if ekam@smarttools.elm ... 1 40
Session-start-outside-geofence 3 8
push notification policy 1 6
Request End User Response if Unusual authentication... 1 1
Motify administrator(s) if Jailbroken / rooted device de... 1 1
See More

A RBE

A AT EEERBEREHIRBAERN . SEMATERIRNAMRE S0 HER BEEES Y,
ERREEmD) AR T,

“ All Policies

Lssil | Moriil

B Policies

FoLCY
Fiizguicat Envd Ui § Rasaponzas i ehivag imirmioola cies CVAD O 1 D ZS 501 P

tan. outs ide-geofonce Do 2T 1134 M

oDooo g

push natifiostion paolicy 0018 AT P

Heguest End Usar Besponss f Unusual authenheaton falure-checs menunt aciions menus BT I AW

occul
40

a

[

1

1

Kty At misteatnniE if Inlkroken ¢ ronbes deves datacied
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PR SRBS
LETIEREE X FrE BECBEEAIFAER, SRR I MRS, TS REEmTIZEEEEER
TlH. EAMBEEF, ST LURIER RV (EHTT ik,

HIEEFAF RN, EHREEOIIXICIELZ, BT RENEERRNINERF XL EZH,
HITERIZIEMER, HiFrAERNERENEZNANEERF,

A RIE

SNATRPEEXFRRIEE X KR A TR E. ATAEREFINATRPEEX IV
B MR ERIRIE LI REFRER.

BREREES AT RIF IE L EEFREETREIEF

BIF
oTER RN BBRAEN AT ENA P NEE T REBIIRETIR, EIUEEUATER !

o IRIEERBEN FRVIRIERTR
- NRTZIRENRAREE
« ZIRERAERER

o SiZg1E X EXRUERBS B E
« [ F31R1ERY B BAFIET 8]

“ Actions Manth
10 Actions

lan 3 1248 AM
Jan 2 3.24 AN

Jan 3403 PM

Jan 2 £51 PM
an 2 1710 P

1
3
3
3 14 k] Jan2 425 FM
?
2
1 Diec 30 517 PM
1

Dec 30 5:16 Fid

BERMREUTERE XEKIRE, XERBIRIER EREHTHF. Hli0, TH¥FTTE LS
T ERRLARWN . FERE TIENETRS BRRERF B EE X BKAPE R,
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“ All Policies LastLMarth

3 Palicies

BRI TIE L, BEEIRBUAETEENAZRENARENS.

ivzi=t

BEE T EE R B ERARIRT A RPLIETR. RPLIEIR AT ARRIAR S EE X B X FERINRPLIETT,
Citrix Analytics \B X IAVEIRRIRERTE, HMXEBIERER T BHIEAIE,

XFBEEXNPLIETR, Citrix Analytics 1R¥EZE RRIXPL S 4 ML T EIERIEEIE

o Citrix [ %
« Citrix ZE2FEIHIA
« Citrix BN AMEEm™

« Citrix DaaS (LABT#FA Citrix Virtual Apps and Desktops ARS3)
TERPIEIRER L, BRIUEERETXRIEN, FHRIESBIURBE ™ EE N EHH#ITEIF.
X P s #RmE R (/en-us/citrix-analytics/media/risk-indicators-pane.png)
ERfERER LR EEES, UEENKRERSRETTE.

X\BEIEFRHE 5 (/en-us/citrix-analytics/media/risk-indicator-overview.png)
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IR EREE{N =R AR

PEEIZEDLBNIE, {ER Citrix IT BIEER, BAgAERERIENAFRMNEEBBERZENMELIR
Citrix Virtual Apps and Desktops 3§ Citrix DaaS (LARI#K/ Citrix Virtual Apps and Desktops AR
%) . MREMBAFAKRMUESFMUEER, EILIIEEERIFMESHRENERE, LU
237 Citrix T R EA R A

IHIRRERNERREEE T B RIS RN BEF S EREENA BN, Citrix Analytics for Security
MR Fi&&E _EREM Citrix Workspace N AREFEWXLRAFRERENH. BXZHRANESIFHA
8, 1E&IH Citrix Workspace N IR FHRAFEFE,

BERMNERIR

BEENER, BRE T2 > HiRE. EEEEEERFAERNNER,

Performance Settings Help Search
Users User Access App Access Share Links Reports Last 1 Month v

IREE
AR B S B L TR -

1. FREMIE (£3) HNAFEREH.
2. FRENE (£ HHE—BFREREH

Access Summary &

1 8001 7 a 1789986 1 0007 a 8982

Total User Logons Unique User Logons
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ERUE
BRI BB RHAAN AR TES :

° %Fﬁim%/iEZIE\ﬁo
- BRERIETEE.

- WEEEKEFHNERZHENE-—AAERY, EEEMEREXBNERIFARS, BEAM
EE=,

- M—RAPERBPERE 10 UE. B, BFardpE—RRERMRE RN HESR/M
X, XEERI|ERAMCE R+ T, RAUETIRBZER 10 MIBNFE. BT HRELEA
EXRIRFIBERER, B2RRIRGIRINE,

ERRAIUEEEKARER BN —ARER M LA TEES, WFHE%a0 10 BT
B, REINETSMIBNAAERENL (IE#) 3 ()  KERETEENNERNKERS
B E—TESEER, a0, NREERNER ETA", WRFREREBENRERS ETANLEETA
HITEEER,

UEERERTMERMXEHEMY, FRAKRBHAIIELIE, &XHRRE. HIEUENE
ZRAER, BEHELRTEE,

Access Summary @

180017 . 179086 10007 . o0s2

Total User Logons Unique User Logons

Logon Locations @

1 8 al 2 ol Logons outside of geofence A
i Countri 3

Countries have User logons Cities have User logons ountries
Unique User Logons 7

80 10 NE—ERAUBRTP, EF—MIBEUETERF REIFREEXHNERIFHAER.
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Logon Locations Unigue Logon Locations
Add/Edit Geofence

Top10 Locations

LOCATION USER COUNT
Bengaluru, India 4
New Delhi, India 3
Jaipur, India 2

Unknown City, United.. 1

Chandigarh, India 1
Hyderabad, India 1
Noida, India 1
Sydney, Australia 1

@ Learn more about the unknown locations.
+ @ Unique user logons (scale of 1 logon) "

@ Geofenced country

DEVIATL..

-2

+3

+2

WEER T RENEBRAREFEUENH-—AFRHE, REFEEEEETE LSRAEIENMI

B, UEEZUENK-—RBFAEREH, SGEEIAIEEE MIENAFAER.

+ Bengaluru, Indiz

Unique user logons: 2

i - s snarw = Ll

+ R Sri Lanka

FHENETA, EAUEER-AFRERIEE. X TEERNREE, NRaRRAABIIEHE

—RARERNRNEE, KRERTHELETRHE-—AFRERNRAYEE.
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T LU LI S s
Morocco Iraq

O Libya |Egypt Unigue user logons: 610

Uman —
M taniz :
auritania Niger e
yone ¥ Cambodia

Nigeria South Sudan Mal i
Maldives s ‘ @
Kenya i

Indonesia Panua Now

Tanzania 'J‘,J‘M -
Guinea
Angola
Mozambigue
o}
Australia

Sou ti&fri:a
e @

b a . 292 Unigue user logons

RIRHIBIALE

80 10 ME—ERUB R, EIRSEINREUERNIATH, BERNUERNTARE
R TELEERANHARERIFARGER.

FRAPERTEL, MREMNERMXIEHESRTA, BT E TR NATRE,

HERREFEENAE L, UBEBUEFRTITANERER,

DATA
Export to CSV format | Add or Remove Columns
TIME ~  USERNAME CLIENT IP cIy COUNTRY 0S NAME
> Oct27.11:51AM NA United States Windows 10 Server
> Oct27,11:39 AM NA United States Windows 10 Server
> Oct1,5:21PM NA United States ‘Windows 10

TARSEIUATSRUEFRTRANERZ— !

b5/}~ =S
WA ERMMX BT R A, UFERe—
1. BRIEEEFERAZ R Citrix

Workspace NREFhRA. EEEMNERE
B, BNEFmEMYZZIFIMRA,
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BEENE IPNE

ERAMX LA, ERHRIEAE A,

2 AR EI=

RE

1. AP 1P #ltREI A, Eitt
Citrix Analytics ToEHEIMIEo

1. SERHIRERS TEUIBRE R A XE
Citrix Analytics,

RARFIgEMLTERMER, EXMERT,
Citrix Analytics To/EIREUALB(E Ro

BRI EREREEEFEANE IP, F] IPSEE
ENERHIEN BRSSP EEE. EIE, Citrix
Analytics To/EFREUIEE R,

whIBEA=F B FIRA M T 2 thIE A= S ERAD e P 3R A= XU A ER 1 18] RN R A2 7 SR LR E AY
BF. EEEHREENE, BSMIIRE > HiRE,

RIANERT, HEBEERERALTABRS., BEREMEREE, FREARNRIEEELE,

Access Summary

13 .6 3

Total User Logons Unique User Logons

Logon Locations (i

3 . 5

Countries have User logons Cities have User logons

L]
Maricn ik

IR IR EE O 2R T F

Geofence: Unigue User Logons 4

Outside safe location

Unique Logon Locations

Hartford, United States 1 1

- B2l | I UEESBRE TR 2UENERMX,
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- fElefuiE : A UECESMRE FRMRUBNERMX, EEAIUEESMNENF LRENE
EMERABENSE. ENZ2MEMEEI=SERAEIEE = PRIFREE R T E /M
X, BRHZERMEZAN XA (X) 775, BEEREAREHERSIRE,

Geofence settings X

Safe locations e Risky locations §

Risk indicator for safe geofence is ON

The safe locations geofence uses CVAD-Session started outside
of geofence risk indicator to identify users who logged on from
outside the safe locations geofenced areas.

To apply actions on the users (outside the safe locations
geofenced areas), create a policy from the Settings option.

Learn More L]

United Kingdom < Afghanistan

Aland Islands
Search locations to add to the safe locations geofence
Q Search for country name

Clear all

- J& O

EANRER TR EMEEENERMX, WMRKRMNERAEMIEEE XIS R a8 S0X Y
ETRHERBER, ERERNEENERESOEERtBEEESER.

A\ Update geofence ﬁdd.’Edu@eﬂfence Unique Logon Locations

LOCATION USER COUNT DEVIATION

w} l"w“ Bangalore, India 2 *1
L

Colonie, United States 1 *1
- ng
Chicage ._ York ®dacrid “ Lt

Los Angules Hartford, United States 1 1

. Hohhot, China 1 *1
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BENCIRETE, BESNMEIGRABEETFHiTAGRMBEE=NRIETREET X

Geofence settings X

View your geofenced areas on the map and identify the users
who have logged on from inside and outside of the geofenced

argas

Safe locations (3 )  Risky locations ()

A We detected that the CVAD - Session started within
risky geofence risk indicator was previously deleted
from your account. Iif you enable the geofence settings,
the risk indicator is created again. The values of the
country field in the risk indicator gets updated
according to the settings.

Risk indicator for risky geofence is OFF @

The risky locations geofence uses risk indicator to identify users
who logged on from inside the risky locations geofenced areas.

Learn More

S = ©

a2 ERARAERNIINTIREIERN,
ERENEE R B RtIEE R 2 MERERMX,

- WEEEZEERMXAXKEREEBIRC
o WIRER=ERERMXARKEREBRC
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Add/Edit Gaatenca

!
o’ Qv .

Los Angeles
.

.
Mhemicn Ciy Marts,
by i - Kuala Lumgur
Abgpan
- ot
P
ih; " Johannessurg_ J que user (ogons (scale of | logon)
il

Santisgo Geofenced safe country

H @ Gectenced risky couniry
.
+ . [

WIBE= : E—APER

SMEHRFEE NEUEE HIEEE | —AFER, R FRERTGREKERNT2XE

SNV E.
o fERREKIER RN HEIEEENEREKIERNERAF.
- Z2RXEN | RAIMNHEBEENRZ 2 XKENERIAF.

Waars Usar Accask App Aschas Sharw Linke Agcaas Asparance Curtam Rigk Indacators Palicias Reports

i 5 Qeofence: Unigue Usar Logons ik

. It fighy location [
Conantriies Faren Ussar logor Citis hiws Lisir begpens
Churtide unie iccation 3

AT ds Gaofance

o’ W -~

Lot Magelen

- D
M Cily . Harsta

Sney 4 Fusda Lurmpus
abed L]

EEELAPERNR—AAERNFARE, BESGREENSHZEXKIEN ZHHEF,

Unique Lu%un Locations

Colonia, United States

Hartford, United States

Hohhot, China

Taizhou, China

Unigque Lopt-:ln Locations

Taizhou, Chira
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“ Access Assurance
AcccssFrofile  Usor Legens
&
Losatinn ~
[
Coustry =2 Filliss
B L
05 Ha 2 1
Subeat Toesl Logene: Urique Logsres
Crant
Total Lagons Unigue Legans.
Timeline: Total Logons
S Wieiva uprata Trica A lnok insia to san your s
new Resource Center design...
s Y A ", - -
—o—Ct—o—ob—o—0—0—o0—0—o0—90—o0— 00— 0—C—C——C0—0——C0—0—F ot o ———o——o—=
4 g n an EL 1.8 Afen = far Ten 2t . Faz 135 1% Sen 17 50 .z Pzen 2

EINREE AL FFRECERY B E X KSR
« CVAD-miEEMEBE=NET | BT REZREMEBEENANARER,
« CVAD-REEEMMERI=AER | AT RECHMIEEENNARER.

MRENBEAAPERKETHIEEI= 2N, WIMAXICERES, FRFIEEHEREINE
" REENATXERF, ZRBIME IFKERZHF I 1EE, HIRIERFBIER, ERILKE
& SRV KB LLE A AT E REROER. BXEZER, BEHMEENHE X XFLIET a5,
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_(-=x

AR

- TEHIREEIGES, HTERERMXE, CVAD-RIFHEHEZEEENEZHNKIEREER
bz E#fro

« flE0, AMREEFARFEAFITAENEZEFAFEMIER=ERAX, NXRERRER
EERMTHERAREFERMX, HEREXE FEOAMIERE) o ST UBERERIA
HhIB A= E SR /MX R E

RFSIETRAITAECE SR ¢ Event-Type = \"Session.logon\" AND Country != \"\"
AND Country ~ \"\" AND Country != \"United States\"

EHHBEEIRER, KRERESRMGT

Event-Type = \"Session.logon\" AND Country != \"\" AND Country ~ \"\"
AND Country NOT IN (\"Australia\", \"United States\", \"India\"

SN CVAD RZTEHIZEI=SV/E 5] RIUIEIR BIE NIERIIK A ShillER, TI/E ARERE=R
BEXBREIEZNRIEN. XEQistrryithIEE = E 5/t X it R B I E .

ERMEEEIRER, tERERMIEEEXKEURKEXEXEHNE—APER,

ERME

EipREZEGRT, EMETUAEEUATEMAFFARER -

- SRFERAR P #ill X BXAVALR, XEARCERN. B, HELENEBRMARS RS
[

- BRERFBNSHE—RHFMMERFM.

- AFRERKENEZR VPN REERIVFHER,

ERNEER, ERAERAXEMMFRERKEIIBRERFAGR, HBREFERTSALR
T2,

EERAPPMSFAER
SHBIRS > BARE, REHTEDUSEERME FHHAES.
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Logon Network (&

14 .s 14 .s 0

Total IP Addresses Total Subnets Total Proxy Types
Top Distribution of IP Registering Organizations @ Top Unigue Public Subnets
SUBNET ACCESS CO... DEVIATION
|
abts (karnataka) 7
2 115.110.204.128... 12 +12
internet service 12
provider 1 122.172.80.0/28 5 +5
oxetel adsl users T — 122172.870/28 5 +5
—
wisconsindepartment N 3 130.47.68.0/22 3 +3
of transportation - 1|
220.23370.216... 3 -5
L
alltel -mooresville
I
122.172.80.64/28 2 +2
bharti airtel limited N 1
10810 —1 122172.84.128/... 2 2
fortum oyj f—1 /
— 122172.81112/28 1 +1
melkisarovo aeroflot- I 1 122172.81.160/ 1 4
russian airlines [ 1 .
i0 20 12zi72.87.224/ .. 1 +1

@ Total User Logons @ Unique User Logons

B 1P it [ SRR T EREBRIERME— IP LS,
BFRE : KA TEREURENFMEEH.
SREAR | RRRSEATAERPEENMEH IS HEE

P AMEAR BB T, EIUEEESNAR (ISP) WEAFRERMM—ERIFME 288
Bo TBAIUBRTERWREABESIMELARXBKNAAFAER. HinREREXHNERIFLAE

J/CNO

o EH—AEFWESBT, EUEEFEN. SN FRNEAPERBURENFRNREZE
B, EoUBEEENFMLUEATESFMEFMXBNARFAER. HifkEXHNESR
JFEE R,

EERAPRIFRIEENHF

HIERABEEAER (LE. ARNFM) B, hREREXH NERRAENEF MFmELE
PR AREFNEMRENREER, EWERE—ERNEERER, UEEFMENRANES D
#ro
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View by : Unique User Logons v

Total User Logons

12

Total Logons Unique User Logons

EANEEMmERES (LE. ARZFW) BTRRIGEEMH. ERREMEERHPEIUKRA
FEAMBAEM 2 EIFAE R

SERFPERNMW—RFE R LA T FE S RIEFMER B R KERFH E— T ER#ETHE
REY. HI0, AIREEFENNERALNA, WEEFE LB E ETAHTHR.

- Access Assurance

i
BRI EA U T E :

o (IE - HERMX R EIFH LIRS,

o BRERS - IRERA R EMATEE S A S5,

o FW - IBRFMTEIE RIS

o BRI IP B BRI E LIRS,

o IP EMALR- k5 R4t 1P Hilk X BXRYLALR,

« £/ VPN IRS3- LA VPN MK inimikihi S,

o REBSER- BARIEAERHA (FI0 HTTP. Web. Tor 1 SOCKS) kA RIE 4.
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NRBIEATAIARIRG, EARERER R AR,

BRI ARTHIESR, EEUTEEUTRIBFPERIK—RFER !

- MK R EREEMN BEFSEMRERIAMFRA 1P ik,

Matwark Lecations Endprints

Top Subnets
Basad on Apps and Desktops user logona

MEN0.204.7128/25

122785 Es

1ZaavzadanzEy

Top IPs
Besed on Apps and Deskiops User logons

E TEN0.204.182
@ 1221728515
I

122172.84.156

122172813828 1221726140
— —
122.172.80.224/28 1 122172.60.235 L
— —
@ Total logons @ Tozal lap
- IE- AR ERIELN ARERF N ELSERATNE R,
Matwork Locations Endpoints
Top Countries Top Cities
Based on Apps and Desktops user Ingons Based on Apps and Daskiops user logons
Inia 3 Bargatre E
& Unique logees L =

- IhR- RIENAREFNSERFAERIB ARSI ENRERS AT,

Metwark Locatians Endpaints

Top Devices
Based on Apps and Desktops user logons

ceBeE711-a2:1-54c0-a20d-67 5dB 3ec763

hitml-1724-3495

Top 05 Mames
Basad on Apps and Desktops user logons

2 macOs 12

a

@ Unique lcgons

@ Unique logans

EERPERFMAER

BPRERNHEEMHRT AR NEEME
FHITRABAEN 72

R

AEB N AREF N ELRSEAFAER.

EEBETE
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Filtars Ciear 4l
nnnnnnnnn N
I Inain ; Borgalo
]
05 Hame 14 3
Eutnal oot Usar
||||| aline datails
Alllosations Top 5 locations Butiom 5 Location

BER TR T A B ERNUATERFAER

- BiE. FAFERAB AT E,

- BF%. AFPBEM,.

- BFEIP, FAFIKER IP ik,

- BPimIP 3B, AR IP R, fINAHEIE,

- WHIERMX., BFREREUNANELSENIE.

« 8% ID. BFIRENEMH R,

- BIERGRF. BAFIRE LRRERS. AXFAER, FERANANEHEBMRSER,

DATA Export to CSV format | Add or Remove Columns
> 0ct27,1151 AM NA United States Windows 10 Server
> Oct271139 AM NA United States Windows 10 Server
> 0ct27. 1124 AM Indore India macos 10
0ct 27, 11:20 AM Indore India
> 0ct26,10:33PM Bengaluru India macos 11
Oct 26, 7:46 PM NA Argentina

MREASINEMS, EAIUEIUATFAER !

o BERGRA, AP IRE LRRERGRE. BXFEAER, BEANANREBMRSER.

o BERGHINER- BIERENEAMMESR, PIUIRERRAS. Service Pack 4T B X1¥
MER, FEANLANEHEBBRSER,

« Workspace N ATERFARAS, Citrix Workspace™ [ T2} Citrix Receiver BYRIERAR A,
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paTA Expart to CSV farmat | Add or Remove Calumns
TIME - SER NAME CLIENT P Ty COUNTRY O5 NAME
o Oct 20,449 FM avinash@smarttools.cim 12207280235 Bangalore India macds 12
Devicaid: Workspace app wersan : 32,09.0.9.(2208)
05 Virsion: 125 05 Exra Info: 21583
Cliant IF Type: public IF Hegistering Organization: abls (kamataked
Procy Type: NA Frivane VPN Saraica: HA

Saiorat ; mac(ls 12

EBHRERF, ERTLBITUTIRE

o BEAMSBRIILUIRIE SR EERBIBEN A NEH R,
o BEHIFEEHEEBIETRUAITZIEIF. BXEZER, BEHEZIHF.
- BEHEFHA CSV RAHEIEEREBIERPHBUE THE CSV XHH, HBTERD .

BRI ERERE, B35ERFBGXBENEEREXEN,
fuan -
User = “test user” AND Client-IP = “10.xx.XX.XX AND Client-IP-Type = public”

User = “demo_user@citrix.com” AND 0S-Major-Version = “mac0S 10.13” AND 0S-Minor-

Version = 6

City

Client-IP

Client-1P-Type

Country

Device-1D
IP-Registering-Organization
0S-Extra-Info

0S-Name

0S-\Version

Meed help?
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sl

EA AN EREB A ERLUTImESRM

o (UBE- RERMX REFHHEEREMF.

o BIFRSR- RIRERFAREMATES REMH.

o FW- RF ML EM,

o B IP FERB- HAHMILE 1P REEEISIR B,

o IPEMALR- LA FER ISP fMikiniRE M-

« #4%8 VPN fR$3- #ZALE VPN ML FRmikih i Et.

o REBAEEY- RARIBAEISHZE (FIE0 HTTP. Web. Tor A1 SOCKS) fEiARIEH-

NRBIERT AR AR, EAEERER TR,
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F X1 B2 B ] 26 1 AC I 3 £

L
-

3R : Citrix Content Collaboration™ #1 ShareFile B5xRHA AR, FEMNBFPE A,

P EREX % LR AP REEZMERIER Citrix Analytics IR R BER ERAM T ##H P RIX 1T
Ho BMINMBERT, ARXEELZERIE—TANEIE, SEIUEEEEER BRI EKA
WATRIMER IR 1E, BT F XY EIL, ERILRATRAFRNREXH, UTHBRUTREA :

- NREFERBR

- BIRERBR

< IREERBR

- WEERER

5, ERAIUEERF RS MK EIETEE, HREZBRERENENEAF.

ERIE R R KA R4 TEN A LAEERFRFXCITS. KRRFERERS ERaHNH
E B (= -ﬂzﬁj\o

“ m z J; Usariede  Actions Luet # Manth v

Risk Timeline

Latest Risk Scare (0 Highest Rigk Score (1
,,,,, . Suttagan peiod: I6722002. 12772028 OOETROEE 18 2405 |UZTVE02E 1BE4IE
s o000 000 © 588388 00 89 30 89
: Goeoaoaoaon
£ HEDILM Tatal Indicator Dezurrences M PEDILW
" ek = Filter
© szt skl ne el i sk, Vit s this user-ggod a5 modumelsh ?
Thos i sk szars 5 b o o followings serbinstion of gk factans 07 e Risk Trvalie, click Filker and et £he s
27 ot 7w Indkzatars fhat yau wank 22 v
Logar-Ta barm-Tomd [tk ndicrian (1] Tila-Daenz FIg Irczaler @ @ Curia Rk ind icrars (271
Eunrt Type = Share Craase Cuam
Risk Braakdown (7}
u 0 Rerquest End User Responae ston spind
un-Failurs-Rassd Risk indizatars 1 Inieatir Oeerran
Excassive 880ess 10 sensitiva Ties IDLP alert) Fila-Based Aisk Indicatars 2 Indicator Drourrences ™
@ Cusiom sk Indicatars 27 Inlicator Decurrances ™
[[a] sFile downlosds in 1 hrs cunmm

HITH AR P KRS BT, ERTBUEE— T RPIEIR— T EN AT HIKF BRIE, MNREE
FHPZ—, ANERRETRNPIEIRERD SRR D
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Security Performance Settings Help Search
“ m Adam MaXWE” C & UserInfo Actions Last1Hour
Risk Timeline Excessive file sharing
Source: Citrix Content Collaboration
Risk Score W Ctres B vl s
. o = ® WHAT HAPPENED

6 share links were created from 8:00 AM and 9:00 AM. This exceeded the Al-based

Selecter Durat threshold for this period.
4/8/2018
EVENT DETAILS - EXCESSIVE FILES SHARED Event search
09:15:00 AM Expire all Shared Links Action applied
# of Share Links
1
02:00:00AM  (_—] Excessive file sharing

08:20 AM 08:30 AM 0B:40 AM 0BI50 AM
TIME SHARED SHARE ID OPERATIONS TOOL NAME
5/8/18 08:17:00 AM Sca7d311-40af-1cd... Create SFWebApp
5/8/18 08:25:00 AM 176b2375-f91b-e39... Delete SFWebApp

PSS

KRB 2 RUATER :

« MBRIEIR. XPLtstrE I BERIRFIED), AIRENERARMREZE/HM. SAFPITAREHELER
TR, SRR, KRERTATUTEIER

Citrix RAE

Citrix %

o

o

Citrix e EIE ™
Citrix FEIN A S| 5% Citrix DaaS (WAFIFNA Citrix RN M £ @mARSS)
Citrix Z£FHihin

o

o

o

HIEMNABF R FEFEXRIEIRE, AMERTFRERNIIERERED. ERUEEXKRE
RREUREGIFAER. ENARIAUTILTERS -
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Security Performance Settings Help Search
“ m Adam Maxwe” [ 5 User Info Actions ~ LastlMonth
Risk Timeline Excessive file sharing
sk Sy Source: Citrix Content Collaboration
RRRRRRRRR @ ther Bk ooy
WHAT HAPPENED
6 share links were created from 8:00 AM and 9:00 AM. This exceeded the Al-based
threshold for this period.
4/8/2018
EVENT DETAILS - EXCESSIVE FILES SHARED Event Search
09:15:00 AM Expire all Shared Links Action applied ‘
# of Share Links.
1
09.00:00AM | Excessive file sharing I I I I I
‘ . - o
084500AM { Excessive access to sensitive files (DLP ... ‘ 0820 A 08:30 AM 0840 AM 0B:50 AM
TIME SHARED SHARE ID OPERATIONS TOOL NAME
0B30:00AM | Excessive access to sensitive files (DLP ...
} 5/8/18 08:17:00 AM Sca7d311-40af-lcd..  Create SFWebApp

o RET . ERIMUTEIAEBXIERNEE, Fl0, MNREEETNEHREI SN
R B RETHLED, EAIUEREAXGREANHEERRBREURKZEHRENN
8o

o BHFARGR, TRMUMUERNXRREAEER N EMHREAUREHNFAEE. REHEH
BRLGE EERNEAHEE SRR NRETRNNNES. BXESELR, F2NEE
o

o Hftt EFXER. ERNUELSMOEESFHAEREHAENEE WRE) .
ERIUF eI RAEAMC N B R TR, BXEZER, BEHRMERAF XNPIETRR R
THREZ | XKIET

- BE. BREAEBEMNAIREGHBLERKRESEMHNLE, ENATRPREXFHRFR
BRENPLEEZ b XERERILOEBSEENRBEMNA TR, NEERIUFHNA
1FE 11

THES | REEMIRTE.
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Settings Help Search

Security Performance
“ m Adarn Maxwe” c & Userinfo  Actions ~~  Last1Month
Risk Timeline Expire all Shared Links

Analytics Admin Action

Risk Score
WHAT HAPPENED
User Status  All the links shared by this user are disabled and not accessible to
anyone.
4/8/2018 Date & Time May 8 09:15:00 AM
| By Admin Andres Holguin
09:15:00 AM ¢—< Expire all Shared Links Action applied ‘ In Product  ShareFile
Result SUCCESS

09.0C:00AM { Excessive file sharing
0B:4S:00 AM | I { E Excessive access to sensitive files (DLP ... ‘

- INAPEMS. BEAPNEERSRERTIASRETN, BMIMASNAREMG. HAF
BIXBLAETTR AR RS, @A LUFESEERRIORSERE M XEER, MAEXNE, ERILUA
FECEXHNAE SRR BRNRNEZ EETHNEERNSERNEMHFNT !

- ERINEISEA

- ENBEATBIR

o FNERANEER

- BEEGRFINEREK

ZEAF Adam Maxwell, fth#7RINE]T S ERNA CitrixAnalytics, ERMBIEBEHE A
MEIAFPEIXLESEZH, BT, Adam FFaadEMIBRHFCHR, FHik TRNREITHE
MEFIE L, & EMFRS A XL fstn AN INE A A B R PLAT a1 &t ERTATE XU RS
B4 L EEIRE XIS, thiRfE, ERIMBMENIETES R ZEHER. RS, &F
B3 Adam BYECEX N AE ZRVR(E. BXINARNESER, BESNAE.

HEMNBFRRELFEFE—IFEHN, FHEEMIREREAMNERTR,

MFEE, aNERERHNERIEAPRE. BHIMEEILIRActive Directory 4,

“ 2. Adam Maxwell C 5 Userinfo  Actions ~  LastlMonth ~
Risk Timeline Added to Executive group
Action applied by Citrix Analytics
WHAT HAPPENED
ooooooooooooooooooooooooooooooooooooooooo
User Status was added to the Executive group.
Date and Time  Jul 9, 16:09:20
Wednesday

Active Directory Group  CitrixAnalytics

ifve file/folder deletion

23641
60920 #4 Added to Executive group
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N TFEERSNENS, EMERETHNERSERAPRS. BRNEEUR=mA.

M P E

BEESAFHEXNRESR, XERRSETMNNXREITS, ERIUEEEEENEBRANNERA
BERXRITDIFAES, UREFTOMBENBIRPZERITTE. NEERTTEHXRA P TESM
FRFEE&E, BREERSMNERERE. BXXNRERNESER, BBHCitrix B KFLIETR

o

= m c B Usarkde  Actions Last # Manth N

Ak Tevetne [ oo
Latest Risk Scaore 1)

Highest Risk Score i1

..... . Evahtten Pl I0VI2082- WNET 2022 DNETR0EE 19.24:15 - |NZT20EE 1B2HIE
89 30 89
1 WEDILM Total Indicator Decurrences e WEDILM
= Fil
W Indiziiees mared not helpll s bidses - —
T e m résk s ome & bevwend o e Tl linwiceg sermkination o ritk factirs, D the Risk Timaline, click filter and snkect the righ
Det, 2m2 o .
LosgereT'n o oo i ngizriara 1] Tiba-amac Fig Ir ccaiorn 2 @ Curien Mak indicwrs 27
(] evene e = e =
Risk Breakdown (7
maiAd o Reguest End User Responae Acton speied

EXCaBHNe A008EE 10 SEnEItve T [DLP alarty

5 File downloads in 1 hrs cunm

BENRHEUAETEUATER

- BRFIRKITS | &RFXITORTAFETERITANERNKG XETIHERFAEIERE
XA BIRPLRR . RELTFMERESH, HIRERFTADIME L, RIETS, BF
AZALUTIE  BREAR. RXEAF. BEXEAFMEXRTDAF. BXAFPEINE
ZER, BEHARERR.

o EIRERERY | RTAFEIERARMANXLIERES XL AN XEIETTRE 7
AP BIXEITFS .

- BERNRTS | &R XRTORREEENBRRAALABPHTENXRTONERE ERAKRA
FRENEL, AJEFSEFTRIAMLITD.

- NEERE | REE5ESEXLTORIAFEDEXHN—PHETREERAS,

- RE4Es © KRB AETKRRZEMANNLIEITSE. BATUEERARGR.

AP EME, REEEFERSAPBXNNLER. ENANREISNAARS, #EE
E)VASE LS
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Filter Events X

Show risk indicators marked as not helpful

Timeline Events

l Search... d

v () Device-Based Risk Indicators
(C) Suspicious logon
v [_] Other Risk Indicators
[:] Suspicious logon
() Custom Risk Indicators

() Timeline Actions

Apply Filters

AP BB

BRREXH#IHETUTREAFENERNBAER

« BRI
o Mk
BT HR
« BiE

- fiIiE

4 E

2, . po M I By Userinfo  Actions Lest 1 Manith Y%

BEBINEARSS Hr EW Test Erginear 7
& mgautsm@tboo.com Bangalore
Ulsoor Road, Bangalore, Karnataka, [N, BE0GTS Citeix RED India Pyi, Lid
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Citrix®

P XL e ta R

L
-

3EE . Citrix Content Collaboration™ #1 ShareFile ExFE & ARG R, FEEAFIZH,

AP XRiEREEER IR AN ERARMNZ 2BV AR, XEXRIEREEEERE
REEFRIFRA Citrix M. HAFTARBERN, SERRKRIET. S TRIEIRIUE—TE8%
TEZ XBEXBNEEZR, XEXRERRAIEERERFSHPRNFERE, XEEER&RE X KR
REeRERZRRE T AP BIXERITD

W25 KEFEIR X BRI XK S

« ETIGEHIXRIER | YA MRERIRENLERBHANZF BREETRIIAREL.

« BTMUBORKIET | 4AEP NS EMIE XK 1P I ERIME, RABARERF 1
(LB LR

« BF P WRRRIEHT | XA 2 WERII AN 1P HASHIRMARETRE, T 1P Haksy
BFMERERE.

- BFEREAMORIIST | 4AAHNIS AR EEREMERA A,

- BETBIERNRLIERR | HAFP =M Workspace RIEHFHEEIRENAL L, MBBIMWAFITHE
EE RIS THERENEFS,

- BEFXHHIRBEIERR : HAFE Content Collaboration EIAAX HRITTRIRIBE G S iHEET
WANFERE, MWRIBAAITASETEEN. HRBEASR. PRUETRIERNF
Fo

- BEXMNPEEITR | SHEMRERT AL EXSFKHNAL, BXFAER, BEHAUTXE !
o BTEXRPLIETR
o FAECERY B E X X LSRN SRE8

- HXRIET - AR T EATEXXNEEZE (FINEFik&E. EFUENNETERKRNKEY)
BY XU HE TR

REFtEtR BAREAR LB XL DA BIXPL IR . B XIFAER, BERXKLSE,
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TRERTXLEIR. KELREZEMXLIEH] B8 X EX.

= i FA P R BHEAR SRR RFESE3!
AN R EE RN ERERREN H X Fstn R/ R
RREFIRE
KRB Eroot H XL HEHR SRl
AIRE
NRPEEEIRS H X Fstn R I =
Citrix [ % ImR T (EPA) 1358 H XL HEHR RGP
KW
EZHERIIERK BETERRMBIX RREEHAR
=
A HERYTTZ BT ERIX ISR RGP
KBRS IPHER BT 1P X FHEIR RREEHAR
AIRER BT IR&RIXTE RGP
in. ETFIPHIXFETE
1 BEFAIERXE
EMR AR B XU
R
FEHMNIWIERK BETERRMBIX REEHAR
=
Citrix &2 FhH 1517 ZiiAEER B URL H XL HEHR ERELAD
o EHETE H At X PFER R ELAD
JXUBE P 375 18] H XL HEHR ERELAD
FELEE H X Fstn R ELAD
Citrix DaaS (MARI#R A RETTiE BT ERIX ISR RRERRAR

79 Citrix BN B0
SHE RSE) A
Citrix EEINEMSE
]
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= i FA P RUBAEAR S ES REESE3!
BERESR BT HIERI XL istT BEER
AIRER BETFIR&RIXLTE RRERAR

& BEF IP FRBE
fatn. BEFUERNX
PO feAn AN E XU HE
R

TR AF R RPAEITFRIC A B RETEA. B XIFAER, 1525 NAF KRR HR .

BRI EE™ KLtR

KNEIRA RN BREFRISE
Citrix Analytics 1RIEH7 B4 2 5 FRARRF IR & R RN A EVRAD , FHAREABRIROR R IEHT.

1B B4 8 N AR IS & X FIEFRTE Endpoint Management BRSZTEIR4EE o BRI NI B B4, B8
WRREF AL, WERBERRERNNNBREFERALIMSIZHNIEE 51T,

1B B 8N ARFRISE KRS X BB X SR RZE A LIETT. B X NERRNEZSE
B, EBHCitrix AP XEET.

fal B i & 4 B R4 B2 B AR TR Fr IR & MR B4R 2

B R E N REFRIEXPOIERER A RIgE E10NE) B 8 AREFRE. 2 Endpoint
Management RS R 48 REREIQ MRS E LA —TMHE N BLENAREFN, FHHEEE
Citrix Analyticso

Citrix Analytics M XEEHHEFMAFNXRITD, k5, ERFRVBIR2ENBEFNISE
RLtatnsc B ANNE A PRI XL B 2 Ho

AT A A B FRda B R TR P YIS & RBEETR?
AR Andrew Jackson 76l, f{ERINISERIORE T RLENATERF. Endpoint Management
T IERIR S LA Citrix Analytics, f5& /9 Andrew Jackson 23 BC E#TEI KL IE S o

7£ Andrew Jackson BRI QBT E]25 A, EAILUEFRIR SR NIBIR L BN AEFIEENXIElN. F
HHREAURIFAER (FlNELENATRFSIER. Endpoint Management 1013 24 B AIEF
MY ) #HEET.

EEERANENRRLENAEFINEEXRIE, BSMIRE > AR, AREEZAF
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“ Andrew Jackson ' e O Userinfo Adtions v Last1 Month v

Risk Timeline Device with blacklisted apps detected

Source: Citrix Endpoint Management

Risk Score W b iz v e

- WHAT HAPPENED

o000 . oo o®oo00o. -0t - _ -
FR R A R S S R Ay 6 devices with blacklisted applications detected between 9:30 AM and 9:45 AM.

Sebected Duration

4/8/2018
EVENT DETAILS - BLACKLISTED APP DEVICE ACCESS
09:51:00 AM o - Start session recording Action applied 5:30 9:31 932 9:33 9:34 935 936 5:37 9:38 939 540 941 542 943 T4d 545
Device wiBlacklisted App Detected ™ . * e @
094800 AM o - Notify administrater(s) Action applied
TIME DETECTED BLACKLISTED APPS  DEVICE DEVICEID os
09:45:00 AM ; ’
i Device with blacklisted apps detected 2018-05-08..  complastics..  N/A XenMobiles..  ANDROID
2018-05-08 com_devolve. NiA XenMobile 5. ios
09:45:00 AM 1 Unmanaged device detected
2018-05-08 ... com.facebo.. NfA XenMobile.5... ANDROID
2018-05-08 .., com.testddé..  N/A symphonyrw..  ANDROID
093000 AM Excessive access to sensitive files (DLP ...
2018-05-08 _ ‘com_plastics... NfA XenMobile 5. ANDROID

s ERETHAEDF, EAUEEFHHE. EJUEE Endpoint Management AR5 EI B9
A RL BN ARFIISEREUNEH LK ERTE,

Device with blacklisted apps detected
Sowrce: Citrix Endpeoint Management

B Ciher Bk Indicaors

WHAT HAPPENED

6 devices with blacklisted applications detected between 9:30 AM and 9:45 AM.

- EEMHFAER - RRBENAERCEHEHNS, SHUEPNMREEAETR. FHEFAED
ZERTHEERFR, REREHEUTXRER !

o

HMBSE- Endpoint Management 3k 214 I 2 44 82 1 FRFE S RIBT 8,
RLBENARRE- $E LN BL BN ARER.

%&- PRERNBhIZE.

%& ID- B TFERA1ERILE ID B,

BRIERSG- BomGEIRIERS.

o

o

o

o
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EVENT DETAILS - BLACKLISTED APP DEVICE ACCESS

9:30 931 932 9:33 934 935 9:36 37 9:38 939 G40 F:41 9042 5043 Fdd 45

Device w/Blacklisted App Detected ™ ™ e " 0 @
TIME DETECTED BLACKLISTED APPS  DEVICE DEVICE ID os
2018-05-08 ... com.plastics... MR XenMobiles.., ANDROID
2018-05-08.. com.devolve,. M/A XenMobile.s.. ios
2018-05-08 ... com.facebo. M/A XenMobiles..  ANDROID
2018-05-08 ... comtest.das.,.  MN/A symphonyrw..,  ANDROID
2018-05-08 ... com.plastics... MNSA XenMobiles... ANDROID

SRR A PRI TIREE R 2
SRS A P K AT AT R(E
o WMBIBEMHR. SERLRARAP UNSERFBTRMET, TLUSERNNEERTIR.

- BAEER, SAFPKF HIEARBEHEIESN, RARAPAE LT RYEIE R &% HE
@,

BT A XREURNBFHERECTINESFER, HEARENEE.

EFMNAF NARE, BEMEAAEEX HHEFANIXRIETT. MNREXSEH, EE—
115, ARBENMA.

Tk & RSHERAVEIERE T2, A UN A S E SRR X BR(F

KNEBESIENE RIS root INRHIZHE
Citrix Analytics IRIBIME BIIF root SURBVIZE EENRMAFRMI, FHALEARRA MK IEHT,
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AR BIR1F root BRAVIGE X FLIEHRTE R F S s B 3R1F root INPRBVIG & EED|MLLET fik
&Ko Secure Hub I MEIZIGEH N EHIREL Endpoint Management iR, IEERATHEREE

RN P S EF R ERAB R,

B#PsEIRTF root FRAYVIZE K FLIEITAE X BN L REZR B HMXLIER. B X NIREZRIEZ(E

B, EBHCitrix FiF X117,

{AIES & MBEHL B IRTE root MPRAVIGE RLIEIR?

L EREBHERAPERNEMAZRNRIEHTERIFEEE. WNBMMHERR root 1R
BIRE X IET IR ERIE T R ERBIR i0S 18 BB RIS root AXFRAY Android IREBIRAF.

PR B K15 root A BMIIGE X OIEIRIE B I AMEE AT TS root FERI A%, Secure Hub

Mg E ENEHFREIRSEL Endpoint Management ARS3.

RIS MR B E IR root APRAYIGE KBLIEIR?

ZERF Georgina Kalou, HEEME iOS &K&W, Citrix Analytics =2 ME] It 7T 2817

59, H7A Georgina Kalou 2 EEXF2ITF5

A
=

M Georgina Kalou BIXUGETEIZ A, EE]LOUEER SRR NBBH 2R root AERAVIGE XS
BtT. BHRERENSNICEMEARE. EHHAEERER—REET.

EEERAPHRNEEMEERRT root RMNIZEX ISR, BSMBIRL > AR, ARERE

Fo

< EX¥  Georgina Kalou

Start session recording Action applied

L™

084500 AM Excessive access to sensitive files (DLP ...

O8:36:00 AM (_),) Notify administrator(s) Action applied

08:21:00 AM (3 Notify administrator(s) Action applied

OB0200 AM CJ} Notify administrator(s) Action applied

0B:00:00 AM Excessive file downloads

[ AM EPA scan failures

07:15:00 AM | Jailbroken or rooted device detected |

« ERETHAED, ERIUNEESEHHEE,
HEUNEM R ERBE

& S User Info

Actions

Jailbroken or rooted device detected
Source: Citrix Endpoint Management

® it Bisk re s

WHAT HAPPENED

4 jailbroken devices detected between 7:00 AM and 7:15 AM.

EVENT DETAILS - DEVICE DETECTED

TOOT1 72 73 74 75 76 7T TR TS FIOTI1TA2TIITAM

Jailbiroicen/Roo ted Device Detacted . .
TIME DETECTED DEVICE DEVICE ID
2018-05-08 07:07... MR XenMobileServer....
2018-05-08 07:10. N/ XenMobile Server....
2018-05-08 07:10... NAA X¥enMobile Server....
2018-05-0807:12... N XenMobile Server...,

Last 1 Month

o5

ANDROID

ANDROID

ANDROID

ios

741!

%A

5

EEI BB LN B BE BRI root AXRAVISE
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K2 MR #RAEE 2 3R1F root IXPRAVIE & A % T 114 (/en-us/citrix-analytics/media/endpoint-

management-jailbroken-rooted-device-what-happened.png)
- EEFFAER - KUBINIEEED, EHUBRANRIEEXETR. SHBRENBERPIENE
HETR, RIGREUTXRER !
o KMBYiE], MEEBATEIRTE root A FRAVIZFHIETE],
o &8, FRANBINILE.
- I&E ID. BEXRATERRIENIESE ID HER.
o BIERGT. Boh&ERIRIERS,

KRR E 23R8 root I PRAVIEFE ¥ 4815 2 (/en-us/citrix-analytics/media/endpoint-

management-jailbroken-rooted-device-event-details.png)

BRTURBRAEEFAERN, REERKAZSLHTLAIEEESHFAER,

&R AR A PRI TIR IR F 2
EA LA R P IR AT LU R (E
o ZMBSTHIR, HEBERDAR UPSERKBTEMEY, ATLARERNR SRR,

« BHIEER. SAFKFEIERREHAIEEDNN, RARAAEHIEENEIES KX EFHR
ESEFII

BT A XREUNRMNEFEERFNESER, BBRRBNETE.

EFMAF NARE, BEMEAREREX HHEFENIXRIETT. NEEREH, EEFE—
18218, ARBERA.

ek & NSRRIV EIERE T2, #AUNAESHEEBIERE X B9E(F

RNRIFFEERS
Citrix Analytics RIESFEEIG & BRI MIFINED , FAREAARAIRSIEAT,

HIREFHIUTERN, SEELENRIFEEEREX OIS
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- E B IR EMBOTIZER.
- HEERFER.
- HAFBUE M.

S MR EIRE NEIEE X XL ERZ HMXPIET . BXNRERNESER, 52
B Citrix AP KUFEFETo

AR E R NBIFFEEIRE REIEIR?
HAPNIEETNIFRENRSH, FIRGENBIFEFEERENLIETR. KRETNIFTERSHER

=
xE .

- FAFPHITHOERLE,
« Endpoint Management B2 R AR S 2RI THVIRE,

TEIERVABAR R, IEBILUERA Endpoint Management BRSZSEIRIARIMERISENNBREF. BXES
BR, BEHREERI

YA SET AIEFEEIRSE, Endpoint Management BRS SH0NE B4 HIFEIRE 4 Citrix
Analyticse FIFPHIXBITED REH. KNBIFHEEIGEXLIETRANINE] AP X a2,

SR DTN I E R EHI M EFEHT?

Z SRR Georgina Kalou, Hig&&#ARSS 28 LB MLIREIRIZEFR. Endpoint Management ¥tk
EHIRELA Citrix Analytics, [F& 79 Georgina Kalou 932 7 EFHHIXLITF S

£ Georgina Kalou BYX BT B, BRI LLEEFEIR S MNRIFEIEEIRE NRiElr. SHEREN
5 Npeistnft & BtiE. EHEAEFEMAERE—RETR.

EEERANENRPEREEREXRLIER, BSMIRE > AR, AREEZARF
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“ Georgina Kalou

09:07-00 AM o 1| Start session recording Action applied
0B4S00AM [ Excessive access to sensitive files (DLP ..
O8:36:00 AM 0 - Notify administrater(s) Action applied
08:21:00 AM o 4 Notify administrator(s) Action applied
DB:02:00 AM o : | Nolify administrator(s) Action applied
0BOO0OAM  (}— | mcH Excessive file downloads

07:45:00 AM [ Low . EPAscan failures

071500 AM  (}— .| Jailbroken or rooted device detected
Q70000 AM | | Unmanaged device detected

L d device d

& Userinfo  Actions ~  Last1Month

Source: Citrix Endpoint Management

® Citer Bk s

WHAT HAPPENED

3 unmanaged devices detected between 6:45 AM and 7:00 AM.

EVENT DETAILS - DEVICE DETECTED

Unmanaged Device Detected

TIME DETECTED

2018-05-08 06:50...

2018-05-08 06:52.,

2018-05-08 06:58...

E:45 6:46 6:47 6:48 6:49 6:50 6:51 6:52 6:53 6:54 6:55 £:56 6:57 6:58 £:59 70

L L L
DEVICE DEVICE I os
N/A xendev.1 ios
N/A XenMabileServer..  ANDROID
N/A XenMaobile Server... 105

s BERETHAED, EAUEESHREE, ERUUEERNRNIFEREHREUREHLKERN

B8],

Unmanaged device detected O
Sowrce: Citrix Endpaoint Management

B Cther Bk Indicsnore

WHAT HAPPENED

3 unmanaged devices detected between 6:45 AM and 7:00 AM.

- EEMHFAER - BUBELRERS, EHUEPNMRBEIETR. EHUFARRNZERTE

B, RIBREUTXRER:

o

o 18T, FERMBINEE,
o I&& ID, BINKHEHILE 1D,

o

KBS E, SR NERIETE],

BIERA. BihREIIRERT
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EVENT DETAILS - DEVICE DETECTED

B:45 6:46 647 648 649 6:50 6:51 6:52 6:53 6:54 655 B:56 6:57 658 6:55 T0

Unmanaged Device Detectid - . ™
TIME DETECTED DEVICE DEVICE ID (811
2018-05-028 06:50.. WA xendev.l ios
2018-05-08 06:52... MiA XenMobileServer.. ANDROID
2018-05-08 06:58... WA XenMobile Server... 105

IERI AN A PR TIR 1 12
BRI LA R P KA AT LU R E
- ZNBIMRINR, HEVERZARUDSERKBTEME, ATLRERMNBIMRIIR.

« BHNIEER. SAPNKAHIERFENAREMN, RASEENEENERRKXETF
IEE SRS

BT REXBEURNAFHRERENESER, BEHNRBNIEREE.

EFHRENATAR, FSMRAPEEXHHEEENAIXIETR. NEMERER, HEFE—
MEE, AEREENA.

TIeA A NSFEIRRVEIERE 2, A UNAE S EABIERE X B9E1F

Citrix Gateway X f&$54x
IR T (EPA) 1Y
Citrix Analytics 1R#E EPA 13K MUESHQME T A A BRIBERD, HARA NI X FEIETT.

Big S R X L istrE X KRR EMXEIETR. B X XNCEARNEZER, BESH
Citrix FAF X p23E+T.
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EPA XK s R IBT AR A 2
SRR ZEERREEED Citrix Gateway BYimR 0 (EPA) B REBENSEHITNSMIVIEN/ES
PIIERIFRIMLAEES, RIRE EPA 13K FLIET.

Citrix Gateway 1B XLEEHFHIFEHIRE LA Citrix Analytics, Citrix Analytics M1ZPRE XLEEH,
eMBRRERETTZH EPA KK, H Citrix Analytics HE P EEE M EPA 13K
WY, ESEFAFPHXRITS, HiF EPA REEKX ISR B RINE B P B X QT a4,

W{EI 24T EPA FIERKREEIEHR?

ZEBF Lemuel, M&RIEZXEFEHAKREEE Citrix Gateway EPA H31#ERIREIHIRIMLE, Citrix
Gateway fFLIt KM ELE Citrix Analytics, FERA Lemuel DECEFHAINIEITS. EPA FHERK
RFLIEFREAINE] Lemuel Kildow AIXIBEAE] 4% 5,

EEERAPH EPA GHEXN &E, 58N B2 > AR, AREEZAF.

£ Lemuel Kildow BYXFERSIBIZEAR, RATLAERR A1 A IRE&HT EPA BiKK XiLfstn. H1&
MEBFEIZ kR —1 EPA B RN LIEIRR B Y, GMERFRERENAYFEERER.

« EX Lemuel Kildow c 8 Userinfo  Actions - Last1Month

EPA scan failures (i
ource: Citrix Gateway

Risk Timeline

Risk Scare it sk ridenas
WHAT HAPPENED

0000000000

6 post logon EPA Scan Failures reported from 9:30 AM and 9:45 AM.

4/B/2018

EVENT DETAILS - SCAN FAILURES

09:45:00 AM EPA scan failures # of Failures

1
09:30:00 AM 1 Logon failures I I I I I I
0

05:35 AM 0545 AM
03:00:00 AM ! Excessive file downloads
TIME CLIENT IP GATEWAYIP  FQDM EVENT DESCRII  POLICY NAME  SECURITY EXPf
09:00:00 AM Excessive file sharing 2018-05-.  210913.  116401.  101023.  Postaut.  postauth.  CLIENTO..
2018-05-, 210913 116.40.1.. 10.1023, Post aut. postauth CLIENT.O.
03:00:00 AM Excessive file/folder deletion 2018-05- 210913 116.40.1.. 10.1023, Post aut. postauth.. CLIENT.O..

« RETHA BDRMET EPA BEKBNIETHNEERE, 5, ©RIFTEERERER
ERE EPA BREERBURE
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EPA scan failures
Souince: Citrix E-aTEWE-'_I,'

@ Cther Bek Indicsans
WHAT HAPPENED

6 post logon EPA Scan Failures reported from 9:30 AM and 9:45 AM.

- BFAER - AREXK 50 SiETIAE N EIERARENET EPA 13K N E 4T 8] 2 AT 11
fto LS, EERTE—NRE, REEXEIEHNUTXRESR !
o BtlE]l, EPA 13K KA ERIBTE],
o B IP, S EPA HBERMAE FIRRY IP Hitlk,
o MX IP, IRE EPA 1KY Citrix Gateway BY IP ik,
o STRBRERES, Citrix Gateway HITTLREE %0
o BHHER, EPA FHERKIREMEERR,
o HEBREFF, 7T Citrix Gateway LEZER EPA I HRIRZFR.
o REFTEXR, 1E Citrix Gateway LEEBEHNZEFKRER.

EVENT DETAILS - 5CAN FAILURES

# of Failures
1
0935 AM 0945 AM
TIME CLIENT IP GATEWAY IP FQDN EVENT DESCRII  POLICY MAME  SECURITY EXPI
2018-05-_., 2100913, 116.40.1.. 101023, Post aut_., postauth... CLIENT.O..
2018-05-_,, 210913 116401, 101023, Post aut.., postauth,.. CLIENT.O..

TERI A A PR TIR 1 12
BRI LA R P KA AT LU R (E
o ZMNBSENIR, HERERDAR UPSERKEBTREMEY, ATLARERNR SRR,

- BREER. SAAKA EHIEMRERAREEDN, REPESOEEEIE SR AXBFERT
pp3I
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« AR, HAFMNEKFIEHEEN, M EED Citrix Gateway HRMEMEIR, BEE Citrix
Gateway EBIE B HAF 121,

- SiIRAR | SAFNKARREITAMEBER, ti1TERE Citrix Gateway THIEMERIZRIR,
EXIM X EE G REPHZIK,

BT A XREURNBAFHEECTINESER, HERREAETE.

EFNRHRENATRRP, BSMABFREEXAHHERBNHNNICERER. NBRIFXEH, %
—MEE, ARBRE A

ek NLtsREstIBIRRZE 4, #AUNASHEMEHERE X B2

BAEIERBES
Citrix Analytics 1BIE S BIIELIT S NETAAHANED, FHiREANNRRIETE.

5 SHIIERKIE 2 NGIET e E X WX R RRE T ERRAMHXIERER. B X XEERZRNE
%1%/%\; i%%|%—.l Citrix }EEFM[SQ*EZTTEEO

SR IRIERMGT 2 K pLs 2R Ak R 2

AP ELERIEINEER]Z K Citrix Gateway BAIIERKE, RIREERKIMNXPLIERES. Citrix
Gateway BMEIERKAUREE. XREF=XEMRRIEEXK, EFERTFEREHAFPEKETZE
BRI,

Citrix Gateway 12 MIFTE B F BHKIERKIF XL EHIREL Citrix Analytics, Citrix Analytics #5
ErREXLEEYS, LMONBAFREERETZSHNEHBIIERM, H Citrix Analytics FE F R IIERK
B2, EREFAFPHNITD. BHIIEARKE S RNIEREFFRINEI AP X EIZH,

AT B AR IRIERMBOE 2 X s 28?2

ZIERAF Lemuel, MREZRERILIEMEEKK, Citrix Gateway XK KR EL Citrix
Analytics, #79 Lemuel DECEFIINILITD . “BRIRIFAMIE L X Q15 RaF 2 I0E] Lemuel
Kildow BRI A [E] 2% o

BEEEAANEMNRIERREZ XCtEraskE, BEMEI'Ye > AR, AEEEZAF

M Lemuel Kildow BIRPLRSEIZ R, ERILOER N AP RSN FREIERBE 2" X FCE R8s,
HIEMR LR (B it B A IIERME B NS israa sk B, AMERPRETENAFARER
ERo
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« EX Lemuel Kildow

Risk Timeline

Risk Score

0000000000000 000000000000O0GQ

Risk Summary >

Selected Durati o

4/8/2018
094500 AM  (_— EPA scan failures
093000AM () 1 Excessive authentication failures
030000AM  ()— Excessive file downloads
030000 AM  ( — Excessive file sharing
09:00:00 AM Excessive file/folder deletion

[ —
WHAT HAPPENED

5 logon failures reported between 9:15 AM and 9:30 AM

& User Info

Excessive authentication failures &

Source: Citrix Gateway

EVENT DETAILS - LOGON FAILURES

secondary

TIME

2018-05-08 0%:23:00

2018-05-08 09:25:00

2018-05-08 09:26:00

2018-05-08 09:28:00

2018-05-08 09:30:00

Actions ~  Last1lMonth -

915 916 917 %18 %19 920 921 922 923 924 925 926 927 928 929 930

ERROR COUNT

EVENT DESCRIPTION

Maximum login failures reac...
Badiformat) passed to nsaaad
Badi{format) passed to nsaaad
Login not permitted

Bad{format) password passe...

 RETHAEARMET NERBNEEREE, SEEEREREAENSHIIERBRE,

Excessive authentication failures

£; Citrx Gateway

Logon-Fadlure e Rick Incicanar

WHAT HAPPENED

5 logon failures reported between 9:15 AM and 2:30 AM.

- BRFAERMO 222N EMNEIERKE 2 EHREILRIML, XEEAREEEERITE

BRM. o, ERAIUEESTEHNUTXRER !

°© NI‘EJO ﬁi%m&ﬁiﬁgﬁjl\ﬁlo
o SRR, EEHRERUNZAE] 48 /NETAN AP HNE B S50 TER KR E,

°© $1¢mﬁo ﬁ%%mﬁﬁEG%g#ﬁﬁo
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EVENT DETAILS - LOGON FAILURES

%15 %16 17 16 919 920 %21 922 %23 924 925 926 927 28 929 930

Secondary . . @ L]
Primary ™
TIME ERROR COUNT EVENT DESCRIPTION
2018-05-08 09:22:00 2 Maximum lagin failures reac...
2018-05-08 09:25:00 3 Bad(format) passed to nsaaad
2018-05-08 09:26:00 4 Bad{format) passed to nsaaad
2018-05-08 09:28:00 5 Login not permitted
2018-05-08 09:30:00 6 Bad{format) passwaord passe...

TEAI LA R AT L R4 2
ISR P KR AT AT HRAE

o WMBIBAHR. SERESRARAP UNSERFEBTRMET, FTLUSERNNE SRR,

- BAEER, SAFPKF HIEARBEHAIEESN, RARAPAEIEERYEIE R &% FHf
@A,

« SEHEAP. YA MEKFEREY, MI1FEEEE Citrix Gateway i E{EAEIR, BEEF) Citrix
Gateway EIE 5B ETHAF 121,

- AR . HRFPNKFRRBITAMBEBIEN, MI1TE@E Citrix Gateway HRMERIEIR,
BEE) Gateway EIE R RHHZIKF o

BT A XREURNBFNERECIINESER, HSRREIAETE,

EFHRENATAR, FSMAPEEXHHEFENAIXIETR. NEMERER, HEFE—
MEE, AEREENA.

TIiek A NFERRVEIERE 2, #AUNASHEEBIERE X BE(F

A EIRETTIE

HAPELERRERREBNARER, BFXERERIETEEFRE/NFHE BRI FEARTT Y 8]
BY, Citrix Analytics &fFItbE RN E KL,
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AR RETTAZRT Bl RREBEFEU T XL

- RIEHE  TREREEGIT S EAFNER.

- HERE  FENAF EEEREENAFR EE,
Bt =ik “ R RIBETTIZ” RIBLHEHR?

FAIREITREX RSN ELAP ER BN EMGITES, FEEBATIATLEN
[B]ARTREMRITRYRE B B A% o

X iEtRE 2 2 AT R U TR R IR A LRI B RBIRIRERAVEE

« P& Citrix Gateway MRIBEZEE R,
« FAF@Y Citrix Gateway NFEBEZ F iR E R,

SfEIS3 A« R AT BE1TA2 " KUBRAEATR

ZEHBAF Adam Maxwell, ME—2FANENMIBEER | ENEMND R EEBE, Citrix
Analytics JFItEE REHRN AR TTEITIED S, HALFRAREITEXISIN. ZX ISR ARINE]
Adam Maxwell BIXIFEES (B8, FHAEDBEXFEITED

EBEE Adam Maxwell BIXFLETEIZ, BEREL > AF. NERKRNBRERS, EEAP

Adam Maxwell,
M Adam Maxwell BYXFCETE]4% 7, R RAIsRMITE X Listn,. EIUEBRUTER !

 RETHAEDIRMT FAENITRESHNEERE.

Impossible travel (i)
Source: Citrix Gateway
@ Location-Based Risk Indicators

WHAT HAPPENED

Impossible travel between the specified locations detected on 1 Apr from 05:00 AM to 05:14 AM.

s “EIRFAER SO RETRAPERI R, ERERZERIEE)EIRU R R BRI ER
o
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INDICATOR DETAILS
Event 1: Logonon1 Apr, 22 05:01:00 AM
Location: Bengaluru, Karnataka, India

Event 2: Logon on 1 Apr, 22 05:02:00 AM
Location: Oslo, Oslo, Norway

Time Interval: 1min

Distance: 7480 km(s)

- “BRMA - R 30 XHDER T AAREMTIEMRMAR BRI S RtIEE N E, o
EETERIT 30 Xo ERILUFERREEME LVEH L, UEESMHIRNEERRE.

LOGON LOCATION - LAST 30 DAYS

(D Past Known Location @ Impossible travel location

o “FRAENITE - FHFAER SO RETE X FARNITESHHIUTER

o “BY[E)" : $ERE RBYBEAFIETE],

o “IRERFRA | TR P IRERRIERS
o “BPFEG P FERAFIREN IP itk

o ‘MR IETRARPERM R,
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IMPOSSIBLE TRAVEL -EVENT DETAILS

Add or Remove Columns

TIME DEVICEOS CLIENTIP LOCATION

1 Apr, 22 05:02:00 AM Mac OS 95.34.6.6 Oslo, Oslo, Norway

1 Apr, 22 05:01:00 AM Windows 0OS 49.207.220.220 Bengaluru, Karnataka, India
Page 1 of 1

TERT AT A P A TIREE R4 2
BRI A P P AT T8 4F

o ZMNBSEANIR, SERERDAR UDSERFEBTREEY, ATLARERMNR SRR,

< BREER. SAFANKP HIEARERAREDN, RAROAAEEENEERLXBF
LSRN

« FHEAR. YAFMNEKFIEHEEN, I EES Citrix Gateway iHRMEMZEIR, BEE Citrix
Gateway EIE B HAF 121,

- SIEAP : HAPNKFRZRETHMEBER, i1 5@ Citrix Gateway I B1ERIEIR,
BF Gateway BIE G EBIZIK,,

BT A XREURMEFERERFNESFER, BRI,

EFNHRENATRRP, BSMAAFPEREXAHEFBNRNIIERER. NEFREF, %F
—MRIE, ARBENA.

ek & RtE RN BIRREM 2, EBAIUNASHECHIERE X IEE.

MEIEE IPER
Citrix Analytics 1RIER I FTER IP OB SER A HIERE, FHAtk IR SIERE,

5MWEIEE 1P B RN REE X X LEREET IP FIXCIE TR, BXNERAENEZER,
BRI Citrix AR XLisREs.
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fAIEHfid R “ MRTRR IP BR"XEIERER?
LA ZM Citrix Analytics IRBIAAIEEHY 1P #ALHRIMLEET, Stk MNAIRE IP ERXLIET
28o IP HIMEMU TE—FE THEA AR
o FITENED IP BB IRIRS
- EEREREMNENZTMTHAFRERIER
« BEZRMNERZ=, XAJERAGFERNRBERE
Citrix Analytics Y5#EM Citrix Gateway #ZHWEIHNEREMH, HIONABFRREMNEREIER IP &R, H

Citrix Analytics ¥ MEIRBAI5E IP WERZEWHE, ELEFMAFRNNKRITSD, FHF—TRETRIP
B R X LIRS B AN A P B XA EI & A,

WAISITRE SR IP B R EIEtR?

ZEAP Lemuel, fth=1M Citrix Analytics IRFARIEERY IP #3biARIMLE, Citrix Gateway &
FEMHIREL Citrix Analytics, [FE R Lemuel DB T BFHBIXKETED. KBTS IP NERX OIS
FRERNME] Lemuel Kildow BIXIFE AT E]1 2 H,

“ &) & User Info Actions ~ Last1lMonth

Logon from suspicious IP (&
013238 Logon from suspicious IP Source: Citrix Gateway

P e—

WHAT HAPPENED

1 (O Logen from suspicious IP

00:56:4: ;
1 logon reported from a suspicious IP address on 20 Jan, between 12:30 AM and 12:44 AM.
004624 Notify administrator(s) Action applied
SSSSSSSSSSSS Event Search
LOCATION : Patras, Scuthwes! Greece, Greece
o021 (_— Login failures
‘ POTENTIAL ORG-LEVEL RISKS Bt forca behavir detacted Urasust access by multpla users
Saturdi
= GOMMUNITY INTELLIGENGE 0]
I . 86 m Proxy, Spam, Tor
2 (| First time access from new IP Known External Threats for This IP

L e B
EEENAFIREORE AR IP ERNIER, BESMEIRE > AR, AEEFEZAF. M

Lemuel Kildow BIXELBYE]Z AR, ERTLUER AZA A IRENRFKRE TR IP NERNPLIET. =
IEMBT B HIEER B AT RE IP NERXILIERR BN, AMERPRERENIFEESER.

« RETHAMARE T KRBT 1P WERNPUETHNEERE, HE, SETEEHERSH
KEAEE IP #itRI SRR

WHAT HAPPENED

1 logon reported from a suspicious IP address on 20 Jan, between 12:30 AM and 12:44 AM.

o AIRE IP B3R EUTER ©
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SUSFICIOUS IP: Event Search

LOCATION : Patras, Southwest Greece, Greece

POTENTIAL ORG-LEVEL RISKS Brute force behaviour detectad Unusual access by multiple usars

COMMUNITY INTELLIGENCE @

86 Proxy, Spam, Tor

Threat Score Known External Threats for This IP

o AIEE IP. SAIREERIETH X ERRY IP Hhdlk,

o (U, AFREH. HXMERMK, XEABRESENTBIEET.

o BENARZHINE, 57 Citrix Analytics RIATERRIAR PINEFIERIETEE 1P SEEHIR
Lo NRRNIFESBERNREZ R —BHIZSERKKUARZSTAANAIERR.

NRTEEMAR PR (P HURIX IR, ERFEIUTER.

SUSPICIOUS IP: Event Search

LOCATION : Patras, Southwest Greece, Greece

POTENTIAL ORG-LEVEL RISKS |Mone Detected

COMMUNITY INTELLIGENCE (1)

Mo malicious activity reported for this IP address in external threat feeds
o #XIER. RHEESNE 1P FMMBIRIRPHRIRANAZXELRY 1P kIR T2 AR 71,
Citrix Analytics 2= K& 1P ik EEX LTS, KE2IFD M 80 F .
INR 1P HALTEAER IP EAMBEIRIRE R BRTANEMER, ERBIIUATER.

SUSPICIOUS IP: Event Search

LOCATION : Patras, Southwest Greece, Greece

POTENTIAL ORG-LEVEL RISKS Brute force behaviour detected Unusual access by multiple users

COMMUNITY INTELLIGENCE @

No malicious activity reported for this IP address in external threat feeds

- BFFAGRMOIRME X IREREDIHNAUATER !
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LOGIN FROM SUSPICIOUS IP-EVENT DETAILS

TIME CLIENT IP DEVICE OS DEVICE BROWSER
1 Apr, 19 05:05:00 AM Android Chrome
1 Apr, 19 05:13:00 AM Android Chrome

o BYiEl, RAIEEERIERNBYEYEL

o B IP, ATRIRERIEMMAFIZER IP ik,
o IRERIERS. NIREIBRHRIERS

o IREN KA, BT ARERIECIAY Web 5185

TERTLA A PRI TR R 2
TSRS P K AT AT HRAE

o ZMBSETIIR, HEBERDAR UPSERKBTEMEY, ATLARERMNR SRR,

- BAEER. SAFKF EHERRBSISEE, BFHEBMNAXEEHEENE
EEJH\O

s SEHAP. HREFPMEWFFEY, M{1FEEEE Citix Gateway 15 RMEMZEIR, EEF) Citrix
Gateway EBIE S EREHA 121,

- BiIERAP | ERPKFRER BT AMMBERN, MI1FEEE Citrix Gateway iHRMEMEIER, B
¥ Gateway EIEGARBIKF

BT HA XREURNMAFERERFNESFER, HFERRBEAENE,

EFHRENATAR, BN APEEXHHEFENIIXICIERE. N BIFREHR, ©®F
—MEIE, ARBE A"

ek & RtE R BIRRZ M 4, EAIUNAESEhEIERE X B2,
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AR

p=F

o IEXPEFE RS T NFEULE R K RiERes.
- FARTNREUE R XRIETREREEH S B TR ER NRiERes.

Citrix Analytics HRIEZ 1 L TXRRNAFAEERFEHENLHNER, XERKHAFEANIKR
& UBMNMEHEETE X

AR AT E R KPR T ER?
Mot REs U TRRAGHE, HPSTRREBRE—THZ N REFA AT EA R,

IS e
HERE BRNEREZE 30 RAERANIREARRNIK
BER, REXLRETRENRERANER
AYXI 3850
FEAE RREEE 30 RAXREERI A H S ESR/
WXERo

BT RERMMX IR UE LR RA (F
%30 X) MNBERUE.

AEE 30 XA, MNZEMEERMXERE
BR AT,

FHEME RAESE 30 RAKRGERIH IP ks
Fo

RREEE 30 RAXREEAIWN IP FHE
Fo

£ E 30 KA, Nz IP FRERMWAFRAE

HARDE
IP LR Z IP 34t X BB IRIE Webroot iRBIAS
XiB&o
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EES eSS

Citrix Analytics szt ME] Bt Mi% 1P ith
HEH T B RIETh S E 8.

S H AR E RRRER

ZERAF Adam Maxwell, IEXMNEEZFHHER, MEAERFEMNEZAMNZEIHRAHNRE
Ro Bt —TTEIE 30 RNARB AT NMEHITERE,

Citrix Analytics S It E REBHRNAAEE, RANENMEZRERRE 7 HNEMITH, HEAT A5
BRNIEIT. ZXISIRERINE] Adam Maxwell BIXIBEETEIZEH, HAMOES T KEEIESD,

EE%E Adam Maxwell BIXFLETE], 15iEEFE B2 > AF. M\ XRAR &%, EEAF Adam

Maxwello
M Adam Maxwell BIXIBEES B, EEZERRERNXLIENT. THREIUTER !

« RETHAMAPRM T AIRENEERE, HPIEXNERRMESFLERE,

Suspicious logon @

Source: Citrix Gateway
@ |P-Based Risk Indicators @ Other Risk Indicators @ Device-Based Risk Indicators

WHAT HAPPENED

Suspicious logon activity detected on 24 Jan from 05:33 PM to 05:47 PM.

- BRFAGREORET ST XNRREN NN A AR ARE, STXNCRRBRIE T
— N, RREAREE, EAE-XNRERRBARTAAEFEENMN, SENREETEZT
RPLEZRAY X BX o

AIEEERE BR
0-69 ZRRBERER, THRANFIE.
70-89 ZRRBEKRBERE, SEMWRR LRI
HNPERER.
90-100 ZRERZEHNHFEN, SHMRAZE LR
RN BEA R,
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LOGON DETAILS Event Search
LOCATION DEVICE
75 0
Amalapuram, Andhra Pradesh, India /A Internet Explorer, Windows 0S

User has not logged on from this city in the past 30 days Logon is from a device with a recognized signature for this user.

Location is 622 km from the user’s nearest recent logon
4 users have logged on from this city in the past 30 days

NETWORK IP THREAT

I — 100 N/A

S5O.mmmmm A
No known risk based on IP threat intelligence

User has not logged on from this IP subnet in the past 30 days
0 users have logged on from this IP subnet in the past 30 days

Suspicion Level
® Low(0-69) @ Medium(70-89) @ High (90-100)

- BRWE - ®F 30 XETAPREEANMUIEM SR ERHIEEMNE, IEHEER&E 30
RevEdE. EALOR BAnAEEE LRiEs £, UEESMIENSERRE.

LOGON LOCATION -LAST 30 DAYS

2.0
.[) @ Past Known Location % Current Location

 ARER - EHFAERBORHEE X TRERFHNUATER !

o BiE] : ¥ER A ERE RV HEAFBY(E].
o RERRERSG | IETRAPIGENIRIERS.
o IGEFMAER | IETATER Citrix Gateway BY Web %528,
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SUSPICIOUS LOGON -EVENT DETAILS

TIME DEVICE 0S DEVICE BROWSER

24 Jan, 22 05:43.55 PM Windows 0S Internet Explorer

TEA LA R P R ITIRLE 1R 2
ISR P K AT TR

- ZMMBIMRIR, SEBRESARP UYSERKETRMET, BTLUSERMEIMERTIR,

 BNIEER. SAPKP HIERASERAREN, M SNEREREER K IXEFHiE
o

« AR, HAFMNEKFIEHEEN, M EES Citrix Gateway iHRMEMZEIR, BEE Citrix
Gateway BI5GB HAF 121,

- SIEEAP  YAPMKARBETAMESER, 1A Citrix Gateway HIE{E[IER,
Bf Gateway EIE G EBIZKF

BT A XEEURNMBFEERFNESER, BBARBAETE.

EFIMNAF NARE, BEMEAREEX FHEFANIXRIETEE. N BIFREHR, ®EF—
NMEIE, ARBRTNA

ek & Rie RN BIRRE M 4, EBRINAESEMEHEIRE X BRE.

S ERPEIERK

HAFPMNRE IP Ut EREMES, Citrix Analytics &A&NEIE T3 18] R BL AN I fith & A8 R AY KU BG 5
To

E R B BHGIIEXIEIME X NREZREETEREAKBHNIEIR. BXNREENEZEES,
1EEIR)Citrix Fi P XLETR.

FHE DRI REEIR AR AR % 2
HIZHALPHNARNSHBETATRNEE IP IS RAWE, ERUE)E,
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Citrix Gateway SH0MEXLEEHFHIFEIRELS Citrix Analytics, Citrix Analytics FEBOXLEE 4 FH1E
BRAFPHXETS. FEEAREIERBX ISR ARINE PR X BT E 2,

SIfEI R S AR BEEIR?

Z[EFF Georgina Kalou, #ti@® MRMDLNEMLLE R Citrix Gateway, IEEHEHE =1 @S TH
MAREFRLRIIE Georgina BItKF , SEMAAERNIMEHITEMRIIERK,

EIkIH =S, Citrix Gateway JFXLEEHIREL Citrix Analytics, [FES I Georgina Kalou 73 EZE
FHXED . F5EBFMRIIERBXLIEF R ARIIE Georgina Kalou BY X P& ETjE] 48,

£ Georgina Kalou BY X BT EIZLAR, BAILLUEEFIRENR E B MR IIERKNIIETF. BSHERMUKR
EH4EYE. UEFFAEETRET.

Unusual authentication failure
source: Citrix Gateway

WHAT HAPPENED

1 logon failure from 1 IP address without any historic login success from this subnet.

EVENT DETAILS - LOGON SUCCESS AND FAILURES Event Search

@ Logon Failure @ Logon Success

October 14, 2020

s ERETHAED, ERIUEERERE, HRIESMNIIERKEREMEMH L ERE,

o ERBGRESRS, BRI A F XBLISFRAYEINIRE, Citrix Analytics for Security™ R#E
BRPERBIX ™ EZEHFIRIE. BNTURBUTIREZ—;AS !

sl

° ﬁ%ﬂ }EJ\
o ANINBINMERT|R
o BIEERER

SR LARIE B IOA R —M2E, E, EoUNBREPRERERENFANIRE, 8XiFAE
B, BEBRFohRN BIR7E,
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RECOMMENDED ACTION N

You can apply one of the actions below in order to improve your security posture.

[ Notify administrator(s)

Citrix Analytics sends an email notification to all Citrix Cloud administrators. You can also select the administrators to whom
you want to notify.

@® Add to watchlist

When you want to monitor a user for future potential threats, you can add them to a watchlist.

For additional actions please refer to the Actions menu at the top.

- T EHFAER - ERMIARKE D, EAUBEE—TEXR, HRERTRFESMHIIERK
MR FE B — 4 i NN B R R H th B K&,

- TRESVGERIEFAER D, RBRREMTEXRESHRIERMHNUATER !

o B RIYIE - EHpY B HAMBETE]
o FFE IP - AFILER IP it
o U - FHRENME

o KRIMEE - SR IIERMAIRE

UMNUSUAL AUTHENTICATION FAILURE DETAILS

EVENT TIME CLIENT IP LOCATION FAILURE REASOMN

10/14/20 02:43:00 99.155.88.64 5an Jose, California, United ... Bad(format) password pass...

- T AP SRR - 7] 30 X870, RBRREMETHEXBAAEE 30 RENEIEEMNIATE

g .

JON e

o

FM - KB R ML 1P Hitlk,
BXII — NS M IIES AR S BUA R AR &
K — KM EF R TIE SRS BN A F &
LB - HMEIEEHFRENNTE,

o

R

—REINEFFEVRYIE,
—RKME YT

o

S

o
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AUTHENTICATION ACTIVITY - PREVIOUS 30 DAYS

SUBNET SUCCESS FAILURE LOCATION
03/25/20 00:35:56 0 - Nairobi, Kenya
03/21/20 10:44:22 0 - - FL, Florida, USA
03/21/20 08:34:56 0 -- Moscow, RS, Russia
29 03/22/20 23:35:56 Munich, some_state, Germ...
29 03/07/20 19:35:56 Location not available

BRI LA A PRI TIREE R (2
SEETLATE A P P AT AU T HRAF

« ZMNBIBEMIIR, SEHLHURP UYSERFEBETRMDET, FTLUSERNNE AT,

« BRITER. SAPKFEERREXDEERDN, RARRAEIETENEIER L X EFHP
(ESEFAI

s GEHEAP. HRPMEWKFFERE, MITREZEEE Citix Gateway 4 [RMEAZEIR, BEE) Citrix
Gateway BIE S ERR EHA 121,
- YiIERAP  YAFPMKFPRREITAMEBER, MWITHTEE Citrix Gateway i 0 ERIE
B, BF Gateway EIEGBRBIZIKF
ETRA X IREURMNEAIFHEERIENESFER, BEERKEANIEE

EF AR HRITERE, BEMEBAAREEX A ERENAXRIETR. MNEERER, HEFE—
NMEE, AERENA.

ek g Nuie Rt BIERE 4, #MAUNASEMEBUIERE X BIR(F
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BARRZ LB IHR™ KRR
febumusiAe]

1. URL BY2E514A. HERIFEEFHIEFERTE Citrix Analytics for Security ik EREBR A,
2. IKFERZIEN G NG A REGREERR, FEFRRATFALL,

3. EfAIEABIETER (URL BIZEFIAE. EFIFEE) RHEME X RBIINE BE X NEIERA
Bt %

& X Secure Private Access FRINEERIFMER, H52RNEEFTH,

SR IHIR ARG E URL
Citrix Analytics {B4ER P 5 RH 2L % URL HVEGRSAEED, HAbRIBMEIRIGIEAT,

L AP Z1A3518) Secure Private Access PEZEREZLE URL BY, Citrix Analytics 2R & Z=1R419)
B£8 URL XF3IETT.

S IFIERB R URL KESFEIRE X XX E R HE N PLIETR. B XNERRENEZER, H5H
Citrix A RP21E1T.

B A% “ =X R R A E URL” KBEIEIR?

Secure Private Access ® & URL IhaE, AIRHE T REEAIEZESIREIX R E URL BYIA1E),
LAFPEIRIAELE URL BY, Secure Private Access &8 Citrix Analytics IR & 1HbZE 4, Citrix
Analytics REFAFBINCITS, HF=EHRR%E URL XSTEIRSE B RNE) A PR X AT E]
&,

SRR R R B E URL” RELEIR?

Ri&FA P Georgina Kalou i518] T Secure Private Access FECBRI 2% 8 URL, Secure Private
Access £[A Citrix Analytics IR&1ILZE 4, Citrix Analytics &4 Georgina Kalou 43 BCE#H# X F2 1T
o BIRAIREHE URL XEIETRIFANIIE Georgina Kalou BYXIBEET (E]4% 1,

M Georgina Kalou FIXIBEBTE]45 A, ERATLUEIRIREM SidihinB%E URL XfLTElR. BEHMERE
EUREHIFMER (FIINEHAXERE. MiLiFHER) BRET.
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EEEAPH 2R ARAR%E URL 58,

BEEME B2 > AR, ARERZARF.

HIEMES I R ARG R URL XPUiERR BN, ANERPRERENRIFARERE

o

< B = ¢
S - R
200a 2022
e Vit S pace vargion i nal sgusl 1o 20 § 21 Cuzom
e [eorc] EvAD-First time stcsss from new devics cusmen
14 Dz 2022
adiml i Ailairnit by secass blacklisted URL
[T Fiiaky website sooass
e Catagory-Group = NewsEntertsnmant Socaty ANDACtcn = Block Cuwram
734 Catagory-Group = MewsEnterisnmant Society ANDACton = Block Guwanm
Az P Category-Oroup = NewsEntertsnment Socety ANDACon = Block Cimrm
ey Catagory-Aroup = NewsEntertanmant Bociaty ANDACHon = Block Cumnm
Catagary-Aroup = HawsEntertanmant/ Sociaty MDA o0 = Rlock Cion

£ Wkerinfa Actons Laet 1 banth v
EVENT DETAILE (3 JAM, 20E3) Exent Szarch
-
-
-
.
...... .
.
.
. -
BLACKLISTED UL ACCESS - EVENT DRTALS
14 Doz, 22 023436 P wewanjiniin
14 Do, 32023430 R urwtherindu som
14 Do, 22 023426 i Teanews. ndinecm
14 Doz, 22 023405 M adpairct com
14 Do, 33023408 FM |nmperadiccom
Prge 1 i 2 b
(% (a7 Provide icedback sbout this indicator. *

"/ Helps b mprove the wser risk scores and the aceuracy of the risk Indicator, Learn more

“RET A EBARM T RELIEIHEERE,

15 JENO

EaERPEEEMEIRNESE URL BYIFA

Attempt to access blacklisted URL ()
Source: Citrix Secure Private Access

@ Other Risk Indicators

WHAT HAPPENED

Access to 7 blacklisted URLS blocked on 14 Dec, between 02:30 PM and 02:44 PM.

 BHFASRE DA SEEENBRALKENZ T EMHNELAARE. 1,

BIEHHUTXRER !

BiEl, & ERYATIEL

BRI EE

° Mmo )EHF-I'H[E.IE,‘JMIZ@MHO
o 5l, Secure Private Access R &% URL F8EMIZER,

URL EE1F%

E&iT4, Secure Private Access N E%E URL REIMEETSR, BEXFEZER, 52T
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EVENT DETAILS

1930930932933 934933030 N3N F3ANIAT40 4TI 942 F43 5

encrypied-thni.gstatic com -

img youtube.com ™

TG ey, ONNL LT .

insEmit.com .

steemitimages.com ™

w\rﬂ.tlitk!&:h!ip&.tbm 2

www.foanews.com ™

radar.cedexis.com [ ]

pendo-static-535 250748944 3040 $10 78 &G OOGhes pis.cOMm ™
TIME WEBSITE CATEGORY REPUTATION SCORE
07:34.08 PM img.youtube.com YouTube 1
07:34:24 PM wiww foxnews.com News 1
07:34:34 PM mMoney.cnn.com Financial Products 1
07:34:43 PM steemitimages.co..  Photo Search &a... 1
07:34:44 PM wiww Clicktechtip... Persanal Web Pa... 1

BRI LA I PRI TIREE R 12
SEETLATE P P AT AU IRAF -
- AMBEMFIR. HEFLENAFUSEAREEHEME, ARSI

< BNEERER. SAPNKPHIERRERAIREMN, BFHRFBENRRXLFEIEENE
ER,

BT A XREUNRMNEFEERFNESER, BBRRBNETE.

EFRHRENATRR, BSMABFREEXHHERBNHNICERER. NBRIFXEH, &
—MEE, ARBRE A

ek & R is RN BIRRE M 2, EBAILINASEMEHEIRE X BiRE.

RELEE
Citrix Analytics 1RIER 5 L5 BRI NBIRTEEIN, FAEIER AR ISR,

LAFRNAEFIM T EHIEN, SfRE RELER XSRS,
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Exng LEEXKRIERB[EXNIXCRREEMXILIEREE. BXAXREARNEZER, BEH
Citrix P K35 8%

G 2oy Mmoo e

RO LUECE Secure Private Access MASSIEERFEDD, BlalipinEE. GRIARMMLL. HENT R
MURBE R TEHM LT, HALKHPEPHEEE LERINBERHMILEY, Secure Private
Access RIFXLEFEHIRELS Citrix Analytics,

Citrix Analytics WIEFFEXEEM, MRBELRFENSERFNERITARS, WIEFAFABKX
[, “RE LEER NSRRI INE AP BIX LAY EZH,

Rl E R BN EiEREE?

{32 FI P Adam Maxwell [ FFZRF S MG H1% 71T 248, Secure Private Access RIFXLEEM
IRELA Citrix Analytics, f5& =79 Adam Maxwell DECEFHINICITS . “BE LEE XIERSH
FRI0E) Adam Maxwell BY XA B 4% R,

£ Adam Maxwell BIXFLES B H, ERAILOEZFIRGHRE LEE NLIETREE. SHREMNREHSH
HAER (FINE4EEME) HEER.

EEERRELERNRIE, BEMIIRE > AR, AEREFEZAF.

HIEMNEEPEERE EEBXRIETEZEN, 6UERPRERENFAESER.

“ Adam Maxwell & Jy Userinto  Actions Last 1 Manth W

Risk Timaline [ Risx Summary Unusual uplead velume ()
. Seurpes Citrin Sacure Privaby Access
@ Diher Rk dicanors
WHAT HAPPENED
4.97 MB of data vploaded on 5 lan, between 0800 AM and 0859 AM.

@ iedicators marked net helpal are hiddon = Filtar

5 Jun, 223 EVENT DETAILS (5 MM, 2023) Evant Saarch

asoan i Unusual upload veluma

Unusual upload velume ‘ IJ
] . —

Unaisual upload velure

EXCESSIVE DATA UPLDAD-EVENT DETAILS

Unusual upload velume
\\\\\ WLOAD SIZE  ~
5 Jon, E2OBE124 AN wwadropboscom 32020 KE

Unusual upload velume
& Jan, 23 08:50:64 AM  wwwdropbox com AWWBISKE

& Jan, ZR08:604T AM  wwwdropbox com PABATRE

Flrses sl s ioalm el sirels vomnss

« RETHARMARME T NSRRI B EME, SLHEPmEiE L EREiEE.
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Unusual Upload Volume
Source: Citrix Secure Private ACCess
B Cther Bk Indizsnare

WHAT HAPPENED

286.43 MB of data was uploaded on May 8 between 7:45 AM and 8:00 AM.

- BHFAERED SHEFMENERA R EN RN IE LA FHRIBEIZ A M. o, EEeTX
BEEBIMEHIUTXRER !

o Bl FrdEHE AR AR HMLEEYETE,
o Bl AP RHEE ELRIRVEL
o bR EEFIENEIEE.

EVENT DETAILS (5 JAN 2023 Evant Scarch

Uplosd Soe

EXCESSIVE DATA UPLDAD-EVENT DETAILS

THAE M ALY UPLOAD SIZE
5 Jan, 23 08:51:24 AM  www.dropbox.com 330.20KB
S Jan, 23 08:80:84 AM  www.dropbox.com 328,39 KB
& Jan, 23 08:50:47 AM  www.dropbox.com 24B 57 KB

TEAI LA R P AT L R4 2
ISR R P K AT T HRME
. RIBSAFIR, HEEBGNAFUPEAREBERE, TLOFERMEILNTIR,

 BAEER, SAFPKS EHIEARENAIREN, RAMEIEENEERZXBFERH
BHo

BT A XREURNBFHEECTINESER, HERREAEE.
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EFHRENATAR, FSMAFEEXHHEFENAIXIETR. MNEMERER, HiEFE—
MR, AERENA.

TIek A NFEIRRVEIERE 2, AN A S EASIERE X B9E(F

BETHIS
Citrix Analytics 1RIEF8 FERBYRL T R AR S MUBI SRS IBI, FALEIBR AR IS

HIZARPRIAF NN BRI N SRR, SRS IXLETR.

RIBY AR A BE T 2l 2 KR ER?

A LUECE Secure Private Access RIGHEAFER, FIANFREE. BRIEKRINMEL, SHFEN®
MURBE R TEHM LT, HERBLFHER NN BIERMLE T EEIER, Secure Private

Access RIFXLEEEHIRELS Citrix Analytics,

i

Citrix Analytics MIZPFFEXEHEM, MREWERFENSERFNERITARS, EIEFAABN
PPy, #iE TS KPS AN A P BV X LR Bl 2 H,

S#IET I 2 XLiEnE X WX RERZEMXLIETR. BXNRERNEZESR, 1HEHCitrix
FA P R PatEtT.

SOfRI AR EEE TR 2 K Patstn?

BRI AP Georgina Kalou M BIEF S MiE TEH 7 id 28, Secure Private Access RIFXLEEH
REL Citrix Analytics, &S Georgina Kalou 2D BECEFHHIXETESD, FHEIETHIZ XS
Frgk B ARINEI A P B X BE BT el 25,

M Georgina Kalou BYXIBEETEIZEH, ERILOEFIREEIE THIZ NIET. SHNERERUKRSE
HRFAERE (FIUENRIFMAER) HEER.

EEERETHIZ XL, BSMIRE > AR, AREEZARF

HIEMB B LR EEBER THE S XListnRk B, ANERPRERENIFAERER.
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“ Georgina Kalou - ¢ By Ussrinio  Astians Last 1 Monin v
Risk Timeline Risk Summary > Excessive data download (0
ey BT BT S Piane Al
@ Dt Fisk indicaiies
WHAT HAPPENED
.
3.83 MB of data downloaded on 4 Jan, batwean 11:00 AM and 11:59 AM,
B Indicators marknd net haldul arn hiddan = Filter
EVENT DETAILS 44 JAN, 2023 Ewvent Search
4 a0
Dommload 3ine
CETA | Exgessive data download
1153 AM Unusunl uplond valume:
T A o Request End User Response A2on 20 &4
EXCESSIVE DATA DOWNLOAD- EVENT DETAILE
136 Al i | CVAD-First time a2cass from new device P ™ BOMAIN DOWHLOAD SIZL
4 lae, 23 L3158 AM Tinaneecompairy om 332M8
A 1 Unusual upload volume 4 lan, 2513215 AM sacretservercompany.com 708 KA
4 lan, 2T TBE2TAM SaCrelr e cOmpanyEHm 5275 KA
ER ]
4 Jon, 23 TEIF1 AN S2CIEIBETVET COMBANY.L oM 680 KA

 RETHASDRET NRIEMNEERE, SEEEEE L=/ THINBIEE.

Excessive data download (:

Source: Citrix Secure Private Access

B Cther Bk Indicamons

WHAT HAPPENED

88.33 MB of data was downloaded on August 16 between 6:00 AM and 6:59 AM.

o BEfFFAERED UEEEENBEBRNAENZS MR THEGNNBELAM b, Lo, &Y
EESITEHHUTXRER !
o BtE], BUIETEHE T KRN AERFSMLBETE,
° iﬁo ﬁﬁFTEﬁiﬁEE’\Jiﬁ‘zo
o FTHEHA/N. THRIZFNEIES,
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EVENT DETAILS ¢4 JAN, 2020 Evont Search

Desembomd Sirw

EXCLSSVE DATA DOWNLDAD - EVENT DETAILS

TI DOMAN DOWNLOAD $I2
4 Jwn, 23 113158 AM fina NCac Ompaiy com 232M8

4 lan, 23 1E32:15 AM S0 COET STV COMPANTY.COMm 8703 KB

4 Jan, 23 1136523 AM SIS Sl COMPATTY.COMm 5225 K8

4 Jan, 23 1E37-11 AM SECIet Server COMPAany.Com 4G 80 K8

TR A PRI TIREE R
ISR R P K AT AT HRAE

- ZMBIBEMHIR, SEBRESOAP UYSERFETRMDET, FTLUSERNNE SRR,

 BHIEER, SAFKFEERRERIEREDN, RARAAESIEENEIER KX EFHP
(ESEFIIS

BT A XREURMEFEERFNESER, HEARBIAEE,

EFMAFRITIRE, BEMBIAREREX HHEFANIXIRIETN. MNEEREH, EEFE—
1218, ARBERMA.

Tiehh g KRIEmBVEBHEIRZ M 2, ERTLAN A S HAEHETRAE X p9#2 1.

Citrix EEBIN M EE™ M Citrix DaaS X PEFSTR

A ATRERYTTAE

HAPESMABERREBMMNARER, BFRAERZEINEEIERNTFRE B FEAR R T E
B, Citrix Analytics & P BE RN & XL,
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AR RERVITIZRY B RRATFELL TR
- RIEHE  TREREEGIT S EAFNER.
- HERIE  FREBF EEERERNAR EHE.

AR % “ A RIRERATIE” KL fatR?

A RERHTEN ISR T LB ESA P ER BNV EMGITES, HAEEBATIAESTE
BB A AJ REFRITRYEE B BT AR A

X iEtRE 2 2 AT R U TR R IR A LRI B RBIRIRERAVEE

- SAPBIREEREREBNAIEFNSEY,
- HAPBIRER P InEREBNAREFMIKEN,

SfEIS3 A« R AT BERYTTHE " RIS FEATR

ZEBF Adam Maxwell, ME—2FHAMNFRMIBEER | BT HEHRN P EEFER, Citrix
Analytics RFILEREBHNARTTENITIED S, HAlLRARERITEXIIENR. ZXEIERS
ZINE] Adam Maxwell IR FEES )1 H, FHAE 2 EXFCITED

EEE Adam Maxwell BIXFQETEIZ, BXFRE > AP T BXNEAFP E%H, ERREF

Adam Maxwell,
M Adam Maxwell BI X QBT E]45 7, EFEARATRERIITIZEXFCIENR, EAIUEBUTER
s RETHALEBDIRET AAENITESHNEERE,

Impossible travel (&
Source: Citrix Virtual Apps and Desktops
@ Location-Based Risk Indicators

WHAT HAPPENED

Impossible travel between the specified locations detected on 29 Mar from 05:00 AM to 05:14 AM.

- EIMFAEREDIRM T AR ERNMUE. ERER BN EERUKRMRMIE ZBRER.,
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INDICATOR DETAILS

Event 1: Account logon on 29 Mar, 22 05:03:00 AM

Location: Moskva, Moskva, Russian Federation

Event 2: Account logon on 29 Mar, 22 05:04:00 AWM
Location: Hohhot, Nei Mongal, China

Tima Interval: 1 min

Distance: 5440 kmis)

« BERME - &k 30 XD E R 7 A RNTREUEN AR BAUERNMIEERE, UEHRE
BRI 30 REVEHE. ERILUFERREEE LT £, UEESTMUENSERRE.

LOGON LOCATION - LAST 30 DAYS

5
o . AN _.:-_-.. Mo b S L'
N8 AT
Location Miami, Florida, United States ‘/{ T+ y . U AT L
o - iyl ey W, e b )
s, ey T HAT

Total Logon 28 e =4 LY

i - @:ﬂ @ Past Known Location ® Impossible travel location .
« FATRERVITER - B AERMI M 7B X A REIITREMHNUTER !

- BRAFIEYE : {5 E R B EAMBYE,

o B IP 1 IETRAFIRER IP il

o fiIE : TR BERMIUE,

o 8% ! BT APRIRERT.

o BRI IBRAFEDERIEERERKFER. YAPNHEKF NS HIIERTI,

MAKPERSEMN. MEBAFRAARREASRENAREFNRERIEN, SREARIES

E
o BERA | IETAPIRERIRERS
o WK  FTRA TR AERR Web 525

A
=

F
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IMPOSSIBELE TRAVEL -EVENT DETAILS

Add or Remove Columns

DATE AND TIME CLIENT IP LOCATION DEVICE
29 Mar, 22 05:04:00 AM 11801124 Hohhot, Nei Mongol, China deviced
29 Mar, 22 05:03:00 AM  2.16.103.12 Moskva, Moskva, Russian Federation device3

Page 1 of 1

©

TR A PRI TIREE R
ISR R P K AT AT HRAE

- ZMBIBEMHIR, SEBRESOAP UYSERFETRMDET, FTLUSERNNE SRR,

« BRIEER, SAPKFEMERRERDEEDN, RARAAEIEENEIES KX EFHP
(ESEFIIS

o AR, YA MNEKFEHEN, 1T EEN Virtual Desktops A18)E Ko

o FARIERS], MRAFH Virtual Desktops P IR EEH, BEEANUFHBFREIBEFPREK
ERIENERD, B2, MNRBFEHAMNZ Citrix Virtual Apps and Desktops 7.18 S & S AR,
EERATUMSESDMEFELERFBAF SFNERRIE,

BT RAXBEURNAFHRERENESER, BEHRBNIREE.

EFARNARE, BEMEAFREEX A ERENXRIETER. NBIEREH, EEF—
NMEE, AERTNA

ek A Neis R BHRRE M 2, EBAILINASEhEHEIRE X FEE.

BTEBEME
Citrix Analytics HRIBS % BUMUEH B I IBIRRED, FAREIANIA NI ISR,

ERERERENOIEREE X XN RRZRETHIRENXMRIEREE. BXXNREARNEZER,
BRI Citrix FA P X LER28.
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3 Citrix Receiver FiFP S X4 NI E AT FTENNIEY, SftL BESIEME XCiEST
7o ILBURRIRER XM THEM, PN H THEIAMIRE ER. MEIEKRIZRNNGBEFEIRE. &
PR AT OB B NAAR S 8 BRGNS IR R T ER,

FINEMRIRVEINE SaaS M ATER 25

BRI E N PoEtR A 2
LA AR ER B ERARIEEZRSFTEINE a7 I 24, ERREERN. SAFTEEAMIT
B LM § FIRNIRIERT, thaftR It XSHENR,

Y Citrix Receiver ¥ MBItk T/98F, Citrix Analytics SUBIILEHH AEN B P O EXSITS . BIE
BUEH B X IR AR B P B X BLET B 4.

SIS HT R TE R B K BT 2

LR Adam Maxwell A, ERE—PRIEHFZEITEEHINE XRFIBIX . @I URIE,
Adam Maxwell 2T FIEEBH T HIEENXHERTT N

£ Adam Maxwell BYBiBIZ R, ERILUERBERIEMRBX OISR, SHRRZSFAGEE—ER
™, PIEEB S A B T E X IR &

EEENAFRSVBERERENIGET, BEMEIRE > AR, AREFZAF.

Security Performance Settings Help Search
«a m Adam Maxwell c & Userinfo Last1Month v/
POt n W
e Sourt
Risk Timeline
WH

,,,,,,,,,

There were 73 potential data exfiltration events on 4 Dec, between 04:00 PM and 04:59 PM. 784.35 MB of
e 00 00O0OOOOOOOOOO0 OO0 0 0 0 00 O0O0OGO®O0OOO data was copied, printed, and/or downloaded during this time.

Selected Duration

Potential Data Exfiltration

v FILES FILETYPE ACTION

> 4Dec, 2004:37:56 PM Not Available File Download
> 4Dec,2004:37:43 PM Not Available File Download
> 4Dec,2004:37:40 PM Not Available File Download
> 4Dec,2004:37:37 PM Not Available File Download
> Nat Availahle
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s RETHAERSD, ERAUEEEEHIERESGIRE, ErIUEENENBRAKIEMESMT
B E,

WHAT HAPPENED

There were 73 potential data exfiltration events on 4 Dec, between 04:00 PM and 04:59 PM. T84.35 MB of
data was copied, printed, andfor downloaded during this time.,

- BHHAERDS, HERESHUEVAREYRER. FHEETETHRRORE, Kit
BT X RES :
- BiEl, BUBMEE R ERIRE,
- XfF, BTH. TEISE R
- R, B FTENGRE BN,

FTENRIX 4 1R7E SaaS N AEFTENE4+HA A,

o #E, HITHOBURNMEMIE—ITH, THIEH,
o 8%, EANIRE,

o Ko HRBSHFBIR

o i, AR ZIRASHEIERET.

EVENT DETAILS

Events

o

001 AM 0B:03 AM 08:05 AM DEQT AM 0B:0% AM 08:11 AM DE13 AM

TIME FILES FILE TYPE ACTION DEVICES SIZE

08:01 AM  BARC-EMAIL-GIB_0003.. applicat.  Print SCAWW.. 17487 ..
08:03 AN beneficiary, exclusivity, ... applicat... Print SCAWW.. 11053 ..
08:07 AN BARC-EMAIL-GIB_0003.., applicat.., Print SCAWW.. 10347 ..

o EEMHAERE, ERUERNLETXERMOEEUTRE !
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o BAVHBIXHHE,
o HITHIIER(F.

o ERNNARERF.
- AP ERRILE.

ADDITIOMAL CONTEXTUAL INFORMATION

FILE TYPE ACTION
Events
4 Events
4
2 2 I I
1]
o
App App
et application/msward 5aas 525
File Clipboard
Primt
APP DEVICE
Events
Ewents

| | |
o
o

wanw. dropboxcom
SCIWWCO/ WinPC_SeanW

BRI AT P L R E 1R A2
EET LA AP P AT T HRAE

o ZINBEMIIR, SHERBEMAF LUPAERFBERMDE, ATLCRERMNBEMHIR,

 SBHNEER. HAFPKF EHIME AR ERAEESN, RAREPMEREENEERRLIXBF
SESTERSIN

s EHAR. SAFMEKFFEN, MR EEEEMEEISRZER.

. FRRIERE. IRAFPNEMREKS EXERBENG, BEAAUARRKIIARRRERSR
ERESD, B2, MRABFEHAMZE Citrix Virtual Apps and Desktops 7.18 SiE S hkA, BER
AU BEFELERFIAFR HaNERRIE,

BT A XREUNRNAFHEECTINESER, BERRENETE,
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EFIHEENATAR, BSMBBFREEXHHFEFEENNONICIETEE. NBRIFXET, &EF
_4\1:5731/'5, %E%fﬁ"ﬁzﬁﬁ"o

ek A NeisRas N BHRFRE M 2, EBAILINASEhEHERE X FERE.

AIRER

Citrix Analytics IRIEZ N E TXER (HAFPERNRE. UEMMZHEEREN) IBAFRETRRE
A XS R

B R PR E RN LIS ER?
Mot REs AU TRRAGHEA, HPSMREREBRE—THS RN NBEI R,

ESES Ff

AP MEZE 30 RAKREAIREE R,

&l
3
X3
iy

BPMEENBAMNEERSSRAEENEES
Fo

FF M HTML5 ZFi5E¢ Chrome & in%E
xR, HPREFTLEAPHBHLRERRFA—K

MAPEE 30 RARE IR HEE /M
XERo

il
3
EF
[

BT ERAXEMIE F5&F (32 30
X) NERUERBEET,

dE 30 XA, MBHEERMXERIA
FAZERD

FHE ML MABFEZE 30 XAKRERR IP ISR,

MARPEZE 30 KHKRFERB IP FNER.

TE 30 XA, Mz IP FRERNAFRAEE
wDo
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F3ES &
IP A % |P b4t X BB IRIE Webroot iR5) A
B,

Citrix Analytics &z MEE M Mi% 1P ith
HEHATRIMR E AT SRV B RIE D,

YA A R E R R fEtn

RIZFAF Adam Maxwell EXXMENEZEZE R, MEAMEEIHTE 30 KNAEANIEEER
Citrix Virtual Apps and Desktops HiZE#ZE|#M4E, Citrix Analytics FF I EREHRMN AT, EH
iIE. RENMMEERRRS FHHNEMITH, HibL TAIRERNCIEIR. ZNIEITR RN
Adam Maxwell BIXFeEBIZE R, HAEDEEXEITFS .

EEE Adam Maxwell BIX AT E], 1BiEF BE > AF. NEXKRNBRE®RD, iEFHAF Adam

Maxwell,
M Adam Maxwell BI X BT [E]48 R, EF T EERXEIEIR. EAIUEFUTER :

« RETHAMARE T AISENEERE, HPIEXRERRNEHLERIE,

Suspicious logon @

Source: Citrix Virtual Apps and Desktops
@ Other Risk Indicators @ Device-Based Risk Indicators @ Location-Based Risk Indicators

WHAT HAPPENED

Suspicious logon activity detected on 2 Aug from 12:15 PM to 12:29 PM.

o ERBNIRIESD S, EaILEE) eI AT XFCIEtREYEI3R{E, Citrix Analytics for Security™ 4R
EAPIERNXE T EREHFIRE, BNTURUTREZ—HES !
o BHIEIERA
o FINEMSMTIR
o B

TR DAREENOEZFE —MEME, &, ERILURYE B CRIER MRIER 2 IR E N B RVIRE,
BXFARR, BERFHINAEE.
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RECOMMENDED ACTION

You can apply one of the actions below in order to improve your security posture.

2 Notify administrator(s)

Citrix Analytics sends an email notification to all Citrix Cloud administrators. You can also select the administrators to whom

you want to notify.

@® Add to watchlist

When you want to monitor a user for future potential threats, you can add them to a watchlist.

For additional actions please refer to the Actions menu at the top.

- ERFAERMORME T ST NRRZEN LA EHNFARE. STNERREDEE
— N, RRAREE, AR NREERBARTAFPFESNE, SEKEETZ TR

IR X BXo

AREE
0-69

70-89

90-100

LOGON DETAILS

LOCATION
e 100

Mumbai, Maharashtra, India &

User has not logged on from this city in the past 30 days
Location is 844 8713 km from the user's nearest recent logon
= 0 users have logged on from this city in the past 30 days
= D users have logged on from this IP subnet in the past 30 days

NETWORK

I — 100
103 &

User has not logged on from this IP subnet in the past 30 days
= 0 users have logged on from this IP subnet in the past 30 days

=N

ZRRBERER, TRINNZAIEE.

ZRRBEKRBEERE, SEMWRR—ERIA

AR RERIEEH,

ZRRZEFNNZFEN, SHUERZ LR

INNRBEATERN.

Event Search

DEVICE

e 100
BAMLARUNKUM &

User has not logged on from this device ID in the past 30 days
Legon is from a Windows client

IP THREAT
N/A

Mo known risk based on P threat intelligence

Suspicion Level
® Low(0-69) @ Medium (70-83) @ High (20-100)
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+ “LOGON LOCATION- LAST 30 DAYS"E3 B T AP &RE SN B X Fii S IR E 1]
B, MEHIREE RO 30 XHIE, EALEEREEEME LS L, UEFEEMMIEN
BEFRRH

LOGON LOCATION -LAST 30 DAYS

7

I -
i 20 .
“5_“1 @U @ Past Known Location % Current Location

» “SUSPICIOUS LOGON- EVENT DETAILS St T B X AR SREHFHNUTER !

o BE]  FERPIERE R AV B HAFIET Bl

- BRFEH I ETAPENRIEERERIKFER. SAPNEKFNSMIIEMRIN, &
MRKPEREMN. MEAFRAARREASREVARFISERIEN, SRATEER
E

o BPIRAR | IETRAFIEE EREM Citrix Workspace N ATEFHIZER, BIEEFIEEHIR
ER%:, BFPIHZERIRILIRE Android. iOS. Windows. Linux. Mac £,

o BIERSG | BB IRENRIERSR.

o YR : IETATIHIRIRAERFH Web 28,
o fiIE : BT BRI,

o B IP 1 HERAFIRER IP ik,

o8& ! IETAPRIRERT.
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SUSPICIOUS LOGON -EVENT DETAILS

Add or Remove Columns
TIME LOGON TYPE CLIENT TYPE 0s BROWSER LOCATION CLIENT IP DEVICE

2 Aug, 2112:19:3  Account Windows Windows 10 Mumbai, Mahara BANI

BRI A P A TIREE R 12
SRS A P KR AT AT RAE

o ZMBSETIIR, HEFRERDARUPERKEBTREMEY, ATLARERMNR SRR,

< SBHEER, SAAKA EHIEMRERAREDN, RAROAEIEENERERAXBF
IEE SRV

« WA, AP MEIKPIEHEN, tilTEed ERREARE R,
- FRRERE. MRAFNELREKFS LHNRESEE, EBEAAUARRKFEIAFRRKRERS

ERESD, B2, HNRAFEAKE Citrix Virtual Apps and Desktops 7.18 SiE S A4, BIER
IS EFEERE AP YeINERRIE,

BT A XREURNMBFHERECTINESER, AR,

EFHRENATAR, BSMAAFPEEXHHEFENIINPIE TR, NREXRES, &EF
—MRE, ARBENA.

ek & RTE R BIRRZ M 2, EAIUNAESEMEIERE X B2,

7l ez Pl v =1 M)

RS B ENFHIR S BENA RS ERFE, FNEMREAFIXKITD. ERETR,
REXMRISTIELE WM NE GERBER 28, BEMABERNEKIERZEBIER.

Yatn IR TN RE U TS ERMAARIC KBRS ARRY H IRIER

o HIEUNEEEENBTRAF N, fRchER

© 1997-2026 Citrix Systems, Inc. All rights reserved. 485



Citrix Analytics for Security™

- MRECHEFAFEZEEM, NWARCATAH, EXMERT, EREIERAANEFBEZ%
RigiE, HERFPHXRTDZEREE, UERSHTERHRILERHIE .

LtesY, IRBYSER R ISR B T HESh XU R IB AT BUARY R SR esH,
IR R % (/en-us/citrix-analytics/media/risk-indicator-feedback.png)

RAREZPENIRINRNLIETREHRER— N RIEEE (B SEXISENHATABER
R) o

o BRABIEELN - f5A5E R, HEMWIRS T XEER, EUEHREXIBEREN, FREXT
e A AR EH L RIHN L,

TR MRFERIBFRETMTICAE R, BRI UBE B RIER IR KRIETIE, RIGEERH
7 ERIRR R IRV (Bl 4

438 % 15 (/en-us/citrix-analytics/media/risk-indicator-edit-feedback.png)

SNIER RN AB AN, ERIGRETEHENNAFRIEIZEZES, HikES4 Citrix
Analytics. FIF RF2IFD R 3Z 2200,
BEARIE R R I% (/len-us/citrix-analytics/media/risk-indicator-marked-feedback.png)

o BATNKIBREENT - fetnE RS AA AIEM, ERILUHEIMTIC TR, FHFEPIENES. ®IR
HAWEE, LEXFEIERaHIE RS WA P KBTS BFAE BB ER. NBXE, EiEn]
DR AN TS,

B - AR RERE, BNk,
o IRIR - AR IVIETRRB NG, RANSHEIESEETER,.
- FHE - TEABESEHREENKG, HEFERSE,

EFPCENRIT T RZHEFE 15 7.
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Was this risk indicator not helpful? X

A risk indicator marked as Not helpful will be excluded
from risk scoring in subsequent cycle. Additionally, it will
be filtered out from the User Risk Timeline by default.

This Risk Indicator will be marked as Not helpful. Please specify a reason;

C} Moisy

Triggered indicator is suspicious or is an anomaly, but not risky

() False positive
Triggered indicator is not risky, due to incorrect event data or logi

O Inconclusive
Can't determine if the events are risky and needs investigation.

Provide additional comments (optional)

I

IMREMETBITICNTR, ERAIUERUTE

o ZIFE ISR BT (B PR
o KR FEFIOE, RAEREEFHT, ISIREH IR MARKERIT D 1T EHFER.
« FAXARIGRHENERMNESRERBUBBEEE,

ERTHiER
ARIE AT RBIEAT BRI R T RARRAY.
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Security Performance Compliance Settings Help Search
EXE 2 kevinsmith@citrix.co '
“— . e S Userinfo  Actions Last 1 Month N
o L
Risk Timeline Risk Score Summary
For Last 2 Weeks
.
- Total indicator
Occurrence
@ jpdicatons marked not helphl ars hidden = Filter Why is this user tagged as high risk 7
Th high righ score is based on the following combination of risk factors. On the Risk Temeline, click
Filter and solect the risk indicators that YOu want 1o view.
25 Aug. 2022

@ Custom Rigk Ingiestors [1)

.44 P O Notify administrator(s) Actuon appled

Risk Breakdown (i
22 g, 2022

@ Custom Risk Indicator 1 Indicator Oceurranes
48 AM o Naotify administrator(s)

At appled

—— ®

EEERBOVER, BrEMiE. THRNHMERGEOF, ABEERRCHEBNKEIE.
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Filter Events X

Timeline Events

| Search... 4

o

() Device-Based Risk Indicators

> [ ) Location-Based Risk Indicators

'

() File-Based Risk Indicators

S

() Other Risk Indicators

(7] Custom Risk Indicators

() Timeline Actions

Appl’?’Filters

IERILURIE S A B R E T, Alal, EEFETUENRBNRLIST, HEFEHEFH R LR At
o MAIUEEMEETUENTREMRRERITFARER.
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Security Performance

PR ~ 100 2. kevin.smith@citrix.co...

c
i’ Reset Filters Filter
5 Aug. 2022
Motify administratoris) o
22 hug, 2022
Notify administrator(s) i
B Client_IP-FirstTimea-SF Falte posstive
15 Aug, 2022

Notify administrator(s)

et mpaplind

Compliance Settings Help

Last 1 Month

Risk Score Summary

Why is this user tagged as high rigk 7

Search

The high risk score is based on the following combination of risk factors. On the Risk Timeline, click

Filter and select the risk indicators that you want 1o view.

@ Custom fisk incicators (1)

Risk Breakdown (i

FAEER, EERILIREFERITATIRE -

« BARIR
o BEZAINRIGURE X TR

- EEHMEERRHIIRBUNE X TTEIE

tEAREIPRE 26

o —THAPHRBERNERTHEMAF.

o IAIRAF KA MAZEARIRMTR IR — T RBIEIRNRIGAER T EXK
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Microsoft Graph Security X BEF515

_-=x .

AR

H 2023 £ 7 B#2, Microsoft B Azure Active Directory (Azure AD) E#p$4 9 Microsoft
Entra ID, A4, {E{a%t Azure Active Directory. Azure AD E{ AAD K95 | FBIR7E84E

Microsoft Entra 1D,

Microsoft Graph Security M\ Azure AD Identity Protection 3 Microsoft Defender for Endpoint
ZERMEFZEREYE, HRHERAEE Citrix Analytics,

Azure AD ldentity Protection it & X T XU FLIEARH %5 B & %X E| Microsoft Graph Security :

- E% IP it

o NERERTTEIFHEME

- RIEHENAR

« REZRFISENER

- RBERZETIRY IP Ut ER
- RBEREMLENER

4N T #% Defender for Endpoint B3fE/5., 3&E1H Microsoft Defender for Endpoints,

B RFHEIR X BXBI NP E R ZET IP FIXLiEtTR. B X KNREZRNWEZER, BEH Citix AP KX

gt s

#0193 #r Microsoft Graph Security XIF2+545

RIZAF Maria Brown RILH BRI —MERIT . Microsoft MBI EHFHEMEIR, Citrix
Analytics 10 3R IILZEIRFH I Maria Brown D ECEFBIXPLITFD. L5, HEREIX IR ZRINE
Maria Brown HIXI BB [B]4%H,

EEERF B Microsoft Graph Security XF2IEIRSEE, BSME 22 > AP, AEEFEZAF,

£ Maria BYBSEIZLH, SERTLAMMBLRY ] &Rt R RN IERRE. EXNMATIFARE REmREF
EREEMERTR, RETH2 SBoRMT RSN EERE.
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YHAIERENE X NSRRI EZER

BEXEZEER, 1585 Azure Active Directory XS4,

IEETLAN F P HRATIR 1R 1F
B, MBS Microsoft Graph Security BIBIRRIFIF I AT E LI IE,

& X Microsoft Graph Security AMBMER, 1EEH Microsoft Graph Securitys
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=)=t

& 1E Citrix Analytics for Security™ FIE B FFHSE R Y X PLFSHR

« RINRPLIEHR | XEXPUIETETNRFEIE L BXESRER, ESH Citrix BF XFLETTR.
- BEXNPEIEIR | XEXPOIEIRHERE R FE)E,

B2 B E X XLgtniy, ERILURIERAIE XA KNS, WRAF FHSIEEXBISMAFT
Ec, Citrix Analytics A% B E X MFLtgtrF R H 2R A A B R PAT a4 Lo

AT EIEREIE B E XX LFSHR
o BRI X
- BRZR2AFIHE™
- BAREBINABNKRE™ AithEE
« Citrix DaaS (LAHI#RA Citrix Virtual Apps and Desktops AR53)

« BARZENNEE

FECERY B E X XIFHE TR

Citrix Ef2 7 —LEAMECESR MY EE X XLETR, PIFBNETE Cirix 2MZEMNZ 2. &
A LURIEAAESTNECESR . BXEZER, HEI M ER BE X N LHEIT.

BE X X Ftgtr A E

BEXNEERTEREE T HMAR. MEE. 8RR, REKE. XPL3ER. KREURIER LR
& B EAFN Y 8] A R RV B E X XBRIEITRY . BEIEBEX KIS, HEM SIZBE XX

o=y
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Indicators Policies

11 Custom Risk Indicators Create Indicator

NA SEVERITY DATA SOURCE POLICIES  RISK CATEGORY STATUS MODIFIED
Demo - 3 times Invalid Credentials for 10.62.136.135 GW in 1 day E High Gateway 0 a» Feb 14, 2020, 10:58
E High Access Control 0 Data exfiltration d» Feb17, 2020,1329

-
Event-Type = Account Logon a High Virtual Apps and Desktops 0 a» Feb 17,2020, 19:35
App Launch m High Virtual Apps and Desktops 0 Compromised endp.. Y Feb 18, 2020, 16:37
Access Control blocked access E High Access Contro 0 a» Feb 19, 2020, 19:54

HIEEEN ISR, SR REEREERNBEIEIT TIH. B X FAER, FSREREEXNKL

ETo

=X\ =y
DB EX K BatstR
RIRFE AP BREMA T IEEXBBEXKFRIEIT. Citrix Analytics RTEFF BIX LA E]4H_E 2R
% E E X K PaFEtTo

HIETE A P RIX LAY E) 40 _E R B E X KFHEIRET, BMERRERUTER

- BEXEN | BEREELIEBEE X NS E X ISR HIHE,

o i RMIEELIE B E XX IRIEARIHR MR E, MNRRTTLIEBE X NEISIRE R At
i, MIEER R T

o AR | BRIEECIRE B E XX LTSRN R R AET R 5 R IEF AR,

- EHFAGER | ERMABEXXIEIRN AR SRR EHAFAER, ERUREFHE
REEWERNE LEEAFEN. BERTERERSAFMBEEXXRIETREXNE
o BREARETNETEXKPUEIRE XIS,
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CVAD: Excessive use of CMD

T —

Defined Conditions)

App-Name = "omd”

Descriptior

Nane

rigger e
cessiv

3zFM 1}—{ CVAD: Excessive use of CMD
25Mar. 21 033 M

B E X R BLFEARE A F XL (a4 E AT E T

AN AT AP RYR(E

HNAF A BEXRPEIRE, ErIUFoIN ARFeIZREIUBTIN AR B X1FAE
2, BEIREANIERE.

B E X R BefatriEik
BT U U SR — BRI T RIS, HUBT BUR BRIk,

RiRZLIE B E X NIERATER. CBIRHTEXNEANSHRIESECIE B EX XIS
%, 1ERILURYE B SRR A ITIER.

BRI LR R ERRR, WAL E#HITESRLUREERIER, ERAXERNR, EERTEING
WIBNAT €2 RSB KU FHET

BRIRSEZUTER !

o {#58  HETRIRPEXNEEEN.
« BUER © fa T IRIRE R BVEIETR.
- MREF) : ERESEEWERNEMAEXBIRLSER . KQEHD RS | BHEME. RERRE.

RBRFAPNZRERIER. BXER, BERANKIER,
- MK IETREIWMARIITR,
- PEE R SEHFRXINRTER. NETUES. P,
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- BIERE : {ETIEIRRVEIEEE . BIRIBARRAEXH.
- B HERRIRFEXBIRS. BERRRBRERNAREM.

TBIERTY SaaS MA Mk ERBREYABEIER.

Clipboard usage on SaaS apps *

Description

Detpet potaential data exfiliration Mrom SaaS aoed in oo o ganitation by
monnering this chipbosed oparataons SUch B out, Cofy, OF paStE.

Thes chisisry baskis 1o sucoeashol usage of 51 1east one of the clipbased operations
Eul, Cogry, of padta)

oma can also mody the guery bo include conditions So flter out known evenis.

Data Source  Virtual Apps and Daikiops

Rizk Category  Data axfiltration

Frequenty Every time

Saverity Hig

Created By Syatem

Dby :—

Event-Type = “App.SaaS.Clipboard” AMD Clipboard-Result =
"gufcess” AND Clipboard-Operation IM | "copy™ , "cut™ )

Apply template to indicator

NRIERERIESERIINER, HECBEXECHEN, ERIUFERRRAEL,

Bl B E X R BLsts
DO X ISR -

1. 83 B2 > BEXKEIEN > ST,

Security Performance Settings Help Search

Policies  Reports Last 1Month ~

=
2. BERE—MERUEERM, IRTHSENER, HEE SERMATIER.

1EEA] LUESIRARBYTIE X SRS EL
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“ Create Risk Indicator

Access from unauthorized browser X

o 2 ®

Select template Configure indicator Name and description

jen b3 and desktops from browsers that are considersd
Templates | unusy
the brow

sers. The specified browsers will be

Proceed without a template

The i session logon in virtual apps and desktops.

Data Source Virtual Apps and Desktops

Risk Category Compromised endpoints
Access from unauthorized browser Clipboard usage on Saa$ apps Excessive authentication failures

aaaaaaa Frequency  Everytime

Severity

CreatedBy  System

Query
Excessive logon failures Monitor specific process Printing from Saas apps

aaaaaaaaaaaaaaaaaaa

3. MRIEREHRBIFAFNERIECIEE CHIRMN, BEE FTMERRRGEE,

“ Create Risk Indicator

@ @ ®

Select template Configure indicator Name and description
Templates
Search templates Proceed without a template
A
Access from unauthorized browser Clipboard usage on SaaS apps Excessive authentication failures
Virtuel Apps and Desktops Virtual Apps and Desktops Gateway

4. BIRRRE LRV BALIZIET.

« BMRZAULNE 50 TNEEXMNPLIEIR. MWRABLRAIRS], EBTMFRmEBERIE
BY B E X XL stn ¥ sEGURERTRY B E X KPLIET.

- HEEXNEIETKELZN, ERTEREALNEL E, B2, BFRXERHEENX
D RELAHE (KL 15-20 28) B

AN EEXREIEIRE XM

EREAIEE X BEX KRIEIRIIRMG. RIFEFMESIER, ENRFHENNERENERTETRE
XIZHIS M

Li%E Event-Type # clipboard-Operation FHFELEUNRBRCSEREY, MEMERE
EiE, EalUNRBINESBEPIEE—ME, FBIEENEKRBA— 1 HE,

TEETRTHE Event-Type HIENE,
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“ Create Risk Indicator

o @ ®

Select template Configure indicator Name and description

When the following event(s) occur, Citrix Analytics generates custom risk indicators on the user risk timeline and on the Alerts panel.

Apps and Desktops NS

Event Type =| x

Account.Logon
App.End
App.SaaS.Clipboard
App.SaaS End
App.SaaS.File. Download
App.SaaS File Print
App.SaaS.Launch
App.SzaS.Url Navigate

App.Start v |andit repeats timel(s).

Need help?

INRIEERRNR, WRERTEXH. BE, EAJLURIEENAHIEMNSIESINE X &iFo

AEEWETH, BEDFEMAIR TR, BEZERrI T B E X&MLY B E X XL
FEERANLISE R, XLELBIZREE Citrix Analytics P H R BEE XRHHIHEBIREITER,

BB TR AR TN L RE X BISRHRY B E X XFLE R 88 & £ R

165 FA R 4R 2 T
ERREIES, BEEE ST NRIETRIME, NREFEREDER, Citrix
Analytics AT | EREHRENERRIGHTE WHBIETH ER S ENRRIETE. &
AR T2 — -
C R SUFEBRENOREY, PRAERNRIETE.
C ER HEFERARENRGEN, 2RERNRIETE.
- FIRGHIER | EFRIATA E RSB RN (. SB— LRI IEE P i
Py ERAE. HHFIEE D, ERARBRIERAE— PRI, WETAFERR K

TEs, MEAEBARKEBEERIVE, HIM0, SEERTENWH N, EXHFEERH BT,
HERMFTEHREEEM4E, SRR KFIERER.

TRIE T ST EIEFEXNNMAISEE, FHEd T &R,

¥R LY e S
ZEIE I ] HAPBEXRMNFEHTER
B,
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N REFNSE

ERiGIP

E /X

R T2 FF AR

N2/ URL

g

B P

]

EZR/HX

%% ID

TEISERE

FTENSCHAR T

FTENSCH RN

FTENS %

FTENHLB AT

FTENS M08

%

SAFPERMN 1P S
R,

HAPERMNFERMX
ERET,

YR ERIT B RN
FB2F s SaasS NHER
B,

YAPEREEELSEREE
B 2R i A BRI A2
% URL B,

SAFEXMNHEH RN
BREFREE.

LA BRI 1P ithik
ERET,

SAPERNFBIE /M
XEhN A2 e = E.

HAPBEXRMIZE (B2
#BohiggE. EiLABRIE
A EohEMNBREFK
RIS E.

YAPERERRNEEN
B (Hl40 USB IXEh2s)
B,

FTENSCAFBIRE o

TN HERIARN (AFTA
BAI)

FTENS BT

PR FTENAEY R o

FRP$TENR 258
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ES

grge DU

FTENS T8

BFR%

FeVFIAIR]

ERiGIP

BRI EN%

RIEID

%

AP $TENRYS S S 018

P ERMFREY 1P it &
R,

REE AP EI%T.

AR BB RICIFSELE e
EMBRSS-

RPig&R IP Hillk,

FA P 4817 1R 89 AR

o

NEELRAR RERIHE—

=
So

NFRAETRT N NAEFNKEBIERSZNEEXXRiEtT. SAFBERMNTRER
R SR E S E N BT, &K TSR,

When the following event(s) occur, Citrix Analytics generates custom risk indicators on the user risk timeline and on the Alerts panel.

‘ Apps and Desktops NS ‘

O Every time: Generate the risk indicator every time the event(s) occur.

@ First time: Generate the risk indicator when the event(s) occur for the first time.

First time for a new [ Device-ID v I @

TEERT LRI — SR U R BRI R ED. EXMERT, SXEIERERQNEIRE
HEENEGHBESMHRREEXRIRER, & I1ZXPEER.

MTFRAIERT AEEXNRIETRE X EGURE B ERE NHIEE IDE, HT
FIENAPEXNNSEREIEMRERIEN, ML XEETETR.
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When the following event(s) occur, Citrix Analytics generates custom risk indicators on the user risk timeline and on the Alerts panel.

‘ Apps and Desktops N

| Event-Type = "Session.Launch" AND Country = India X

Estimated Triggers

Advanced Options

O Every time: Generate the risk indicator every time the event(s) occur.

@ First time: Generate the risk indicator when the event(s) occur for the first time

First time for a new Device-ID A @

- E: REUTERME, iR KRS
o FEHHREEXHIZRMS,
o FHTEIEEREIAR EIEE R,
« M REUTRMG, R XIS
o FEHHREENXHIZRMS,
o FHTEIEERBIAR EHEE R,
o FHRAE S BERY.
it e el
PR B E X K FFERER KR SER o
RpLstniRiE B E X KFSFEm X R EREHITHH, B X XNRSEHEZER), BRI

#llo

R B

FEMRTXREAMCNR XL EEHRTERZE. BT X NS, FikFErmEE—
=, K,

RSNV AR, MEMETUFER, SRR A HNESULTE,

EXFRMZFRFEEAT

TEX SRR AT LUMER L TEE -
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AND

THE

ik

NERERDE—
1B,

HNEREFDECE,

EERAELUE

TR AR IR
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RESHIR(E

3R . Citrix Content Collaboration™ #1 ShareFile BxF HE&dERIKRIE, APABEYIH,

&R LATE Citrix Analytics EIEESRER, UEBIEEARERFE ARSI AAKP HITERIE R
BRSPS BEM L g RIS, FINERAF MR RNRINETIR, HEEARRN, £5%
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BEXNPuiEtrrIA S, IR RZ LN 4 T &,

“ Create Policy

Create a policy to take actions based on a user's activity

IF THE FOLLOWING CONDITION IS MET

(@ Add Condition

THEN DO THE FOLLOWING

POLICY NAME

Cancel

fign, NREVAREREREE, ErFLERGIAAEANSEZINRNEIEE, B2, R
EHWARNRER, PTEEREENBARERFZARATH, ERILCIE TR, HREM
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IF THE FOLLOWING CONDITION IS MET

@

AND

@

& Add Condition
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IF THE FOLLOWING CONDITION 1S MET

S
Default Risk Indicators | Custom Risk Indicators
RISK SCORE Excessive data download
Risk score Unusual uplead velume
o = \d
CITRIX GATEWA CITRIX VIRTUAL APPS AND DESKTOPS
Ao
EP& scan failurs Potential data exfiltration
Excessive authentication failures Suspicious logon
Logon from suspicious IP
Suspicious logon CITRIX ENDPOINT MANAGEMENT
Access from an unusual location CITRIX SECURE PRIVATE ACCESS Device with blacklisted apps
Attempt to access blacklisted URL detected
Risky website access Jailbroken / rooted device detected
Unmanaged device detected
' -
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“ Create Policy

Create a policy to take actions based on a user's activity

IF THE FOLLOWING CONDITION IS MET

GW-Geofence crossing (test-1) @
(® Add Condition
THEN DO THE FOLLOWING
Request End User Response
Configure the next course of action to be taken on the user's
T Security alert for your <User ID> account
Hi <User ID>.
If the user does not recognize the activity, then: We have identified the following eventis) on your account. If it

wasn't you, your account is at risk

Lock user
Activity: < > as defined by your administrator.
Device: <

If the user does not respond within 1 minutes, Date and Time
then add the user to the watchlist.

Do you recognize this activity?
To change the user response time, select {53 on the Policies page

Successfully accessed locations:

LOCATION PRODUCT DATE
> >
> >
< > < > <
4 3

If you do not respond to this email in the next 1 minutes,
services to your account might be interrupted. Contact us for
further assistance.

Regards

ERERLAFPMPRFNEREMXZ 5, Alt, MRENAREMARBHK, HEEFE
RV EIRE, MARIERRLR PRI (F

BRIFINZROTIECE B E X XLiEtR
AR B RIS & S I RO 4 -

« CVAD - B X MFIE &R
* Gateway - EI"RMHT IP 58]

AIMBRT, XEMECEREEXNRERSTERIRS. MREBZAEA], 18R STATUS %
Ho
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Event-Type =
"Session.Logo
n" AND
Client-Type
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("XA.Receiver
.Windows",
"XA.Receiver.
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"XA.Receiver.
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"XA.Receiver.
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"XA.Receiver.
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TR E SR

HEFE PR
BRI

Event-Type =
"Authenticati
on" AND
Status-Code =
"Successful
login" AND
Client-IP-
Type !=
"private" AND
Access-
Insight-Flags
=1

BER

B3

TESRM =0, BRTMECERRMS, EEALARE B SRIERANINE SRISRAFRIRS =

fIgn, sNSRIEEIR

AMEBFEERMEXNAAES, EILURNIERMXEE UK ESRY -

Event-Type = "Session.Logon" AND Client-Type IN ("XA.Receiver.Windows",

"XA.Receiver.Mac",

"XA.Receiver.Linux",

"XA.Receiver.Chrome",

"XA.Receiver.Android",

"XA.Receiver.i0S") AND Country = “United States”

Event-Type = "Authentication" AND Status-Code = "Successful login" AND

Client-IP-Type != "private" AND Access-Insight-Flags = 1 AND Country = “United

States”
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1. EIEM= L, B “gE > ERgE">“KinAF BFBHLE".

Security Performance Q, Type User or Machine name Advanced Search Settjngs
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Email Settings

BANNER IMAGE

Upload

HEADER

Type the text you want in header

Type the text you want in header

FOOTER

Type the text you want in footer

USER RESPOMSE SETTINGS

For the Request user response action, Citrix analytics considers Mo response as
the status if the user does not respond within:

mins.

Save Changes

Type the text you want in footer
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SEURIIES

EREMYREERFERPRVES), UAIABERM. f0, ErsZARPIFLIRRTRA
F, SRERMAREXRIEREAF

h—

SRR P AR DN R B A5 2R

ERIUF i AP AN AT R, A E XIEARR B A P AN i 4151 R By SR BR

EFIRAARNNEERTIR, FSMBIXEBEZ ENAR AR, AR, NRIEREFRIEE
MBI BERFIR. [RERAHRRIETHITILRME.

“ m C & Userinfo  Actions v Last1Hour
nnnnnnnnn Start session recording
v| Add to watchlist Disable user
. o . Notify administratoris) Expire all Shared Links
i devi
tify XenMobile ad)
Log off user Log off user
Notify user
4/8/2018
05:4500AM —{ EPA scan failures |

AM( <{ Logon failures ‘

0:00:00 AM }—{ Excessive file downloads ‘
EFEARRSAFRIESENTIR, BRI —HETHENRERER, SERINBENTIR
1B1%. SRMRER, BPRERARMEISITIR. fIal, MRAFHXLTDE 30 DHFRELAT
70, 1ZAJEER ERZ AP AR ERTIR.

BXEERBINESER, FSREERBNIRF.
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Create a policy to take actions based on a user's activity

IF THE FOLLOWING CONDITION 1S MET

Risk score change is Greater than 70 na duration of = 20 mins

THEN DO THE FOLLOWING

evice
Notify Admin
- Cancel
r

SRR A P M SR SR B ER

R AF o P N FIRTBRR, A LE AR AR B A P M SRS RAZFREVRER

EFRAF NERTIRBER, BSMBINPLEZ ERNBAR AR A, MEEREDRIEE
MESFIRBIR. = EMNAFZRIRETHRITIRE,

HAFEEMYRAEEEBRRMINN, EREREREPEINERTIRBIRIED

“ C A User Info Actions ~ Last1lMonth -

1111111111

EFSREEF A P MRS RPBER, 1FRIRAE —HBIURERRMANRE, HEFE NRRTIRFB
BR%1E. SRMARER, BPEMNIRTIRFEER. flal, sNRAFE 60 o3RKLTD T/
F 70, EAJREHRLERZAFP MNRRIIRDBIF. BT HE XERBNESER, BEALERRE
Mi1E,
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Create a policy to take actions based on a user's activity

IF THE FOLLOWING CONDITION IS MET

Risk score change is Greater than 70 nadurationof | 30 mins

THEN DO THE FOLLOWING

evice
q off user Motify Admin
Log off use y
_ f Cancel
NOTify user

QAT RN ER SR PV A A

TRE > APERLE, EEUTARR !
- X IB3TANREIXRTNAFPHERE., RHZERNTEMEIIRFHAFAERPTEENET!
KPFABERFBAIR,

« MEFIRPREXLITFDTIHBARLAFR. EMESIRFHOAFAERD, EEXRTD. K
PSR R ERBUR AR 2. BEEEES AT AP H LEENRIIKRFAE R
o

- MEFRPNLERBHIAF. T XA ERTD, BFRZANRE ERRTZAFERRES
KHo

AP EL, EEMRIRPFABERFPIYIR. EERFPIFAER, AINXFLTD. AKX
PUtEtRE B A R X BXBV B TR,

ERERESHAP RESHFAER. EENERUEER ER B ERAR RIS & E R,

“ Users
Filters Clear Al
Risk Score Last 1 Month

All Users

> 2 707 (Citrix Virtual Apps and Deskiops, Active Directory
I~ 6 (Citrix Gateway, Active Directory
> 56 (Citrix Endpoint Management
I~ 4] (Citrix Virtual Apps and Desktops, Active Directory
I~ 387 (Citrix Virtual Apps and Desktops, Active Directory
Page 1 of1 20rows

© 1997-2026 Citrix Systems, Inc. All rights reserved. 527



Citrix Analytics for Security™

S B HHEA]

Citrix Analytics R 2 XS BB FHMHEA, SEEAHER 1T AN XMREER . SR8
LY AR E—RAAENXREEHRERER R, EEFER Citrix Analytics IR 7S
BEAEHFEEN X TRREUTH. WERILERNTH IT ZeMEP L ENE .

J= F BB F R @

- NBITREEBTLEEENIFIBFRR Citrix Cloud BEI25, MIEKAY Citrix Cloud M HERINEE
B FHRE @A, EEWSKBEM Citrix Cloud BRSS  (HI40 Citrix Analytics) BYEE FHBE4 @D,
BTEER Citrix Cloud FE BB, BXEZER, BESHEWEFHHBEN, @i Active
Directory/Azure AD AR NIINETE R EE R BRI B LD,

« BINBRT, BFHHEENZKRIXS Citrix REEESR - RIAFIR, ERILEBINERATREE
BEXDEINRBHEARERILE, BEXEZELR, FERNEEREFHHRE,

RN YK B Citrix Analytics BYEEFHB4?

B 1EHI", Citrix Cloud MR & x—i B FHBH@ ]

mailto:donotreplynotifications@citrix.coms,
B FHEFEREMEUTER :

- BRESAEH. WNRIRIXLIERUA R BN BIRERIHE
o SECPEIERSBAMBIES LB SHIRE

o« B =% RPLIETR
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Cirrlk Analytics for Security

“four wesk at 3 glance

Nov 07 to Nov 14, 2023
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Organization I E1E21652
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u Wour top rick Indizaior hac no policy sat up

One o more ol your lop indicalors do rot have a policy sat up. Do
wou want to creale a policy?
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Maove your palicies o enlorpement mads to proactively mitigale
risks.
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KPR

BEBRTFHHRHELEFHEH. NBINRPLIEIRUAREN BRI FRREE,

Account Summary

111 101 42

Total events processed Risk indicators detected Actions applied

BIEREE

BRABEFEHEREE X BEERBIERUNEIES HHFIRSHI I #,

Data Summary

4 Data export consumption status

® Active
Last exported on 29 May 2020 at 9:31 PM

Data sources turned on

n Discover how you can benefit from SIEM export further

Allow us to help you drive outcomes with the data your SIEM is
consuming. Learn more

Manage your data sources

Manage or troubleshoot SIEM export

7L EEF R4 T e BT EEREIR LT Citrix Analytics P EE“BUER TUE. Eal U ARIERHAF
EREIELIE, LUfE Citrix Analytics BEBAMEEIE, B XERADITHNEZER, BEREIEE LN

I=)zEbagiie

B HEEBEE SIEM SHLUUTE Citrix Analytics FEEBIESH TIE, NMEEENIFEHEIE

EHBIES HIE,
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RBRER

SEBTFHERME X AR BB RITRFENCRI A F R LA,

- BREEAPE - UIERIR. AR MRERE.
- FXEAPE - UEEITIR. MIEFMERRNEKP EESTEENITH, DRBTEE.
- EXEAPHE - UEEFIR, MK FEELETEEMTA, EEBTHAEAL R,

User risk distribution ®

3 10

#A High Risk il s Low Risk

BEXEZER, BEANKLAR.

RET RE X BNAFINESE R LT Citrix Analytics PEEF NAF TIHE. ERILURAT #E
EXFB P AXUBR 53 3o

AN ERFEHR

BABEFEHRMAE X FMERBFR R ZHIXPIEIR R E H IR L, RIEHIURE, FERAR
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Top risk indicators

RISK INDICATORS OCCURRENCES
Unusual authentication failure 1
EPA scan failures 1
L
Excessive authentication failures 1

Learn more about your risk indicators

BXBZER, BBRANIET.

R R FER R T BB X IZAIXBLIBIRE 182" LUTE Citrix Analytics P EE“KBEFRBEILR" 71
Ho

FAMR(E

BRABEFEHRME X LARXENR BN R RIBIBE R R =R ERN LR, RIEHIR
#, HETMERBRNZBIRIEN Citrix Gateway #1F.
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Top actions
ACTION OCCURRENCES
Notify administrator(s) 5
Log off active sessions 1
L3
Expire all links 1
Learn more about your actions

BRFEUNKEERFNESER, BERRBNIERE,

s FHMERR T A X ERERENEZE R LUTE Citrix Analytics PEE“RIMIRIE TIE,

WeR BB Ep e RMER T R(F?

BRABFEHGAILETREEEEANSHIRFRFEEX T

o MRAFRCNBIRPLIER, EREEIUTER, RREEIEES BEXXLET.

u Learn more about your users

Create custom risk indicators and policies to gain deeper insight on your users’
activities.

IRB] LU R Citrix Analytics MBI E 2 B E X X FEIERE%.
s NMREZENTPREBTMAEIER, BRKIIUTER, RBRREARIEREBHIELIE,

X2 B EAEIREIR(/en-us/citrix-analytics/media/turnon-data-sources-security-analytics.png)
o MNRZERBLTHBOERN, EFERIUTER, RAEFREEERIEI.

MR T AYERBE (/en-us/citrix-analytics/media/policies-monitoring-mode.png)
- MNRAFEAHLE 3 UMXRIERER B IRBEMRE, TRKBIUTHER, RBTECIEERE,
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KRB HEBE(/en-us/citrix-analytics/media/top-risk-indicator-no-policy.png)
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“ Audit Log ¢

| Aug 20 11:00 PM
Aug 20 11:00 PM

Aug 20 11:00 PM

oo 000

Aug 20 11:00 PM
Aug 20 11:00 PM

© Transmission - On Aug 20 11:00 PM

WTEEHITAR

EBEEHITHE, BER Citrix Analytics, SE) 8B > BIER. EH8ERimL, 2854680
HitB&.

Security Performance Settings Help Search

Data Sources C Discover More Data Sources | ‘= Audit Log

YAER I

ISR LUER BT B EREEFH T # Citrix Analytics ERERIE S, RIF HitBE mmUFEERSEHN
BT, 1% BB IR _ LR E Y B #AFNETE],

EAILTE BitAE A LEEUATHEITMER, S a] DURIEX L7 B 5t 5 T R,

« Bt EHUURRALERD, WEIUIEEERE Citrix Analytics ENAMEE, FHEAIUEK
TEEIR, BIANREENRIRFRBUER. RABRT, ETHRESANES. ERLIREZEE
RIS SR T IR

- BHEANIEYiEl, S REREIENE, ERILURIEREE BENEREIHTIRE, ERIUEEY
X ROEXR. &E 15 XK. ETNANRE=TANSEH.

s P EMEHNTM. BEHESMLESER, HE Citrix Analytics EREER. BRI LUBIE—
HZ N miEE E.

© 1997-2026 Citrix Systems, Inc. All rights reserved. 536



Citrix Analytics for Security™

o BIER, 5HEITRE XBENTmEFIRITN, S L3ERTMFENSIERUATEHEH TR,
o MEER, RITEIEERN Citrix Analytics B R, FAILIERBAMISEEERHIITHESD,

“ Audit Log @ G
Total items: 58

EVENTS DATE & TIME PRODUCT DATASOURCE BY ADMIN

W Iransmission - un NOVEIDE 265 Ub:4d AN LITNX LONTENT LON3D0ransn SITEIN A/ LEAAS-Y54b-Ut LE-L 1EL-F/UUL N
@ Transmission - OFf November 28 08:25 AM Citrix Content Collaboration Siteld :AB71EAAB-9946-DB1B-C18D-F700.

Policy Created September 24 03:50 AM NA NA

© Transmission - On September 18 11:19 AM Citrix Access Control Siteld -CCDDFESC-86B5-4D80-GF17-0460.

@ Transmission - Off September 18 11.06 AM Citrix Access Control Siteld -CCDDFE9C-86B5-4080-9F17-0460..

@ Transmission - Off September 18 11:05 AM Citrix Virtual Apps and Desktops Siteld -E77A0A34-DF7B-4384-ADD6-2A3F...

@ Transmission - On September 18 11:03 AM Citrix Content Collaboration Siteld :AB71EAAB-9946-DB1B-C18D-F700..

INREIMIFAET R, EAIUREFREREEEZFARE, fM:

o ERERRAT
 FEERIRM

o SSRIBMF

© Tansmission - OFf November 28 08:25 AM Citrix Content Collaboration Siteld :AB71EAAB-$946-DB1B-C18D-F700.

Policy Created September 24 05:50 AM NA NA

Log off user if Logon feilures -Test
ag_login_failure
NSGW:LogOff
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Security Performance

Users Access Assurance

Filters

CREATED BY
QOme

o

o

(m]

(u]

+17more

DATA SOURCE
O receiver_cr
o
D Policies

O Risk Score

O Risk Indicators

and Desktops

+3more

Custom Risk Indicators

Policies Reports

All Reports (221)

O reporTnaue

[m]

0O 0O 0O o o o o o o

TYPE

Multiple-Chart sum.

D Table

Table

Bar Chart

Bar Chart

Table

Table

Table

Bar Chart

Table

DATA SOURCE

Multiple data sourc.

Apps and Desktops

Apps and Desktops

Apps and Desktops

Risk Indicators

Risk Score

Gateway

Policies

Risk Score

Policies

CREATED BY

System

Q_ Type User or Machine name Advanced Search

h Rep

DATE ACTIONS
Sep 142023, 108 PM IST w4
0ct202023, 115 PM IST a2
0ct20 2023, 1213 PMIST &
Oct19 2023,1:55 PM IST a
Oct17 2023, 11:35 AM IST a
0Oct10 2023, 241 PM IST a2
0ct10 2023, 238 PM IST a2
0ct10 2023, 236 PM IST a2
0ct10 2023, 1:36 PM IST a2
0Oct10 2023, 11:33 AMIST &

Page 1

Settings Help

Last 1 Month v

Create Report

>  10rows v

edf =S

EXIRE

ERREEMIRE, BrOtEREG. FeIRREE L,

EXHRE

EA] LOER 2 H IR A HIRIRE B

Security Performance

Create Report

Report category Data Source

Q Type User or Machine name Advanced Search

@

Select template

AU v [a

Aggregato

Access Assurance

Apps and Desktops

Aggregeto
Top 5 Users For Clipboard
Events

Apps and Desktops

T Discard

Aggregator

Unsanctioned Workspace
App Versions

Apps and Desktops

Aggregator

Top 5 Users For File
Download Events

Apps and Desktops

Time Series

Gateway Access Summary

Gateway

ERRIREIEBESIRE
BERIROIEEE IR :

2

Filter Data

Aggregator

Events

Top 5 Users For Printing

Apps and Deskiops

®

Apply Visualization

Template Details

Proceed without a template

Name Access Assurance

Report Category Aggregator

Data-S

Apps and Desktops

isualizations

o ®

Filters. Event Type : Session.Logon

cIry

COUNTD (USER NAME)

Sortby

None

Apply template to report

Settings Help

1. EFRR - fREERE, BRIFACERFEREEN. ~EFRHERNATFREUERSERAmE

&iko

2. L% . LS|

a-:I-F_ijo

BRTH

TEOERBIEARTIE X BY 51k aRo

(MY

HITHEREN, AER
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Security Performance

Q  Type User or Machine name

Create Report

Select Template

2

Refine Filters

®

Apply Visualization

Advanced Search

Settings Help

Filters Clear All

E— Apps and Desktops % ‘ ‘ Last 1Month N4

Session Logon

O Fie bowrioat Type Query e.g. App-Name = "app1” AND Country = "US"

ile Downloa

O VDAClipboard %

O CitrixEventMonito Event Type : Session Logon

O Ap.Start

Domain DATA

Add or Remove Columns | (__Sort By

os
TIME ~  USERNAME DEVIGE D 05 NAME 0SVERSION oy GOUNTRY. EVENTTYPE WORKSPAGE APP VERSL
0ct25. 43054 PM Windows NT 6.1 61 Mountain View United States SessionLogon 1810044
0ct20,12:09:39 PM Chrome OS 16359 Not Available WestIstand Cocos (kesling) lslands ~~ SessionLogon Not Available
0ct20,12:00:23 PM Chrome 0S 15359 Not Available West Island Cocos (kesling) lslands ~ Sassion Logon Not Available
0ct 19, 112512 AM Windows XP 51 Wollongong Australia SessionLogon 2307064
Oct 18, 1154:32 AM Windows XP 51 Wollongong Australia SessionLogon 2307064
Oct 17, 22050 PM Windows XP 51 Wollongong Australia SessionLogon 2307064
Oct 17,21638 PM Windows XP 51 Wollongong Australia SessionLogon 2307064

1. MARHME | EFE— DA AN ERE R RS,
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Sacurity Performance

Create Report

Recommended Visuslization

El =8 ™

I

= il

Configure Visuslization

Select dimer NS and melrics t EE ey L
X Axls

Ddmeeresion

oIy e |

Growup by

| Salect Group by - |

W Axls

Muiric |
Metric
| LIESER HAME M |

Summarization
| DESTIMCT COUNT ~r |

Sort and Onder Results

Sort by
| ey o |

Onder
| ascending s |

=Then zort oy

Set Limit{Optional)

Enter Limit

3

- RVE : UEBRTFTEZSTHIE, ESESERLG. BTLHRES
- HEERE | LIEEHENFTETRETEE. BTSN FARNBIEN S,
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- BHE : LGRS MR, BT EEIERNAEN DT B .

- EHEHEEE : LEHHE XA EMBUE. BT CBERNAENRNSHBE Dt - & | UKRBER
M. BT AIICPRERNREEE,

o B WELRERNRKENBE. BTN —KREBRNEIEES,

1. MEERUTESRECEAAL

« X HIBY4ERE

« B Y HPLHIBER

- ENVATEMICEHRE, FINF9ESITR
« HEFHIBESIED

« RELETRHRAIERERIANERS,

SIETERNBEEXRE
AR LR R HTE AR B X RS, SRR EE SR, M FHBIRb s —

TEER, RBRSBEN TNk MARRL. REATHHRS.
Security Performance Q  Type User or Machine name Advance: d Search Settings Help
Create Report O ®

Aggregator Time Series Aggregator

Aggregator

Aggregator
Top 5 Users For Clipboard Top 5 Users For File
Events Doy

RERS

1. BRERS, BREREF. NENRSEE— MR,

2. 1A UL HHESE B M B B2 E & I RHR S @ B F B R X La e E RV BB FBRF ID A1 93
v LlE
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Save Report 4

Name your report
‘. \

Schedule email report

Send to

Type Or Paste space separated emails N

Set up schedule

Date Thursday, September 14

Time | 11.00 AM | Asia/Calcutta N

Repeats Weekly v
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BEERE

1. QIEHRERSERE, EUIUERENE LEFZKS. TR UEREMRE REFRRS.

2. R TAFRHRRS.

O Test Report 2 Bar Chart Apps and Desktops system

C] Apps and Desktops_ Pie Chart Apps and Desktops

Query : Event-Type = "Session.Logon" AND Client-Type IN ("Windows", "Macintosh", "Unix/Linux") AND Workspace-App-Version !=
Time duration : Last 1 Month

"20*" AND Workspace-App-Version I= “21*"

Filters :

Event Type : Session.Logon

Group By : WORKSPACE APP VERSION Limit: 5

NG .

[:] Apps and Desktops. Bar Chart Apps and Desktops

D Apps and Desktops. Table Apps and Desktops

Sep 13 2023, 11:58 PM IST

Sep 132023, 11:55 PM IST

Metrics : COUNT (EVENT TYPE)

214

Sep 13 2023, 11:44 PM IST

Sep 13 20283, 2:26 PM IST

53

SHIRS

AL FHERFHRS.

Security Performance Settings Help Search
@ Preparing the file to download. Your download should start automatically once the file is ready. X
Filters
All Reports (183) Create Report
CREATED BY
O me L !
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HEBBERPEREN]. ERLUREREF REIFREAER.

BXERYENESER, 1525 BEHER,
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HF Secure Private Access 7 7 BT 3589 Web i3, Citrix Analytics for Security EHFILL

TR R

1. URL F92514H. EFFEESFHIEFERTE Citrix Analytics for Security ZHik_EARB A B,

2. BHIEREIBI NP LGS RE Rt ERA, HEFRRARFMA,

3. HAFERAKIEFE (URL BUERIA. KFIMEE) NIEBEXXIERERE X BKKRIETE
%

E X Secure Private Access FRINEERIFMIER, HER eEFHo

3%EFE Secure Private Access Z3E/R

EEE Secure Private Access E, 1EMTFRFIEIF Secure Private Access, BRINTERT, BE)
REMAERIEE—KNENS, EEJLUAREEEEHINEE,

Secure Private Access A Last 1 Month N

PERFORMANCE

Users

Sessions

Machines

SECURITY

Secure Private Access

Content Collaboration

Apps and Desktops

Authentication

Gatewav

RS B TR EG

EBLLT S Secure Private Access B8 X BXM A,
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Filters Clear A

Action

Country

Content Category

Request

Response

Browser

Device

Operating System

o - IRIBEAF AR EHRITHRGE (BI0RiF. BEENEER) BREMH,
ERMR- RIEAF IR BIERE N

A G- RIBHRANBHIRG] (BINZBRERF. BRNNAE) EREH,
BER- 1BIE HTTP A& (Fl%0 GET. POST. PUT. DELETE) ¥ZREMH,
MRRZ- ARIE HTTP MRS B,

FK - {RIEA P ERRN R EEREN,

&% BIBERARILE (B120 Android F4/l. iPhone. MacBook) 1Z3REH,
BRIERS- IRIBSE LR BNIRERFERE S
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IEEERET AR ESH
SARBFIERIEF, UEF Secure Private Access BHMEETIR, FREBSNCETFRIEEDS
WHERFAENEH,

Secure Private Access N Last 1 Month N

Action

Browser

City

Client-IP
Client-Port
Content-Category

Content-Type

Country Jed3, Ded4, Do
Device
Need help?
Flan, EHEEEEFHIETHEEE 2,000 FHEIMEE, HROTAHIEEERES !
1. TE¥EERMEDR A do” LUIREE X 21X
dd x [
Damain
Download

-

JORY Df
Need help?
rtisements/Bann...

2. B, ARERFTEEMNIEEE est’

© 1997-2026 Citrix Systems, Inc. All rights reserved. 575



Citrix Analytics for Security™

. 09/11/201
Domain | . 00:00:00
= equals to some value
contains some value
ORY
Meed help? )
rtiseme

09/11/2018 _ 09/11/2018
pemain = test * 00:00:00 23.00:00 Search

3. f£F AND TERT, AREE TH £E, &F > s8N, HFRANFHARUNTHE.

09/11/f«
000000

Domain = test AND Download > 2000 X

4. EERAEE, AEmd #BR UE iR KPEEEMT

R A2 RIS ERY B BER

EABBNEERINEE, EAT M Citrix Virtual Apps and Desktops ##&;8#0 Citrix DaaS (LRI
Citrix Virtual Apps and Desktops iRS3) BIERZEWRINABREYS. SHAFERERMNBERED
KEN, RERSLEDTREENENES. AREGHNTRASEXGTH. IKPRERMLARE
FFExh. Citrix Analytics for Security WXL AR E4HFHEREBMRSTIE L. ETUERER
AP R EL &R,

BXERENESER, BEH HEHER,

RN R HI R E SRR

E&E Citrix Virtual Apps and Desktops 5§, Citrix DaaS RIS S, EMFIRPEF MNARFNSEHE
o BINERT, BMRSTEEREE—KRNEHS. BEJLUEREETEEHIIEEEE,
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Secure Private Access Last 1 Month

Secure Private Access

Allowed = true AND Client-IP = "10.0.0.6"

Content Collaboration

Apps and Desktops

Authentication

Gateway

Secure Browser

Policies
AMINBRT, BMRSTEERSE—TBNEN, ZIETRET SN HTEMN—TERE, BT
it X EFRERI S

ERE T EATEER
e SR RRFAREE XKL TFHE.

Filters

Event Type
Domain

0s

o BT RIBSAEE (KA ER. NABRFERNIEER) BREMH
o 3E- ARIEEL (BIA0 citrate.net) BEREM

o BERSG- BIERAPIREPERRIERS (FI20 Chrome. i0S #1 Windows) #3REMH, EHF
BIERF LR AUTTES 4. B X IRERFRANEZELR, 158R EREHZIFNE,

HEERREAUMERG
SIARBTIERIED, NEEURRFNSESHNEEDIR. FRAENEEN RIETEHHE
ESEE L
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Apps and Desktops

Last 1 Month

App-Name
Browser-Name
Browser-Version

City

Client-IP

Client-Type
Clipboard-Format-Type
Clipboard-Initiator

Clipboard-Operation

n

Meed help?

C

22, Jan

g

1. TEIEREFRE AU LEREUE X B

fign, ERBIEZRAF “John Doe”MEMH, MIETERER Windows B2IERSE,

U

Clipboard-Result
Country
SaaS-App-URL
Session-Launch-Type

Session-User-Mame

User-Mame

MNeed help?

2. B i User-Name FERAEFFzB /A E "John”s
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User-Name o

= equals to some value

equals to some value
I= not equal to some value
= contains some value
= does not contain some value

MNeed help?

3. 1 AND SZETIH 0S-Name #4E, EAFTZEFTDEE Windows 77

User-Name = "John" AND OS-Name = "Windows 7"

4. EIFEERH B F Search UEEE T DATA RMEH,

FHRENSHFHITR

WTFFEGERTFRBE SR, VDA Print [R5}

. W

. BRI IP

- ExRAMX

« R&EID

o BIERFKLI

o BRIERGHRAE
RIERGENMER

« B
- AFR%
» Workspace [ FAhRZA

Workspace N IR

TRER T ERTNAEFNKESERNEHEEUREB N EHREFENTE.
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Account.Logon

Session.Logon

Session.End

App.Start

App.End

File.Download

Printing

it

LI&i@d Citrix Workspace [
BREFERE] Store Bk,
AR HTMLS B IR
Account.Logon,

HIZERIEURERARR,

HIERIEEMRIERNARA,

YK EohEMN BREF RIER
%k, AR HNAREFER
HERIEREEHEY, thE4HER
&R,

SRR EMN BREF IR
%k, AR HNBRERER
ERIEFEE, tE4AR
RER.

HAPRXHMNEREYRE
£ HBIFEF IR ERAE, X
FHEEBRIERRERNHE
W, EAGME. EB XY
RSB ATFXHEEER (B X
EZFAER, BEEXHE
EMRE) FEEFIHIEX
X IR B TR E 9 R
BAR, FRERXIEMFSE
B,

YiTEE R P imiT ENALEE R

Citrix Workspace R FBI2FE
N RIEFTEN Bt fi k. F
& ! Citrix Workspace W 72
FEERDEMITENE 4R
RER%l. &%, BFFRAEFE
TRPERFEC R, T
XL IENBIER D SEST

7B

BN _EFrRAE A TR

N REFRIFREE. B, R1E
BrhE. RERS BN,
RIEAF%

. EEMEE. RIERS
0. ERF%

N FEFRI. 3. RIERE
KB, RERS /BRI R1E
BFR%

NREFRN. . RIESE
KE, RERS BRI R1E
BFR#%

. TEIREAE, THEXH
By TEXHRE. TEHXH
R RIERSS BRI R1E
BFR%

M AFR. N EERhRA.
. FTEMHAN. $TENSCHRA
. TEIXXfERN RIEARSS
=B ERF%
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AppProtection.ScreenCap

ture

App.SaaS.Launch

App.SaaS.End

App.SaaS.Clipboard

App.SaaS.File.Download

App.SaaS.File.Print

it

NS4, HX, BTF5—
BRI ARSI, Windows B9
FTENXX R NENBIER T S
EITENSE4P, BREXLERH
BE XHxXtkRdy)
E{EF VDA Print £, B X
EZELR, 1EBHE A Citrix
DaasS ERB+TENEM,

HAFEHRERRIPHIRIET
HREEHERARL, FE
BEXEZER, B5H LA
T2 RIF

¥ Citrix Workspace [ FBT2F
7£ Citrix Enterprise Browser
Exh SaaS [ AEFE it
Ko

¥ Citrix Workspace [N FB12F
7£ Citrix Enterprise Browser
F X ] SaaS N FAZFEfAY
Ko

Y 1E Citrix Enterprise
Browser F#A1T 5 AR (ERY
fih %

7£ Citrix Enterprise Browser

PR EX AR,

7£ Citrix Enterprise Browser

FRERFTENRT AR R

RRIFNNAREFITE. RR
BRIERIR. BRHIAIER
BRIE

BB, R EShRAS.
SaaS N HIEF %N, SaaS
[N FAFER URL

BB, N EShRA.
SaaS W2 URL

AT ERBFR. N BIERARA. 55
MERRIFAE BAETUA FING
WRIFAE BAETUAE.. TR
FHERAKLE. HLRIFHA
EEER. HLMRIRIE.
SaaS MR 2~ URL

AR NERRA. T
ﬁlﬂ%j&i\ -FﬁYﬁFﬂg{i\
TEXMHERN

2B FN. NS AFhRA. §T
ENSZ 44, SaaS MARF%
#r. SaaS WA E~F URL
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App.SaaS.Url.Navigate

Citrix.EventMonitor.App

Start

Citrix.EventMonitor.App

End

Citrix.EventMonitor.Cli

pboard

Citrix.EventMonitor.Fil

eTransfer

Citrix.EventMonitor.Reg

istryChange

Citrix.EventMonitor.Ses

sionEnd

Citrix.EventMonitor.Ses

sionLaunch

Citrix.EventMonitor.Top

Most

Citrix.EventMonitor.Idl

eStart

Citrix.EventMonitor.Idl

eEnd

it

Citrix Enterprise Browser &

fn3 URL BHfib%,

HARMNBIRIERGIBRSS 2/AIN
RiEF B5RPNNBER
TEEHRERIERS A
Ko

HANMNBRIERBIIRSS2RAI
PR ALSIR) RN TR
FHEREMRERIETE AR
Ko

RIERBIPRIT T MR
{ERT AR R

SAFEEMERERIEMAR
R EEEX AR % .

HHITEMRIRERARL, 7]
RERVEATRIB(EIECIZE. M
R, Efvt. REEMRER
=8

RIERBILERTARL
RIERBI TR ARR

HRNEEAERMA,
HREBNZE

EL:Rp:LY 28

BN RIELE R

7B

N EEREHR. R EShRAS.
SaaS WAEF%FR. SaaS
N2 URL

Iz FA A2 3 #R

R T2 FF % A5

SR B RS TUSE R
Fr B O

Hiz%

XHRN BEAE (ENE
ZA, ZRGRBIEN) (R
B1E. BmEBE

AMERIRIE. SEMRBI. F
ARERFE. #HiZ ID. HENX
R

e
5
=

RIERHIZEH

R T2 FF % AR
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b
(3
3
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o

[E3
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o
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=1

Citrix.EventMonitor

Browsing

Citrix.EventMonitor.

eCreate

Citrix.EventMonitor.

eRename

Citrix.EventMonitor.

eMove

Citrix.EventMonitor.

eDelete

Citrix.EventMonitor.

USBDriveAttach

Citrix.EventMonitor.

ericUSBDriveAttach

Citrix.EventMonitor.

Connection

Citrix.EventMonitor.

rAccountModification

VDA.Print

.Web

Fil

Fil

Fil

Fil

CDM

Gen

RDP

Use

it

SAFEEMSERIERETN
waz 5 BN,

HERBENXHRFBRER
RIS ERIEF IR 5
X FE A

SERBENXHFRSEREN
MELSERIEREGEXMH
EIAL )1 b2

LRI RARETRR
XHH X EEEUEERIE
I ERIEEN] (VDA) FIFE
P imig & 2 B ohEd it &

SR mZERX ARG ERRN
XA REEMRERIE
R PR A At K

Y& FiRIXEhERREY (CDM)
BATRY USB AR EFfEIRE
WARER T ERN AR
SHERENZ IR AR,

HEAEEMR USB KFE
FEREBARER T RN
RREFNRERIENEF iRy
%o

LAPTE VDA I EN I
IR R EEEN AR A,

A PTEREBA R K, 12
5, SEKFEE. BA. £
F. MR, BIERMEDE
&Ko

7% Apps and Desktops H/5
SFTENVEL B itk . 3R - UtE
EHSGERT Citrix DaaS £

7B

N FRERFAF. URL

X%, X E. XHERN

B EPrBE AT Ko

QB EFMRRER TR

X%, XHFRRE. XHFRN

QB EFMRRE R TR

O EYN_E P AYE A T o

Birx IP. #i2 ID

. BATAP %

XiERAP 4. RN, 1T
ENXXt4a. FTENXHER/N #T
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VDA.Clipboard

it

BR. BXFAEERE, 35
IE A Citrix DaaS BYFTEIEN

o

27 Apps and Desktops H1#,
TEINGARIRERT ARG, SR
LLEH{GER T Citrix DaaS
HIER. BX1IFHAER, /5
% /E A Citrix DaaS BIFINEHR

& Mo

7B

EN#a#n. BBl $TENEMH
. TR0

FIMEMRARTUSEEY. BOMGAR%
B, BMEARIRIEA M. BNtk
BRI, BIIERAN R
MR FF

FEAEREHNEE A EREIRS R L EA RS EEMNER, BX¥AEL, B8
DIfER £ 7 W A R

BREWFFNE

WAL T EEENE X EREREN,

HEEE

App-Name

(=l
NAEFERER FITER
o
TR AREFRIE -
REHAMHIRIE

#Cloud - Excel
2016 HIHBITHR
i
XAG65PROD#Concur

~MRERIE | T
HEMBRIE
#SINXIAPO616
$s1-1 HIHBIH
RIE :
XA65PROD#SINXIAP
0616 $S1-1
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BERNNBREFRE
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®E & JeRY R
App-Protection- il FrIE RIENEIN BER
Policies AntiScreenCaptur RIPEREE,
eEnabled
Browser -Name B BN RS FRIER P22y ol
Citrix Enterprise
Browser™. %X
Edge/ilJ"" K?ﬂ‘}iﬂ
5 Safarllill 73]
Browser-Version o~ FrIE X B3 BRhRAS
80.0.3987.122,
101.0.9999.0
city AR K FrIE# F8 P 893 T £ e

B, ZnE

Client-IP IP ik, =P : FRIR BPRimRE 1P ih
10.10.10.10 b3 8
Client-Type Z &5, Windows, FrIE ERETIRERAN

Clipboard-
Format-Type

Clipboard-

Initiator

Clipboard-

Operation

Macintosh, Chrome,
HTML5, Unix/Linux,
iOS, RIERH, IE1E

T text, html,
CF_UNICODETEXT

R, ETFX
&, javascript

S, It REMAEL
&

FITER

[RI IR TRV R [E] 2
BYRY Citrix
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£ HIBIBENEAR BV HE
BIlo

R EEE
EIEEhEY. R N
H SaaS NAREFX
o

BT 7 A I
WRIR(E. EE

place R {ERTEIE
WHBETI MR L.
XA RIESS MR AR Y
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HEEE

Clipboard-
Operation-

Direction

Clipboard-
Operation-

Permitted

Clipboard-Result

Clipboard-Size

Country
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ZRmREN, EN
HE i

JUIFEIELE

RXIhE 2R LE

) : 10, 20

) XE. HE

XF
Citrix.EventMoni
tor.UserAccountMo
dification 4 :
BIZTAFPIKF. B
RATHRFPKP. =it
EEKF D,

XF
Citrix.EventMoni
tor.SessionEnd =
KA. FEH. &
¥, MANATE

FITER
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5%#% VDA .Clipboard
=4,

BB NEARIRERY 5
Mo AR | XA
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DaaS™) T MERIE(E
F .

EREMRIREED
ENAREFNRER
EPWRIT, AR
AN BZFMREE
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1BRER I,

SR B ML (ERVEE
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SaaS WAEFX
o

SR EE S NAMR
RYBEAR (AFTS
RNEBAL) -

RRRNERMX S
Mo

LA P I ESOR
&, flaikFEe!
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R RIERFIERE
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HEEE

Destination-IP

Destination-Path

Device-1ID

Domain

Download-Device-

Type

Download-File-

Format

Download-File-

Name

Download-File-

Path

Download-File-

Size

Event-Type

=
4 © 10.60.110.xxx
T \HS
\Desktop\Folder\exa
mple.txt
aN
cb781185-18ad-4f45

-b75f

Tl : example.com

T - USB. FEERIX

TETN
RemoteDrive. Y&
N 88 T &l

Tl : txt. PDF.
xIsx. docx

Tl © example-
file.txt

= C:
\Users\admin\Deskto
p

Tl 8.05

WFR.ER, 28R,
RIELER, NA.E5h,
RIFR.455R, X1 T #,
1TED, ARIP.RE
3%, SaaSMA.B
&f), SaaSR/ .4,
SaaSK .5 MR,
SaaSN . X4 T &,
SaaSK .34 3TN,

=+
5

e 3]

i

réé

AR ERY IP
tk,

MR RITE R R X

AR,

AFHA. BAHL
TR ERATELE 1D
#9184 ID.

RXERBIBRSS 2509
4.

XA T HE R
IREHEE,

TR

THEHX BT,

THEHXHFHIBE.

TEHBAN
TFFETHEM) o

BEXBEZEFAER,
BEEIF Event types
and supported fields.
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HEEE

Jail-Broken

Operation-

Direction

&

SaaSK A.URL. S,
Citrix. S i5 2. N 3
BT, Citrix B4 ek,
R FLEER, Citrix. B4
W57 BTN, Citrix. B
HEFE. BT R, Citrix.
EHEEEXHRIE,
Citrix. a2 X4
B4, Citrix. BHS
¥ STHFETh, Citrix. 55
HEE TR STHRIPR,
Citrix. B4

£ CDMUSBDriveiE
%, Citrix. B 538
FAUSBDriveiE#,
Citrix. E4 13 #2.RDP
FEIE, Citrix B4 ek,
FFIKF1{&ek, VDA.
$TEN, VDA B34,
Citrix. B4 512872
REY, Citrix. B4
T 2IEBD, Citrix. 53
HFIETE IR
Citrix. B4 1512 530G
Mg, Citrix. B a2 X
B =4

RHE FITER

iy

ENRE P imE i
BEM

FIIER

BT EEEERE
root IR, FEE : W
RIULEEREE, W
% ARIRTE root
PR, LtEEREATE
F3F iOS #1 Android
1% &M Citrix
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Fo

ETRXH RS
o
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®E & E 31} i
0S-Extra-Info Tl : 20G80, BR% FrIE IR RIERSZBIMINN
&1, 19043 B5, BIEAEBIRA
=. Service Pack
T,
0S-Name T © macOS 11, FRIER BTRERZN S
Windows 7, Z& o
8.1, Windows 10 {&
N4
0S-Version 1151, FrIE BT RIERFNMRA
14.7.1. 2009
Print-File- =~ : PDF. PS. FRIE FTEN B9 o
Format DOCX
Print-File-Name 5l example- FrIE FTENS A BI%A T
file.pdf
Print-File-Size o 10, 20 FrIE FTENZ R AN (A
FHHEAM) o
Printer-Name 1l : testprinter-1 FrIE {ERRIFTENH B FR.
Process-ID ) 111248 FrIE EBRAFIRBBITED
RERVEF EHIZRH
12 ID : BIEFTHEM
BiLnESmiERE
#HIZ ID HEfX &
Citrix.EventMonitor.R
DPConnection 4
=P
Protected-App- T BIERREA - FRIE ERFRIPRIERIET
Titles Citrix Workspace B R FE R BI%A T,
Registry-Name B ERYEMR AR FrIE BB EMERE%
o
Registry- B, tIE. FrIE FERPIT T A
Operation bR, IKEE. HRE FRIEE
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®E & PR R
Registry-Path B EREMEREER FrIE BIERBVEMRES
o
SaaS-App-Name 5 - Workday FRIE SaaS NEREFNH
o
SaaS-App-URL =~ https:// FrIE SaaS NARZFH
xyz.com\ |String URL 34 x /LiE
URL, FXE @ H
SaaS NAEREZFEX
Enhey, Mx/MCE
URL 2 ITE
App.SaaS.Launch
e,
Screen-Capture- o~ FRIE REHIXTENS
Tool-Name ScreenShotTool.exe o
Screen-Capture- T : c:\Program FRIER REHRTERNR
Tool-Path files (£
(x86)\ScreenContent
Client
Session-Launch- N AR RE FrIE FERENRIERN
Type RREFEEAREM
PR,
Session- RRRENMNEHFRH FrIE FBRENRIERF
Recording-Type it
Session-Server- T EERE. FrIE MBRS SRz R8I FR
Name Cloud-VDA-1 EENNARERNR
E %o
Session-User- R, T FrIE MARSS 2R WEIRVA
Name AR P,
Source-Path o~ C: FRIE XA R RRI R IR RS
\Users\admin\Deskto %o
p\example.txt
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Workspace-App-
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FA P FTENRYSCAS DT
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F P % 3E\A F %o
F8F StoreFront &
Fo IR StoreFront
ERABELEAT
HTML5 8% Chrome
9 Citrix Workspace
N AR #ITRY, N
LB 5 MARSS R iEUR
Ry EMER,

& VDA it BN
£

ETRHITE MR IRIE
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BARPiIg& EREN
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EFHRERIE.

ETRAPRE TR
9 Citrix Workspace
N FA*ER X, Citrix

Receiver lRAEEZ
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AR, R
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1ERIA B AR,
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BMIME R

« 0S HMERIRERZ AT
* OS WRAIETRIRERFRI AT ID AR AN

* OS Extra Info {5 RZIERFHIMMER, FINAEBRAS. RS T,
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BRIERGRN
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iOS 14
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